HoroBop moctaBku Ne 22-100
r. Cankr-IletepOypr «03» mapta 2022 r.

AxnuoHepHoe o0mecTBo «IleTepOyprekasi cobiToBasi komnanus» (AO «IlerepOyprckasi cObITOBast
KOMMaHusA»), nMeHyeMoe B pnanbHeiimeM «lloxymarens» wnm «3aka3zdymk», B nune berokypoBa Mmxamia
MBanoBwua, AeWCTBYIOMIET0 Ha OCHOBaHUH HoBepeHHocTH Ne 876/1/2021 ot 21.12.2021, ¢ omHO# CTOPOHBI U

OO0uecTBO ¢ orpaHu4eHHOl O0TBeTCTBeHHOCTHIO «bu3znec Kommynukanum» (OO0 «buzKommy»),
nMeHyeMoe B nanbHelmeM «lloctaBmmky nim «VcmonanuTensy, B Inile 3aMeCTUTENS TeHEPATFHOTO JUPEKTOpa
[TectyHoBa Anekcanmpa BramnciaBoBuda, ASHCTBYIOMET0 HA OCHOBaHWU JoBepeHHOCTH OT 18.08.2021 Ne 27,
C JIpyroi cTOpoHBI, COBMECTHO UMEHYyeMble « CTOPOHBI», 3aKIIOYIIIN HACTOSIINN J0roBOp O HIKECIEYIOIEM:

1. Tpeamer dorosopa
1.1. B cootBerctBuu ¢ Jlorosopom IloctaBmiuk ob6s3yercs mepenath llokymaremo ToBap, mpenocTaBHTh
CyOnuueHsuary HeHCKIFOUUTEIbHbIE IIPaBa Ha UCIIOJIb30BaHKE IPOrPAMMHOTO 00ECIICUeH ST M BBIAATh IIPOCTYIO
(HEMCKITIOUNTEIIBHYIO) JIUIICH3NI0 Ha OyMa)KHOM HOCHTEJIE, HA OCHOBAaHWH KOTOpPOH (KOTOpbhIX) CyOnmieH3uaT
BIIpaBE IOJIb30BaThCS CaM M MPEJAOCTABUTH IPAaBO HCIOJIB30BAHUS MPOTPAMMHBIM 00ECIICUCHHEM CBOMM
CTPYKTYPHBIM IOAPA3ACICHUSIM, W/WIN IOPUANIECKAM JIMIAM U IPOBECTH padOThl B MOPSIKE U HA yCIOBUSX,
MIPEenyCMOTPEHHBIX HacTosmmM JloroBopom u IIpuinoxkeHusMu K HEMY.
1.2. Toeap (3mecy um panee, TepMuH «ToBap» BkiIrouaer B ceOs Bce mo3unuu Ilpuwiioxkenus Ne 1
(Cnenuduxanus) x Hacrosmemy JloroBopy, eciam He yKa3aHO MHOE) Ha NaTy ero gocTtaBku [lokymarternto
JIOJKEH OBITh HOBBIM M HE MCIIOJIB30BAHHBIM paHee, OTBEYaTh TPEOOBAHUSIM 3aKOHOJATEIbCTBA, JEHCTBYIOLIETO
Ha Tepputopun Poccuiickoit dexnepanum.
1.3. TocraBmuk rapantupyet, uto ToBap Ha Aary ero moctaBku [lokymartento He 3all0KEH, HE HAXOAUTCS
O] apecTOM U He 00peMEHEH HHBIM 00pa30M MpaBaMu TPeThUX UL, Eciau kakue-1ubo yka3aHHbIE B HACTOSIIEM
IIyHKTE FapaHTUH BIOCIEACTBUHN OKa3bIBAIOTCS HETOUHBIMU MJIH HEBEpHBIMH, [locTaBimuk 00s3yeTcs BO3MECTUTD
[Nokynarento moOble yOBITKH, TTOHECeHHBIE [loKymareneM HEemocpeCTBEHHO B CBSI3U C TeM, 4To [lokymarens
[OJIAraJICsl Ha TaKUe TapaHTHH.
1.4. OO6wem obs3arenscTs [locTaBimka BKimoyaer B ce0sl, 63 OrpaHuueHHsI IPUBEACHHBIM IIEPEYHEM:
- moctaBky Tomapa B coorBercTBuu ¢ llpuioxkennem Ne 1 (Cneumdukanusi) K HACTOAIIEMY
Horosopy;
- NpenoCTaBICHUE HEUCKIIIOYMTENBHBIX NpaB Ha WCIOJb30BaHHE MPOrPaMMHOrO oOecrieueHUs! Ha
ycnoBusx Hpuno:kenus Ne 5 (Cyoaunensuonnbiii Jlorosop) x Hactosimemy Jlorosopy;
- nmocraBky ToBapa B 4YacTH JIMIEH3WH W CEPTH(HUKATOB TEXHHUUECKOW MOIJIEPKKH CpEICTBAMH
(bakcuMHIIBHOM/31eKTpOHHOM ¢Bsi3u (Ha e-mail: khachiyants_na@pesc.ru) u B yactu 060py10BaHuMs
- 1o cxiana [lokynarens (agpec: 195009 Cankr-llerepOypr, yi. Muxaiinosa, a. 11);
- MPOEKTUPOBAHWE U BHEIPEHHE CHCTEMBI 3alIUTH HHPOPMAIUK B COOTBETCTBUU C TPeOOBAHUSIMH,
yka3zaHHeIMU B IIpnioxkennu Ne 2 (3agaHue Ha MPOEKTHPOBAaHUE M BHeIPeHNeE) K HACTOSIIEMY
Horosopy.
1.5. Tlokynarens 00si3yeTcs MPUHATH U OIUIATUTH TOBap Ha YCIOBUAX HacTosmero Jlorosopa.
1.6. KoHKpeTHbIE YCIIOBHS IMOCTaBKH, CPOKH TOCTABKH, aCCOPTUMEHT, [I€Ha W KOJIMYECTBO TOCTABISEMOTO
Tosapa onpenensiercs B llpuiioskenun Ne 1 (Cneunduranusi) u Hpunoxkenuss Ne 5 (CyOauueH3uoHHbII
Horosop) k Hacrosimemy Jlorosopy.
1.7. OObeM u copepkaHrie KOHKPETHBIX paboT, OKa3bIBAEMBIX B paMKax HacTosimero JloroBopa, onpeaesnsiercs
B [Ipuioxenuu Ne 2 (3aganne HAa NPOEKTHPOBAHNME U BHeJPeHHUe) K HacToseMy JloroBopy.
1.8. Pabotsl npoBozsTcs cunamu U cpeactBamu Mcenonaurens. McrnonHuTens caMocToATENFHO 00ecieynBaeT
CBOUX pa0OTHHKOB (CIIEIUATIICTOB) HEOOXOIMMBIMU HHCTPYMEHTAMH, TPUOOPaMH, 000PYIOBaHHEM, OCHACTKOM,
cHenoAexoi. VIcHogHUTENh HECeT OTBETCTBEHHOCTh 3a KAaueCTBO HWCIIONB3YEMBIX TIPHU OKa3aHWUM YCIyT
MaTepHajioB, a TaKkKe O0s3aH MPEIOCTABUTh 3aKa3UMKy HEOOXOIUMBbIE CepTH(PUKAThl Ha HUX (COOTBETCTBHS,
CaHUTAPHO-TUTHEHUYECKUH U TIp.).

2. Cymma [loroBopa u nopsiiok omiaThl
2.1. Cymma JloroBopa coctaBisier 67 941 053 (mecThaecsT ceMb MIJUTHOHOB JIEBITHCOT COPOK OJTHA ThICSTYa
msaTeaecat Tpu) pyo. 20 kor., B Tom uncie HJC 20%, B pazmepe 6 006 842 (uiecTh MUJTHOHOB IIECTh THICSY
BOCEMBCOT COpPOK 11Ba) py0. 20 kom. (manee — Cymma Jlorosopa).
2.2. CymMma JloroBopa ycTtaHaBnuBaeTca B pyOmsax Poccuiickoit @enepanuu. OmnaTa mo HacTosIIEMY
JloroBopy npou3BoANTCS B pyOiIax. JlHeM omiaTel MpU3HAETCS JaTa CIUCAHMS JEHEKHBIX CPECTB C PACUCTHOTO
cueta [Tokymarens.
2.3. CymmMma [loroBopa Bkito4aeT B ceOsi crouMocTs ToBapa, 3aTparsl [locraBmmka mo nocraBke ToBapa
B anpec [lokymarens (o ckmana [Tokymarens), Bce HAIOTH, COOPHI U IMTOITTNHET, PACXOJTEI TIO TIOTPY3KE, BEITPY3KE,
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C OCYILIECTBICHHWEM IOCTaBKM Mo HacTosimemy Jorosopy. Cymma JloroBopa sBisieTcsi (UKCHPOBaHHON
U HE TOJJISKUT U3MEHEHHIO B TEUCHUE CPOKa ICHCTBUS HacTosmero Jlorosopa.

2.4. Pacuets! o HacTosimemy J{oroBopy OCyIIECTBIISIIOTCS B CIIEAYIOIIEM OPSIKE:

Omnara no nHacrosameMy JloroBopy mpou3BOAUTCS B (GopMe OE3HATMYHOTO pacyéra MyTéM MepeuUCIICHUS
JCHEKHBIX cpelcTB Ha OaHkoBckuil cuér IlocTaBmimka, ykasaHHBIH B pazzmene 16 Hactosimero [orosopa,
B TeueHue 60 (IIeCTHOECATH) KaJeHIApHBIX THEH C MaThl MOMNMMCAHWSA 3aKa3dnkoM AKTa IpHeMa-Tiepeaadn
Tosapa, HO He pamee 30 (TpuanaTv) KaleHOApHBIX OHEHW, ¢ marel moamwcanus YIIJI. Jlns odopmimeHus
peanu3alMyd TOBapOB/pabOT/yciyr mpumeHsiercss yHuunmposaHHas ¢opma mokymenta (YIIJI), kortopsie
[MocraBmuk npepocrasisier [lokynaTento.

Cuera, He TOATBEPKACHHbBIE JOKYMEHTaMH, HE OIIaYMBAOTCSL.

2.5. B cny4ae BozHuKHOBeHMs TpeTeH3uii [lokymaTens B OTHOIIEHNH KauecTBa, KOMIJIEKTHOCTH, KOJTMYECTBA
W/WIN  acCOPTHMEHTa TMOCTaBICHHOr0 ToBapa WJIM CONYTCTBYIOIIMX YCIYT MO MNPOCKTHPOBAHHIO
n compoBoxzaeHuto, [lokynarens Bmpase Iocje NMUCBMEHHOTO yBermomuieHus IlocTaBIiuka HMPHOCTaHOBUTH
HCIIOJIHEHHE 00s13aTeIbCTBA 10 OIUIATe Ha MEPUO] ¢ MOMEHTa OOHApYXEHUs HAapyIIEHHs YCIOBUH O KauecTBe,
KOMIITICKTHOCTH, KOJHMYCCTBC, COCTaBC I/I/I/IHI/I ACCOPTUMCHTC ¢ J0 MOMCHTA YCTpPAaHCHUSA BbIABJICHHBIX
HapywieHudd IlocraBmukom. IIpu stom IlokynaTenb He HeceT OTBETCTBEHHOCTH 3a 3aJEp>KKy OIUIaThl 3a
nocrapieHHbIN ToBap.

2.6. [TocTaBmuk He mo3aHee 5 (MATOT0) YKCIA MECAIIa, CIEIYIOIIETO 32 OTYCTHBIM KBapTajIoM, HAIIPABJISICT B
aapec [Tokymnarens, opOpMIICHHBIN CO CBOEH CTOPOHBI aKT CBepKU. [lokymnaTens B TeueHue 5 (MATH) KaJeHIapHBIX
OHEH C MOMEHTa TIOJMyYEHHs aKTa CBEpPKH, NPOM3BOIOUT CBEpKy pacueroB Mexnay CropoHamy,
P HEOOXOAMMOCTH O(GOPMIISIET TPOTOKON pa3Horidacuii W Bo3Bpamaer [loCTaBIIMKY OOUH DK3EMILISID
Ha/Jexale opOPMICHHOTO aKTa.

2.7. CTOpOHBI OCYIIECTBIAIOT 00MEH BCEMH JOKYMEHTAMH B PaMKaX MUCTIOIHEHHUS 0053aTENbCTB MO HACTOAIIEMY
JoroBpopy, B TOM 4ucClie TIpU BBICTaBICHWU U MOJNy4YeHUH cueToB, YIIJ[ ¢ HMcmosib30BaHMEM 3JEKTPOHHOIO
IoKyMeHTooOopoTa B cooTBeTcTBHH C [Iprnoxenuem Ne 7 (CornamieHue 06 31€KTPOHHOM JOKYMEHTO000poTe).

3. IlpaBa u 00513aHHOCTH CTOPOH
3.1. 3aka3zunk 00s13yerTcs:
3.1.1. cBoeBpeMeHHO MO 3ampocy VcmomHHUTENs] MPeJOCTaBIATh MUMEIOMIYIOCsS Y 3aka3zuuka HH(OPMAIHIO,
HeoOxouMyto VcTiomHUTEIFO [T BBITOJTHEHHUST CBOMX 00s13aTEhCTB B paMKax HacTosIiero JJorosopa;
3.1.2. B COOTBETCTBMM C YCIIOBHSIMH HacTosiiero JloroBopa TpHHATH yciyrd VICIOMHHUTENS W OIJIaTHTh
HX B IIOJTHOM 00BEME;
3.2. 3aka3umK BHpaBe:
3.2.1. B aroOoe BpeMs OCYIIECTBIATH KOHTPOIb 32 X0A0M OKa3aHus VcromHuTeneM yciyr B paMKax HaCTOSIIIETO
JHoroBopa; npu oOHapy>XKeHHH HapylleHul 3aKka34yrK BIpaBe MPHOCTAHOBHUTH pabOThI M IOTPEOOBATh YCTPAaHEHHSI
HapyLIEHUH ¥ OKa3aHUs YCIYT B COOTBETCTBUH C YCIOBHSIMHU HacTodAwiero Jlorosopa.
3.3. UcnosHuTEIH 005I13yeTCA:
3.3.1. oka3pBaTh YCIYrHM B TIOJIHOM OOBEME, Ha BHICOKOM NpPO(ECCHOHAILHOM YPOBHE, B COOTBETCTBHHU
C 3aJlaHueM 3aKa34yuKa;
3.3.2. 1o TpeboBaHMIO 3aKa34YMKa MPEICTaBIISATh IPOMEKYTOUHBIE OTYETHI O X0JI€ OKa3aHHs YcIyr 1o Jlorosopy;
3.3.3. 1O OKOHYAaHUM OKa3aHHUs yCJIYT MPEAOCTaBUTh 3aKa3YMKy OTYETHBIE JOKYMEHTBI, 3aKITIOUCHUS MM UHBIE
JOKYMEHTBI 00 OKa3aHHBIX YCIyTaX C MPHJIOKEHUEM ITOATBEPKIAIOIINX JOKYMEHTOB;
3.3.4. He mepemaBaTh TPETHUM JHMLAM JIIOOYIO MH(OpMAaLMIO 0 3aKa3unKe, CTAaBIIYIO0 M3BECTHOW McnomHuTeNo
NPy OKa3aHUM YCIYr MO HacrosuieMy JloroBopy, 3a HCKIOUeHHEM HH(OpMALUM, MOJICKAIIEH PACKPBITHIO
TPETHUM JIMLIAM 110 3aKOHOJaTeNbCTBY PD;
3.3.5. mnpu mpoBemeHur padOT HA TEPPUTOPUM 3aKa3uuka COOJIOAAaTh TPEOOBAHMS MPABUII BHYTPEHHETO
pacrnopsaka, IpoIyCKHOTO ¥ BHYTPHOOBEKTOBOTO PEKHMMA, YCTAHOBJICHHBIX Y 3aKa3uHKa, TEXHUKH 0€30MacHOCTH,
MoKapHOW 6€30MacHOCTH. 3aKa34yrK UMEET IPaBo TPeOOBATh 3aMeHY ITepPCOHaNa, HAPYIIAIOUIETO AUCIUIIINHY;
3.3.6. Bo ucnonHenue nocraHopicHus [IpaBurenbctBa PO ot 03.12.2020 Ne 2013 «O MuHMMAIBHOM mo0JIe
3aKyIIOK TOBapOB POCCHHCKOT0 NpoucxoxaeHus» (nanee — [locranosnenue Ne 2013) McnonauTens 00s3yeTcs He
OCYLIECTBIISITH 3aMEHy ToBapa (TOBapoB), cozaepXamerocst (CoaepXkaluxcsi) B OJHOM M3 PEeCTpOB,
HpelyCMOTPEHHBIX IMyHKTOM 2 Ilocramosinenus Ne 2013Y, ma ToBap (TOBapel), He coOmEpIKAIMILCS
(He coneprkalmecs) B TAKUX peecTpax;

L ToBapa, BKIIFOUEHHOT'O B PEECTp MPOMBILUICHHOW MPOAYKIINH, IPOU3BEACHHON Ha TeppuTopun Poccuiickoit
Deneparyn, WK B PEeCTp MPOMBIIUICHHON MPOAYKINH, IPOM3BEIEHHON Ha TEPPUTOPHH TOCYJapCcTBa - WieHa
EBpasuiickoro 3KOHOMHUYECKOT0 COI03a, 3a UCKItoueHneM Poccuiickoit denepanuu, npeaycMOTpEeHHbIE TOCTAHOBICHUEM
IIpaBurenscTBa Poccuiickoit @enepannu ot 30 ampers 2020 r. Ne 616 «O06 yctaHOBICHNH 3ampeTa Ha I0TTYCK
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3.3.7. Bo ucnomnnHenue nocraHosieHus [IpaBurensctBa PO ot 03.12.2020 Ne 2013 «O MUHMMANBHOH m0IC
3aKYTIOK TOBAPOB POCCHICKOTO MPOUCXOXKICHHS VICTIOTHUTENL 00S3yeTCs 3alI0IHUTh U MPEIOCTABUTh 3aKa3uUKy
JAHHBIE O CTPaHE MPOMCXOKICHHUS TOBapa, B TOM YHCJE ITOCTABICHHOTO MPH BBHITOJHEHWH 3aKyTaeMbIX pador,
OKa3aHWU 3aKyIaeMbIX YCIyT, B cooTBeTcTBUM ¢ [Ipmnoxenuem Ne 6 k HacrosimieMmy JA0roBopy B teueHue 10
pabouux mHEH ¢ MOMEHTA TIOCTaBKH TOBapa, B TOM YHCJIEC TIOCTABISEMOrO MPU BBITIOHEHUH 3aKyMaeMbIX padoT,
OKa3aHWH 3aKyIaeMbIX YCIIyT.

3.4. UcnoJiHuTEIb MMEET IPABO:

3.4.1. oOpamarbcs K 3aKa34MKy 3a MPEJoCTaBlIcHHEM HH(QOPMAIIMY ¥ MAaTEPUAIOB, HEOOXOAUMBIX JUIS OKa3aHUs
yenyr. ®@opma mpenocTapineHus uHbOpMaIUM, MaTepuanoB (yka3ath HeoOxomumoe) ompenensercs CTtopoHaMu
B pabodeM HopsJIKe;

3.4.2. mnpuBneKaTh K HCIOJHCHUIO HACTOSIIETO J[OroBopa TpPEeThUX JIMI], HE MPEAYCMOTPEHHBIX HACTOSIIUM
JloroBopoM (COMCITOTHUTEIIEH ), TONBKO C IMUChMEHHOTO coriacus 3aka3urka. B atom ciydae Mcnomaurens Hecer
rmepen 3aKa3unkoM OTBETCTBEHHOCTh 3a TIIOCICIACTBHS HEWUCIOMHEHHWS WJIM HEHAUISKAIEr0 HWCIOTHEHUS
00513aTENIHCTB COMCITOTHUTEIIEM.

4. KavecTBO M KOMIJIEKTHOCTH TOBapa
4.1. KadecTBO W KOMIUIEKTHOCTh TMOCTaBiIsieMoro ToBapa MODKHBI COOTBETCTBOBATh TPEOOBAHUSAM
[lokymarens, rocyAapCTBEHHbIM CTaHAapTaM (TEXHHYECKMM perjaMeHTaM), TEeXHHYECKHM YCIOBHUSAM
WY JAPYTOM HOPMATHUBHO - TEXHUYECKOM IOKYMEHTAllMd Ha PYCCKOM S3bIKE, B TOM 4YHCIIE, YKa3aHHOMU
B Crnenudukariy, MpUMEHUTEIBHO K KaXk ok nmo3uruu Toapa.

4.2. [TocraBuiuk 00s3aH OJJHOBPEMEHHO ¢ nepeadeii Toapa nepenats [lokynaresto (rpy30moaydaTeiito) ero
MPUHAATICKHOCTH, & TAKKe OTHOCSIINECS K HEMY TOKYMEHTHI, 0(hOpMIICHHBIE HA/JIeKaIUM 00pa3om:

e VI

o KoMIuiekTsl JOKyMEHTaIHH.
43. ToBapoconpoBoAUTENEHBIE JOKYMEHTHI TOJKHBI OBITh O(OPMIICHBI HAa UM TPy30IIoydaTens. B ciydae

OTCYTCTBUS HEOOXOIMMBIX TOKyMeHTOB IlokymaTtens (rpy3omoiydareis) yBeaomirsier o0 stoM IlocTaBmmka.
[TocTaBmk o06s3aH B TeueHue 3 (Tpex) paboumx IHEH C MOMEHTA TOJMYyYCHHsI JTaHHOTO YBEIOMIICHUS
MPeICTaBUTh HEAOCTAaroIMe TOKyMeHTHI [lokymaTemto (Tpy3ononydarento), 4to He ocBoOoxnaeT [locrapmuka
OT OTBETCTBEHHOCTH, MPENYCMOTPEHHON yCIOBUSIMH HACTOAIIETO J[oroBopa 3a HapyIIeHHe CpOKa IIOCTABKHU.
4.4. B cnydae, korma nOpWHAANEKHOCTH WM JOKYMEHTHI, OTHOcsmuecs K ToBapy, He mepeaaHsbl
[ocraBmmMKkOM B yKa3aHHBIM CpOK WIH/M He TpelnoctaBieHbl ¢ ToBapom, [lokymaTtens BIpaBe OTKa3aThCs
or ToBapa, a IlocraBmuk o00s3aH He mo3gHee 15 (mATHammaTH) paboyMxX IHEH C JHaThl YBEJOMIICHHS
ero [Tokynarenem o6 oTkaze ot ToBapa Bo3mecTuTh [1oKymaTento NoHECEHHbIE YOBITKH.

4.5. Ha ToBap ycranaBnmBaeTcs rapaHTUHHBIA CPOK, paBHBIN 12 (IBEHAIIIATH) MECAAM W HMCUMCISEMBIN
¢ aarsl noanucanua Croponamu YII/I.
4.6. B cnyuae ecnu npu BHyTpuTapHOW npueMmke ToBapoB, BO BpeMs HNPOM3BOACTBA pabOT MO MOHTaXY

ToBapa unu B TedeHHe TapaHTUIHOro cpoka B ToBape miam 1000 ero dactu OyayT oOHapy>keHbl JIFOObIe
ne(eKThl, MOBPEXKICHUS, HECOOTBETCTBHs (HemoctaTku), Ilokymarens 00s3aH B pa3yMHBI CPOK HalpaBUTh
[locraBmuKy yBegoMIIeHHE, B KOTOPOM yKa3biBaeTcs, 4to [locraBmuk no Beioopy [lokynaTens:

— IPOM3BOJMT 3a CBOH cueT peMOHT ToBapa;

— IPOM3BOAMT 3a CBOH cueT 3ameHy ToBapa;

— BosBpamaet [lokynarento croumocts ToBapa;

— Bo3Meniaet [lokynaTento pacxo/ipl, CBA3aHHBIE C YCTPAaHEHUEM HEOCTATKOB ToBapa.
4.7. Ecnu peMOHT TOBapa Mpou3BOIMIICS MTOCPEACTBOM 3aMEHBI KOMIUIEKTYIOMIETO M3/AETHs (MM COCTaBHOU
4acTH), Ha KOTOPBIE YCTAHOBIIEHBI CBOM FapaHTHITHBIE CPOKH, TO TAPAHTUHHBIA CPOK HA HOBOE KOMILIEKTYIOIIEE
uzgende (MM COCTaBHYIO 4YacTh) MCUMCIISETCS 3aHOBO - CO JHSA BBIJAYM TOBapa MO OKOHYaHWU peMoHTa. B
Te4YeHUe rapaHTHHHOTO cpoka [locTaBIIMK rapaHTUPYeT UCTIPABHYIO M MOTHO(QYHKIIMOHANBHYO paboty ToBapa
B COOTBETCTBHH C TEXHHYECKHM TPeOOBAaHHAMHU K HEMY, YCTAaHOBJIEHHBIMH J[OrOBOpPOM, M BO3MOXXHOCTH €TI0
WCTIONB30BaHMs 1O Ha3Ha4deHuio. B TeueHue rapantuiiHoro cpoka IloctaBmmk obGecrieunt Ilokymarens

MIPOMBINUICHHBIX TOBAPOB, MIPOUCXOISIINX U3 HHOCTPAHHBIX TOCYAAPCTB, JJIS IIEJICH OCYIICCTBICHUS 3aKyIMOK JIIs
rOCYIapCTBCHHBIX M MYHUIIUIAIBHBIX HYXI, @ TAKXKE IPOMBIILICHHBIX TOBAPOB, IPOUCXOISIIAX U3 HHOCTPAHHBIX
rOCyAapcCTB, padboT (YCIIyT), BBIMOIHIEMBIX (OKa3bIBAEMBIX) HHOCTPAHHBIMH JIMIIAMH, JJIS IIEJIeH OCYIIECTBICHHUS 3aKYIIOK
JUTSL HY>KIT 0OOpOHBI CTpaHbl B Oe30macHOCTH rocyaapersay UJIN B eUHBIN peecTp POCCUHCKOHN paaruodIeKTpOHHOM
MIPOYKITHH, TIPETYCMOTPEHHBIN TTocTaHoBIeHNEM [IpaButenscTBa Poccniickoit @eneparuu ot 10 urosst 2019 1. Ne 878 «O
Mepax CTUMYJIMPOBAHHUS MPOU3BOJICTBA PANO3JIEKTPOHHOM IPOYyKINK Ha Tepputopun Poccuiickoit @eaepannu npu
OCYIIECTBIICHIH 3aKyIIOK TOBAPOB, Pa0OT, YCIYT I 00ECTIEUYeHHS TOCYIaPCTBEHHBIX M MYHHUIIUITAJIBHBIX HYXKI, O

BHECEHWHU M3MEHEeHU B mocTaHoBieHue [IpaBurenberBa Poccuiickoit @eneparvn ot 16 centsiops 2016 1. Ne 925 u
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KOHCYJbTAIUSIMU 10 UCTIONB30BaHUIO U oanepkke ToBapa. CtoumocTs JaHHOU ycnyru [locTaBiiyka BKIIOUeHa
B cTOUMOCTH ToBapa.

4.8. B cimydae, yxmonenums IlocraBmimka OT ycTpaHeHHs BEISBICHHBIX nedextoB, llokymaTtens BmpaBe
MPUHATH MEPHI 10 UX ycTpaHeHuto. B mocnenyromem [lokynaTtens 6e3 ymep0a IpyruM CBOUM MpaBaM BIIPaBe
npenbsBuTh llocTaBIIMKY K OIUIaTe CTOMMOCTh  BBHITIOJHEHHBIX padOT, paBHYIO IPOU3BEICHHBIM
Y JOKYMEHTaJbHO TOJTBEP)KIACHHBIM 3aTpaTaM Ha ycTpaHeHue nedextoB, a llocraBmmk o00s3aH OIIIATHUTH
BBIIIIEYKA3aHHYIO CYMMY.

5. KoauuecTBo ToBapa u rpagmuk pador
5.1. KonmuecTBo, neHa, accoptuMeHT mocrapisiemoro ToBapa u rpaduk paboT ykaspBaroTcsi CTopoHaMu B
Crrettu¢mkanuu (Ilpuioxenue Ne 1 k Hactosmemy Jlorosopy).

6. Tapa, ynakoBka, MApKHPOBKa TOBapa
6.1. ToBap, mocraBnsiemMblii 1O HacrosimeMy JloroBopy, JObKeH oTrpyxkatses [locTaBmukom
B Tape M YHaKOBKe, C UCIIOJIb30BAaHUEM CPEICTB MMAKETUPOBAHUS, COOTBETCTBYIOLINX XapaKTepy IOCTABIISIEMOTO
Toapa. Ilpu 3ToM ynakoBka AOJDKHAa oOOecleuuBaTh IOJHYIO COXPaHHOCTH ToBapa OT BCAKOIO poza
MOBPEXACHUHN U MOPYH MPH €r0 MEPEBO3KE C YUYETOM BO3MOKHBIX MEPETPY30K U ATUTEIBHOTO XPaHEHMUS.

6.2. B cnywae ecnmm mo cBoemy xapaktepy ToBap He TpeOyeT 3aTapuBaHMs W (WJIHM) YIIaKOBKU
1 (WTH) IPUMEHEHUS CPECTB MakeTHpoBaHus, [locTaBmnk OTrpykaer ero 0e3 mpruMEeHEHHs STUX CPEJICTB.
6.3. IIpn HEOOXOMMMOCTH COTJIACOBaHHME CITOCO0A 3aTapHUBaHUs, YIIAKOBKH W CPEACTB MAKETHPOBAHMS

B Cllyuae, eclid OTrpykaeMblii ToBap TpeOyeT 3aTapuBaHUs, YIIAKOBKH, TPUMEHEHUS CPEIICTB MaKETUPOBAHMUS,
npousBoauTcs CtopoHamu B Crienudukanny Ha Kb Bua ToBapa.

6.4. Tosap, ymakoBka, Tapa JOHKHBI OBITH HAIISKAIIMM 00pa3oM IMpoMapKupoBaHbl. [Ipn HeoOX0IMMOCTH B
Crienuukanuy yka3plBaeTcs COACpKaHue, CIIOCO0 U MECTa HAaHECSHUSI MAPKUPOBKH.
6.5. CTOMMOCTH Taphl, YIAaKOBKU BKJIIOYCHA B IIeHYy ToBapa. Tapa, yakoBka BO3BpaTy HE MOJJICIKHUT.

7. Cpoxu, mopsi0K | yCJIOBHUSI MOCTABKH
7.1 Cpoxk nocraeku Tosapa — 10 21.04.2022. C cornacus I[lokymnatens jomyckaeTcs J0CpOYHas MOCTaBKa
ToBapa.
[locraBmuk B cyer mensl JloroBopa momkeH noctaButh ToBap Ha ckian I[lokymarens, pacroiioKeHHBIN
o axpecy: r. Cankr-IletepOypr, yia. Muxaiinosa, 1. 11.

7.2. Cpoxku npoBeznenus padot onpexenstorcs B lipunoxenusax Ne 1 (Cnennduxanus) u Ne 2 (3axanue
Ha NMPOeKTHPOBAHME U BHeJpeHHUe) K HacTosmeMy Jlorosopy.
7.3. [NocraBmuk 00s3aH HanpaBUTh B aapec [lokynarenst cpeacTBaMu GpakCUMUILHON/IIEKTPOHHON CBSI3H

(na e-mail: khachiyants_na@pesc.ru) uadopmarmto o npemnonaraemoii 1ate nmocraBku Toapa (uacreit ToBapa)
Ha ckiaf [lokynarens He mo3anHee, 4eM 3a 2 (1Ba) pabounx AHsI(€i) 0 JaThl TAKOH MOCTaBKH.

7.4. [IpaBo cOOCTBEHHOCTH M PUCK CIy4aifHOTO TOBpexkIeHus1, rudenu Toapa nmepexoaut ot [locraBmiyka k
IMokymarento ¢ wmomenta mnomnucanus YIIJI. [loctaBmiuk cuyuTaeTcs WCHOJHUBIIAM O0S3aTEILCTBO
o moctaBke ToBapa [lokymaTento ¢ MOMEHTa, YKa3aHHOTO B HACTOSIIEM ITyHKTE.

1.5. [locraBmuk B TeYeHHWE CYTOK C JaThl OTrpy3ku ToBapa, o0s3aH yBemomutb 00 3ToM llokymarens
cpeacTBaMu (hakCHMHIILHON/3JIEKTPOHHOM CBSI3H.

7.6. B ciyuae HenpuObiTHs ToBapa B IMyHKT Ha3HAYeHUs B T€YeHHE 7 (CEMHU) JAHEW C ATl YBEIOMIICHUS
00 otrpyske, [locTaBiiuk 3a CBO¥ cueT MPUHUMAET MEPHI IO €T0 PO3BICKY.

1.7. B ciydae eciau AOKYMEHTHI NMEPBHYHOW OTYETHOCTH OGOPMIICHBI He 1o ¢dopMe W/uimu 0(hOPMIICHBI
HE TOJHOCTBIO (OTCYTCTBYIOT 00s3aTENIbHbIC PEKBU3UTHI, 3aII0JHEHBI HE BCE IO, pa3/iebl), TU00 oopMiIeHBI
¢ ommOKaMu, TUOO MPEAOCTABICHBI HE B MOJHOM 00BbeMe, TO [lokynaTens BIpaBe BEPHYTh TaKWE JIOKYMEHTHI
[locraBuuky Ha mepeodopmileHWE, HE TPUHUMATh M HE OIUIAYMBATH ITIOCTAaBIIEHHBIE ToBaphl Ha BpeMs
nepeodopmiieHus [1ocTaBIIMKOM TaKUX JTIOKYMEHTOB, UYTO HEe 0CBOOOXk1aeT [TocTaBIKa OT OTBETCTBEHHOCTH 32
MIPOCPOYKY CpPOKa rmoctaBku Tosapa.

7.8. [TocraBiuk, MOMyCTHBIINN HEOMOCTaBKY ToBapa, 0053aH BOCIIOIHUTH HEJAONOCTABICHHOE KOJIMYECTBO
B TCUCHUE JICCATH THEH C MOMEHTa OOHAPYKCHHSI HEIOTIOCTABKHY.
7.9. IToxynarens Bopase, yBegoMmuB llocTaBiuka, O0TKa3aTbCsl OT NpUHATHA ToBapa, MOCTaBKa KOTOPOIO

pocpodeHa 0osee yeM Ha 14 (4eThIpHAIATh) KAICHIAPHBIX JTHEH.

8. TlopsiAok cnaun-npueMKH TOBapa u padoT

8.1. [Ipuemka Tomapa ocymectBiserca I[loxymatenemM coBMmecTHO ¢ mpeacraButensiMu llocraBiiuka
B CJIEIyIOIEM TOPSIIKE.
8.2. Buemnuid ocMOTp Tapbl MU yHAKOBKU MOCTABOYHBIX HapTHil ToBapa c 11eJ1bI0 BBIABICHUS HAPYXKHBIX

IOBPEKJICHHH M MPOBEPKU COOTBETCTBHS KOIMYECTBA OTIPYIKCHHBIX 1h 0l WAL HAL ISk 0785 5055 fahs diitogsion /77
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yacteil ToBapa BemonHserca [lokynarenem 0e3 HapyIIEHHsI LIEIOCTHOCTH Tapbl, YHAKOBKH W KOHCEPBAIIUH
B TeueHue 1 (ogHOr0) pabouero IHS ¢ AaThl HaYaga TAKOW MPUEMKH.

8.3. IIpuemka ToBapa u padoT npousBogurcs mo YITJI.

8.4. [locraBmuk B AaTy, CleAyIOUIyIO 3a NaTod okoHYaHHS padoT (mo 12:00 mo MOCKOBCKOMY BpEMEHH),
00s13aH TiepenaTh CKAHWPOBAHHBIE KOMMH JOKYMEHTOB, MOJITBEPKAAIOIINX (DaKT MOCTABKU M OKOHYaHHS pador,
[Tokymarento cpencTBamu (paKCHMHUIEHOW/3IEKTPOHHOH CBS3H MO HOMEPY (hakca/afpecy SJIeKTPOHHOM MOYTHI,
yKazaHHOMY B pazzene 16 Hacrosiero JloroBopa. OpurnHaib! JOKYMEHTOB, TIOATBEPKAAIONMNX (DaKT MOCTAaBKH
(moamucannbie [loctaBmumkom VYIIJI), momxubl ObITh HampaBieHbl [lokymaTenro He mo3aHee S5 (TTH)
KaJIeHJapHBIX JHEH ¢ AaTel JocTaBku ToBapa Ha cknan [TokymaTens.

8.5. JlokyMeHTHI, yKa3aHHbIe B IyHKTe 8.4. JloroBopa, MOKHBI OBITH opopMiIeHBI Ha WMs [lokymaTens.
B cnyuae HenpeacTaBieHHs HEOOXOAMMBIX Konuii okymeHToB [lokymartens yBegomisieT 06 3tom [locTaBmuka.
[ocraBmuk o0s3aH B TeueHHe 2 (ABYX) KaJeHIAPHBIX THEW C MOMEHTa IMOMY4YEeHHUS JaHHOTO YBEJAOMIICHHS
[Toxymarenst, HO He MMO37[HEE 7-TO YKCIa MECSIa, CIETYIOMIEro 3a MECAIIEM, B KOTOPOM OBLITN OKOHYEHBI paOOTHI,
MIpeICTaBUTh HeoCcTatonre qokyMeHTs! [lokymaTemto, 4to He ocBoOokmaeT [locTaBminka OT OTBETCTBEHHOCTH,
MpeIyCMOTPEeHHOM B myHKTe 9.7 Hacrosiero JloroBopa. B ciydyae Hamuuus omMOOK M MHBIX HETOYHOCTEH B
YKa3aHHBIX KoOmusAxX HokyMeHTOB llokymarens yBemomusier o0 »toM IlocraBmmka B TedeHue 2 (ABYX)
KaJeHAapHBIX AHEH ¢ AaThl moy4yeHus oT [TocTtaBiiuka konuil JokyMeHToB. B TakoM yBegomiienuu [lokynaresns
JOJDKEH yKas3aTh CIOCcO0 yCcTpaHeHHsS OUIMOOK M WHBIX HETOYHOCTEH B yKa3aHHBIX NOKyMeHTaX. [locTaBiuk
00s13aH B TeueHue 2 (IByX) KaJCHAApPHBIX THEH ¢ MOMEHTa MOMyYeHUsl JAaHHOTO yBeAaomiieHus oT [lokymaTens
YCTpaHUTh OMMOKH W WHBIE HETOYHOCTH B TaKWX JOKYMEHTaX W IIPEICTAaBUTHh KOMWW TaKWUX HCIPABICHHBIX
nokymenTtoB [lokynarento, yto He ocBoOOkaeT [locTaBiuKka OT OTBETCTBEHHOCTH, IPEAYCMOTPEHHOM B 11. 9.7
HacTosiero Jlorosopa.

8.6. B Teuenmne 5 (mATH) KaleHAApHBIX JHEW C JaThl MONYYEHHs MOIIMCAHHBIX cO cTOpoHBI [locTaBminka
opurndHasiop YIIJI Tlokymatens HampasiaseT IlocTaBIIMKY MOJANHUCAHHBIE CO CBOEH CTOPOHBI 3IK3EMILISPHI
YKa3aHHBIX OPWUTHHAIOB JOKYMEHTOB, JHOO TNPENOCTaBIsIET MOTHBUPOBAHHBIA OTKa3 B MpHEMKe paboT
nin Toapa (uacteit ToBapa) ¢ ykasaHweM nedeKTOB M HEIOCTATKOB, BBISBICHHBIX B MPOIECCE MPUEMKH,
a Takke ¢ TpeboBaHueM 00 ycrpaHeHnH [locTaBIIMKOM yka3aHHBIX 1e(heKTOB U HETOYHOCTEW B IIPUEMIIEMOM ISt
[Mokynarenst Gopme 1 CPOKH.

8.7. Buytpurapnas npuemka ToBapa OyaeT mpou3BoAUTECS Ha oObekTe (cknazae) [lokynarens ¢ ygactuem
npencrasuteneit [lokynarens u, npu HeoOxoaumocTH, [locTaBimka, ¢ BCKPBITHEM SIIIUKOB (ynakoBku) ToBapa.
BuyTpuTapHas npueMka npou3BOAUTCA Te4eHHe 5 (IIATH) KaJeHIapHbIX JHEH ¢ AaThl MONTYy4YeHUS OMHUCAHHBIX
co croponsI [locTaBimnka OpUTHHAIOB TOBAPHBIX HAKJIAJIHBIX.

8.8. [o pe3ynbpTaTaMm mpoBepkH BHYTPUTAPHOH MprieMKH CTOpOHAMH COCTABIISIFOTCS ¥ TTOJITUCHIBAIOTCS aKThI
BBISIBJICHHBIX J€(EeKTOB (€CIi TaKOBEIe OYIyT COCTABJIEHBI), B KOTOPBIX YKA3hIBAETCS:

- 1aTa ¥ MECTO COCTaBJICHUS aKTa;

- HOMep U j1ara Jloroeopa;

- HaumeHoBaHue ToBapa (-0B);

- COCTOSTHUE Taphl U KOHCEPBAIIHUH;

- HOMEpa MeCT, B KOTOPbIX 00HAPY>KEHbI HEJIOCTATKH, HeJ0CcTa4a u/uin aedexT;

- KOJIMYECTBO MecT Bcel napTur ToBapa;

- onMcaHue OOHApYXEHHBIX Ne(EKTOB, 3aMEUaHNH, MMOBPEXICHNUH, Ie(EeKTOB U HEAOCTATKOB C MPUIOKEHHEM
¢dororpaduit neGeKkToB (1711 aAKTOB BBISIBICHHBIX 1e()EKTOB).

8.9. Ecmu mpu mposepke ToBapa npencraButenu Iloxynarenss n IloctaBumiyka pas3oiayrcs BO MHEHUH
0 CoJepKaHUM aKTa MPOBEPKH, TO N00as n3 CTOPOH MOXKET MpeabsBUTh ToBap HE3aBHCUMOW 3KCIIEPTHOU
OpraHu3aliy Ha MOBTOPHYIO MpoBepKy. CBHJETEIHCTBO, BHIIABAEMOE 3TOW OpraHu3aimed, OyJaeT sBISTbCS
OCHOBaHHMEM JUIsl BBICTABJIEHUS MPETEH3WH. 3aTpaThl MO MPOBEIEHUIO IKCHEPTHU3BI OTHOCATCS Ha BHHOBHYIO
Cropony.

8.10. B cnywae HeBo3MOXXHOCTH mpuOBITUS [locTaBmivka K JiaTe, OMNpeNeNisieMOd B COOTBETCTBHHU
c 1. 7.7. Hacrosero JloroBopa, Ha BHyTpuTapHyto npuemky Toapa [lokynarenb B OJHOCTOPOHHEM MOPSIKE
npoBeneT npueMkKy ToBapa, COCTaBUT aKT MPOBEPKH M HAlNpaBHT €ro IMOYTOBBIM COOOIIEHHWEM B ajpec
[ocraBmuka, ykazanHbslil B paszaene 17 nacrosimero Jorosopa. B cnydyae oOHapyxkenus nedekTos, 3aMeqanuid,
MTOBPEXACHUH U T.1. OyJEeT COCTAaBIIEH aKT BHISBICHHBIX 1e(DEeKTOB U TakKe HampasiieH B aapec [locTaBmuka.

9. OtBercTBeHHOCTH 1O J[OrOBOPY

9.1. 3a HEeUCITOJIHCHNE WTH HEeHAJIeKaIee UCIIOTHeHNUE 00s13aTehCTB 10 HacTosmeMy Jloroopy CTOpOHBI
HECYT OTBETCTBEHHOCTb B COOTBETCTBUH C JEUCTBYIOIIUM 3aKOHOAATENHCTBOM PD.
9.2. 3a HapyIIeHHEe CPOKOB OKOHUYATEIILHBIX PACYCTOB 32 IMOCTABIICHHBIE TI0 HacTosmemy JloroBopy ToBapsl

ITokymaTens BBILTIAYMBAET 1O NHChbMEHHOMY TpeboBanmio IlocraBmmka wneycroitky B pasmepe 0,1 %
OT MPOCPOYECHHON CYMMBI 3a KaK/IbIA JICHb IPOCPOUKHU, HO HE 00T 5 /i oy Mabis paabl 05165 5055 e v 0300/
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9.3. 3a HapyIIeHHE MPOMEKYTOUHBIX CPOKOB ITOCTaBKH, ACCOPTUMEHTA U KOIWYeCTBa ocTaBisieMoro ToBapa
[locTaBmMK BBHITUIATHT 1O MUCbMEHHOMY TpeboBanuio [lokymatenst Heyctoliky B pasmepe 0,1 % oT uens
HEIMOCTaBJICHHOTO TOBapa 3a KKIBIN IeHb POCPOUYKH, HO He Ooliee 5 % OT I[eHBI HETTIOCTaBIEHHOT'O TOBApa.
9.4. 3a HapylleHHe UTOTOBOTO CpoKa NMocTaBkM ToBapa, yka3aHHoro B myHkTe 8.1. [loroBopa, ITocTaBmuk
BBHIIJIATUT TI0 MHUCbMEHHOMY TpeboBanmio [lokymaTens HeycToiky B pasmepe 0,1 % OT LeHbI HEMOCTaBIEHHOTO
TOBapa 3a KaXIblil IeHb IPOCPOYKH.

9.5. Ecmm IlocraBumik rmoctasui ToBap He B TOJTHOM o0heMe JIMO0 He BBITIOJHII TpeOoBaHus [lokymarens o
3aMeHe HeJoOpokayecTBeHHOro ToBapa B yCTaHOBJICHHBIH Cpok, llokymatens BmpaBe mpuoOpecTH
HE/IOTMOCTABICHHBIN/KauecTBeHHBI ToBap y Apyrux Jiui ¢ oTHeceHneM Ha llocTaBuivka pa3sHHIBI CTOUMOCTH
ToBapa, a TakkKe WHBIX pacXofOB, CBS3aHHBIX ¢ HapymeHneM llocTaBmUKOM CBOMX 00s3aTENBCTB
no HacrosweMmy Jorosopy.

9.6. [Ipu HecBoeBpeMeHHOM mpeacTaBieHHH [locTaBIIMKOM TOBAapOCONPOBOAUTENBHON ITOKYMEHTAIMH,
a TakXe MpU HapyLIEHUU YCIIOBUN YHNAaKOBKM WM MapkupoBku ToBapa IloctaBmuk Bo3memaer Ilokynarento
yOBITKH, BBI3BAHHBIC YKA3aHHOW 3aJePXKKOM WM HECOONIONEHHEM YCIIOBHH YIIAKOBKH WIH MapKHPOBKH,
YCTaHOBJICHHBIX HACTOAIINM I[OFOBOpOM.

9.7. 3a Hapymenue [locTaBIMKOM CPOKOB HCTIONHEHHS OOS3aTENBCTB MO IMPEIOCTABICHHUIO JOKYMEHTOB
B COOTBETCTBUHU ITyHKTaMu 2.6, 8.4., 8.5. mHacrosmero JloroBopa Ilokymarens mMeeT MpaBo IMOTpeOOBATH
or [locTaBuka yrnatel HeycToiikum B pasMmepe 1/360 craBku pedunancupoBanus L[b PO ot cymmsl
HEUCIIOJHEHHOTO 00s3aTenbcTBa 3a KaXKABIA JeHb Npocpoukd. CTOPOHBI JTOTOBOPWIIKCH, YTO B CIydae
HapymieHus [locTaBImkoM CpOKOB HCTIOTHEHHUS 00513aTEIBCTB 110 TTPEIOCTABICHHUIO IOKYMEHTOB B COOTBETCTBUU
¢ myHkrtamu 2.6, 8.4., 8.5. mactosimero [loroBopa /s menel pacdera HEYCTOWKH, YKa3aHHOW B HACTOSIIEM
MyHKTE, CYMMO# HeWcHonHeHHOTO [locTaBIIMKOM 00s3aTeibCcTBA CUMTAETCS CyMMa, KOTOpas JOJDKHA OBITH
yKa3zaHa B cueTe-(paKType W/UiH TOKyMEHTaX, HOATBEPKAA0MNX (HaKT MOCTABKH.

9.8. HeszaBucumo ot ymiatel HeycTtoiiku CTopoHa, Hapymusiias JloroBop, Bo3meriaeT apyroit CTtopone
MPUYMHEHHBIE B PE3yJbTaTe 3TOr0 YOBITKH. YIUIaTa HEYCTOMKM M BO3MEIICHHE YOBITKOB HE OCBOOOXKIAET
CTopoHBI OT TOJTHOTO BHIONHEHUS! CTOpOHAMU 00513aTeNbCTB 110 JloroBOpYy.

9.9. B ciryuae BozHukHOBeHMs ipeTeH3uil k [locTaBmuky He3aBUCHMMO OT MX Xapaktepa, co CTOPOHBI TPEThUX
JINII, HOKYHaTeJ'IB HE HeCeT M0 HUM HHUKAaKOil OTBETCTBEHHOCTH.

9.10. CropoHBl NPHIUIM K COTJAICHHIO, YTO B ciydae H3bATUS ToBapa (IIpelbsBiIeHUs TpeOOBaHUS
00 u3bsTHH/TIpeanonarapmee u3bitne) y llokynarens npu npusHannu JloroBopa HeNEHCTBUTEIHHBIM
HJIN paCTOPKCHUA I[OFOBOpa 110 O6CTOHTeHbCTBaM, BO3HUKIINUM IIO BHHE HOCTaBIHI/IKa, a TaKXX€ BCJICICTBHEC
NpEABABICHUA MNPETCH3MU TPECTbMMU JIMIIAMU K HOKyrIaTeJ]IO, B TOM 4YHCJII€ CO CTOPOHBI NPCALIAYIIHUX
COOCTBEHHHMKOB TOBapa HWIIM WHBIX TPeTbux Juil, l[locTaBmuk o0si3yeTcs B CPOKH, yKa3aHHbIE B TPeOOBaHHUH
[okymarenst, mpuoOpectn [lokymarento paBHO3HAYHBIM TOBAp WJIM TPENOCTaBUTH llokymarento JeHEXKHbBIE
CpeAcTBa il CaMOCTOSITETILHOTO NPUOOPETEHUS TOBapa, MCXOMAs M3 CTOMMOCTH aHAJOTMYHOTO TOBapa,
JeicTBYIONIEeH Ha PEIHKE aHAJOTMYHBIX TOBAPOB HA MOMEHT pacTopkeHus JloroBopa (mpruMeHeHus MOCIeACTBUN
HeJeCTBUTENRHOCTH JloTOBOpa), a Takke BO3MECTUTh BCE TOHECEHHBIE YOBITKM M PACXOJIbl, CBSI3aHHBIE C
nproOpeTeHrueM ToBapa 1o Jlorosopy.

9.11. B ciydae HenoctaBkd ToBapa B CBsI3M C JHOOBIMU JCHCTBUSAMH JIFOOOTO TOCYAapCTBEHHOI'O OpraHa
Mo00ro rocygapcTBa B OTHOIIEHHUHM OOBsIBIEHHsS 3MOapro, CaHKOMH W T.JI. B CBS3M C IOCTaBKoil ToBapa
Ha Tepputoputo Poccuiickoit ®enepanmu [lokynarens uMeeT mnpaBO pacTOPrHYTH B OJHOCTOPOHHEM
BHeCyZeOHOM Topsiake Hactosimuid Jloroop m motpeboBath oT IlocTaBmmka Bo3BpaTa YIIAYEHHOTO
o JIoroBopy aBaHCOBOTO ILIATEXa, a TAKXKE KOMIIEHCAlMu MoHeceHHbIX [lokymnarenemM yObITKOB.

9.12. B cayyae mepenaun ToBapa HeHajuexamlero kaudectsa [locraBmuk gomwkeH ymiaatuth [lokynaTento
HeycTolKy B pasmepe 0,1 % ot nensl [JJoroBopa 3a Kakablil IEHb ¢ TaTHI MIepeIadd TaKoro ToBapa JI0 MOJTHOTO
YyCTpaHEHHs HEJJOCTATKOB TOBapa (3aMeHbI TOBapa), Ho He Ooree 5 % oT nenst [Jorosopa.

10. ®opc-mazkop
10.1. CropoHBI OCBOOOXKIAIOTCS OT OTBETCTBEHHOCTH 332 YACTHYHOE WJIW TTOJIHOE HEUCTIOJIHEHHE 00s13aTENbCTB
0 HacTosmeMy JloroBopy, €ciiu OHO SIBUJIOCH CIEACTBUEM NPUPOIHBIX SBJICHUHN, BOCHHBIX JEHCTBHI U MTPOUMX
0OCTOSITENILCTB HETIPEOJOIUMOM CHIIBI, BKIIFOUasi JEHCTBUSI M PELICHUS] OPraHOB TOCYJApCTBEHHOW BIACTH U
OpPraHOB MECTHOTO CaMOYIIPABJIEHUs, U €CIIM 3TH 00CTOSTENbCTBA HEOCPEICTBEHHO TIOBIUSIN HA UCIIOJIHEHHE
Hacrosmiero Jloroopa.
10.2.  CropoHBI JOTOBOPHIIKCH, YTO AJIS 1ieJIeH NCIIOIHEHHsI 0053aTeNIbCTB 10 HacTosmeMy JloroBopy CTOpOHBI
He OymyT cumTtaTh (OpC-MaskOPHBIM OOCTOSITEIBECTBOM JIIOObIE AEHCTBUS JIIOOOTO TOCYJapCTBEHHOIO OpraHa
JM000r0 rocyZapcTBa B OTHOIICHUM OOBSBIEHUS 3MOapro, CaHKIMM U T.A. B CBSI3U ¢ IocTaBkod Toapa Ha
Tepputoputo Poccuiickoit @enepanuy.
10.3. CropoHa, HE HCIOJHSIONIAs CBOMX OOS3aTENBCTB, BCICACTBHE OOCTOATETLCTB HEMPEOTOTMMON CHITHI,
JOIDKHA B 3 (Tpex) JHCBHBIN CPOK COOOIIUT prr0ﬁ CTOpOHe 0B Fepedan tepes Ananok 02.03.202218:25 GMT+03.00 /
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CesizanHble C (POpPC-MaKOPOM OOCTOSATENBCTBA JOKHBI OBITH JOKYMEHTAIBHO MOJTBEPKACHBI TOproBoit
[TanaToif cOOTBETCTBYIOIIEH CTPaHBHI.

10.4. Cpok HCHONHEHUS O00s3aTEILCTB IO HacTosieMy JloroBopy OTOABHracTCsS COPa3MEPHO BPEMEHH,
B TEUCHHE KOTOPOTO JACHCTBOBAIA OOCTOSITEIHCTBA HEMPEOMAOIMMON CHIIBI, @ TAKXKE IMOCICACTBUS, BhI3BAHHBIC
STUMH 00CTOSITEIILCTBAMH.

10.5. Ecnu oO0crosiTenbcTBa HEMPEOJOTUMON CHITBI WM WX TIOCIEACTBUS OynyT uMThes Oonee 3 (Tpex)
Mecstes, To [lokymarens u [loctaBiumk 00Cy ST, Kakue MephI CIIeAyeT MPUHATH IS TPOTOJDKEHIS BEITIOTHEHUS
ycnoBul Jlorosopa.

10.6. Ecnu B Teuenue 1 (0HOTO) KaJIGHAAPHOTO MecsIa COTJallieHus, ycTpanuBatomero CTOpoHsl He OyAeT
JIOCTUTHYTO, Kakast 3 CTOpOH BIIpaBe MOTpedOBaTh pacTOp:KeHUs HacTostero Jlorosopa.

10.7.  CTopOHBI AOTOBOPUIIKCH, UTO JJIS IIEJICH HCIIOJIHEHUS 0053aTENbCTB 10 HacToseMy JloroBopy CTOpOHBI
He OyayT cuuTath (POPC-MAKOPHBIM OOCTOSATEIBCTBOM JCHCTBHS TOCYJAapCTBEHHBIX opraHoB P® (opraHoB
cyObexToB P®, opraHoB MECTHOTO CaMOyINpaBJICHHWsS), CBS3aHHBIE C MPHHATHEM Mep TOCYIapCTBEHHOTO
pearupoBaHus, MPUHATHIX B CBS3HM C PAacIpOCTpaHeHHeM KopoHaBupycHO# mHbekmn COVID-19, o KoTopex
CTOpPOHaM M3BECTHO Ha JaTy 3aKIII0YEeHHUs HacTosiero JJorosopa.

11. 3aBepeHus 06 00CTOATEILCTBAX
10.1. TlocraBmuk 3aBepsiet [lokynarens, 4To Ha MOMEHT 3aKIItOYeHHUs JJoroBopa U B TEUCHHE BCETO BPEMEHU
€ro JeHCTBUS:
a) pabOTHHKHA W WHBbIE (DU3UUYCCKUE JIMIA, TPHUBICKaeMble [1OCTABIIMKOM JUIS HMCIIOJHEHUSI 00S3aTeIbCTB,
BO3HUKIIIHNX W3 HACTOAILICTO I[OFOBOpa, HUMCIOT HeO6XOI[I/IMI>Ie JJIs2 3TOro0 3HaHHWA, OIBIT U KBaJII/I(l)I/IKaHI/IIO,
MMOATBEPKAACMBIC COOTBETCTBYIOLIUMHU NOKYMCHTaMU.
b) 3akiroueHHME M KCIIONHEHHE HACTOAIIETO JIOroBOpa He MPOTHBOPEUHUT M HE MPEACTABIISIET COO0M HApyIICHUSI
Kakoro-mubo WHOTO  obOs3aTenscTBa  llocTaBmiMka, TPOWCTEKAOMIET0 W3  KaKOW-THOO  CHCNKH
HNJIX UHOT'O OCHOBaHMSI,
c) TloctaBuiMK SBISACTCS IUIATEKECHOCOOHBIM W COCTOATEIbHBIM. TEpPMHHBI  «ILIATEKECIOCOOHBIN
Y COCTOSITETILHBIN AJIs Tieniell HacTosmero JloroBopa o3Havaer:
— 49T0 4YmCThle akTWBHI [locTaBIIMKa COCTABIAIOT TOJOXKUTEIHHYIO BEIHYMHY, MPEBHIMAONIYI0 pa3Mep
€ro YCTaBHOTO KalluTalIa;
— TlocraBmuk criocoOeH Ha/IeXaliuM 00pa3oM HCIOIHATh CBOM 00s3aTENILCTBA MO0 MEpPE TOTO, KaK TaKHe
00513aTeNLCTBA CTAHOBATCS 00513aTEILHBIMU K HCIIOTHEHHIO;
- HOCTaBHII/IK HE UMCECT HaAMCpPCHHUA IIPUHUMATL Ha CC6H O65[33TCHBCTB3, HUCIIOJTHCHUE KOTOPBLIX
OH HE MOT OBI OCYIIECTBUTH HAIJICKAIIUM 00pa3oM;
— B orHomeHnu [locraBmmka He WMeeTCs BO30YXIEHHOTO jAena O OaHKPOTCTBE, BKIIOYAS IPOLEAYPY
Habmro1eHus, GPUHAHCOBOTO 03/I0POBIICHHS, BHEIITHETO YIIPaBJICHHUS, KOHKYPCHOTO MTPOM3BO/ICTBA;
—  IlocraBmuk He pacronaraer CBeICHUsIMH O (haKkTe MoJaur KPeIUuTOPOM WM HaMEPEHUHU KPeIuTopa IMoIaTh
B oTHOoIIeHWH [locTaBiiyka 3asBiIeHIE O TPU3HAHUH €r0 OaHKPOTOM;
d) TlocraBuuk obsagaeT pecypcamMu, TEXHOJIOTHIMH, ICIOBBIMH CBSI3SIMU, 3HAHUSMH, HABBIKAMH M YMCHUSMH,
a TaKkXKe OIBITOM, HEOOXOJUMBIMH JIJIs1 ICIIOJHEHUsI 0053aTeNbCTB, BOSHUKIINX U3 HacTosmero Jlorosopa;
e) TlocraBuiMk, a TaKKe MpPUBICKAEMbIE B IEJSX MCIOJHEHUS HacTosmero JloroBopa COHMCIOJHHUTEIN
SIBIISIIOTCS. JOOPOCOBECTHHIMH HAJIOTOILIATENBIINKAMH.
f) TIlocraBumik, a Takke INpUBJIEKAacMble B LENAX HMCIOJIHEHMs HacTosimiero JloroBopa COHMCHONHHUTENN
BKJIFOUMJIM B COCTAB pacueTa HaJoroBod 0a3wl /s lened ucuncienus u ymiatel HIC u Hajora Ha nmpuObLIb
XO3SHCTBEHHBIE OTEPAIMH, COBEPIICHHBIE B PAMKaX HACTOSIIETO JIOTOBOPA.
g) B OTHOLICHWH Kaxao0ro npusiiekaemoro I[locraBmumkom coucnoaHuTesst [locTaBOIMK 3alpoCHT U U3YYUT
WHPOPMAIIMIO W JOKYMEHTHl (aHaJorm4yHble WH(OpMANMM W JOKyMEHTaM, 3amnpoileHHbM [lokymnarenem
yHOCTaBHII/IKa), OOCTAaTOYHBIC JIA BBIBOJIAa O TOM, YTO HNOPAAOK HCYHCIICHUA W YIUIATBI HAJIOTOB TaKHUM
COUCIIOJIHUTEIIEM COOTBETCTBYET TPEOOBAHMSAM JIEHCTBYIOIETO HAIOTOBOT'O 3aKOHOJATEIbCTBA;
h) TIlocraBmuk pacrojaraeT HEOOXOAMMBIMH JIOKYMEHTaMH, CBHICTEIBCTBYIOUIMMH O TOM, YTO ITOPSIOK
HUCYHCIICHUA W YIUIaTbl HAJIOI'OB TaKUM COHUCIIOJIHHUTCIEM COOTBETCTBYET TpeGOBaHI/IHM ﬂeﬁCTBYIOIHeFO
HaJOTOBOTO 3aKOHOAATEIHCTBA.
10.2. CropoHbI MOATBEPKAAIOT M COTJAIIAIOTCSA C TeM, YTO YKa3aHHBbIE B HactosmeM JloroBope 3aBepeHUs
00 00CTOSATENBCTBAX, a TAKXKE 3aBEpEHHUS 00 OOCTOSATEIBCTBAX, KOTOPHIC OYAYT HPEIOCTABIATHCS B IEPHOT
JericTBUA Hacrosiero Jloroopa:
—  SBIISIIOTCS 3aBEPECHUSAMH 00 OOCTOSATENHCTBAX MO CMBICHTY cT. 431.2 I'pakmanckoro koaekca Poccutickoit
denepanyy, KOTOPbIE UMEIOT 3HAYEHHUE JUIS 3aKIIOUCHHS M UCTIOHEHUsI HacTosmero Jlorosopa;
—  COCTaBIJIAIOT CBEJEHU, Ha KOTOpHIE moyaraercs [lokymaTens mpu 3aKIIO9€HUH M UCTIOIHEHUHN HACTOSIIEr0

Horosopa. -
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12. Bo3memenne uMyIecTBEHHbIX OTEPH

12.1. B cootBerctBuu ¢ HopMamu cr. 406.1 I'paxxmganckoro komekca Poccuiickoit ®enepanuu CTOpPOHBI
COTJIACOBANIH, YTO HE3aBUCUMO OT JIOCTOBEPHOCTH MJIM HEAOCTOBEPHOCTH 3aBepeHHii 00 00s13aTeNbCTBaX, JaHHBIX
[locraBmmkom B coorBercTBHM ¢ HacTosmmuM  JloroBopoMm, IlocTaBommk 00si3yeTcsi BO3MECTHTH
BCE MMYIIECTBCHHbIE MOoTepH lloKymaTens, BOSHMKIIME B CiIydyae HACTYIUICHHUS ONPENCNICHHBIX B HACTOAIIEM
JloroBope 00CTOSATENHCTB U HE CBSI3aHHBIE C HAapyIIeHHeM o0s13aTenbeTBa [locTaBmnkom.

12.2. Bosmemenuro nomiexar notepu [lokymnaTens, BOZHUKILINE B CIy4asx MPeIbSBICHUS TPETbUMH JTUIIAMU
WIM OpraHaMH TOCYOAapCTBEHHOW BIIACTH, B TOM YHCJE OpraHaMH, OCYIICCTBISIOMIMMH TOCYIAPCTBEHHBIN
(MyHUIIMITaTBHBIA) KOHTPONH (Ham30p) (manmee — opraHaMH TOCYyIapCTBEHHOM BIIACTH), TPEOOBAHMMA, Kaloo,
MpeTeH3Mid, MCKOB WM HAYMCICHHS KaKUX-THOO 00s3aTeNIbHBIX K YIUIaTe IJlaTeXel, ecId OHH MPSIMO
WM KOCBEHHO BBITEKAIOT M3 JOroBOpa W CBs3aHBl C jAedcTBUAMU u(wiau) OesneiictBusimu llocTaBmimka,
COUCTIOJIHUTENEH, WU C UX IOPUANIECKUM CTATYCOM.

B nanHOM cimywyae mox moTepsMH IIOHMMAarOTcsa pacxonsl Ilokymartens, KOTOpble OH IPOM3BEN
WIN IOJDKCH OYyJeT IMPOM3BECTH, BKJIIOYAs, HO HE OTPaHWYMBAsCh, YIUIATy HaJOrOB, MHBIX 00s3aTeNbHBIX
maTexei, mrpados, CyIeOHBIX PaCX0/IOB, Cy/IeOHBIX U BHECYACOHBIX BBIILIAT.

BosMmelenne notepb A0MyCcKaeTcsl, €CIIM HOTEPH yxKe OHECEHBI UK ¢ HEN30€KHOCTBIO Oy Iy T TIOHECEHBI
B OyIyIeMm.

K umymectBeHHbIM noTepsiM [TokymnaTesst B TOM YUCIie OTHOCATCS] CyMMBI HEZJOMMKH TI0 Hajoram (Hajior
Ha npudsLTh, HJ[C), cooTBeTCcTBYyIOMME CyMMBI ITpadoB, MEHEH NP HATWYHUH B COBOKYITHOCTH CIIEYIOIIHX
0OCTOSITETILCTB:

— B nopsinke mpumeHeHus ct. 101 Hamorosoro xomekca Poccuiickoit denepaniii HaJIOTOBBIM OpPraHOM
B oTHouIeHNH llokymaresnsi BEIHECEHO PEIICHHE O MPUBJICYCHUH K OTBETCTBEHHOCTH / OTKAa3€ B NPUBJICUYCHUU
K OTBETCTBEHHOCTH 3a COBEPILEHHE HAJIOTOBOTO MPAaBOHAPYLICHUS C YKAa3aHHEM CyMM HEIOWMKHU IO Hajoram
(manor Ha mpuodwLb, HJIC), cooTBeTCTBYIOmMX CyMM IITpadoB, MEHEH, BBI3BAHHBIX HEIO0OPOCOBECTHBIMU
neiictBusivu  [locTaBmyka, a TakKe MPHUBICUEHHBIX B LENIX MCIOJHEHHMs HacTosimero Jlorosopa
COUCTIOJIHUTENEH MPU UCYUCICHUH U YIUIaTe HAJIOTOB;

— CyMMBI HEJTOMMKH 110 HajioraM (Haior Ha npuosuib, H/IC), cooTBeTCTBYIOIINE CyMMBI IITPadOB, MEHEH
Oyayt cnmcaHbl ¢ OaHKOBCKOTo cyera [lokymatenst B Oe3akienTHOM mopsike / mepednciensl [lokynarenem
IO0OPOBOJIBHO O TPEOOBaHMIO HAJIOTOBOT'O OpraHa.

12.3. CropoHBI COIJIaCOBANM, YTO C MOMEHTA MOJYYEHHUS OT TPEThHX JIMI[ MM OPraHOB T'OCYAapCTBEHHOMN
BIIACTH TPeOOBaHMIA, )KaI100, TPETEH3UH, UCKOB, a Takoke B mopsiake ctateu 100 Hamorosoro kogekca Poccutickoit
denepanyy akTa HaJOrOBOW MPOBEPKH, B KOTOPBIX OTPaKCHbI UMYILECTBEHHBIC MPHUTA3aHUS W/WIIN BBISBICHBI
HapyLIEeHNs 3aKOHOAATENbCTBA, BHI3BAHHBIE HEAOOPOCOBECTHBIMU AeHCTBUsMU llocTaBIiMKa B TOM 4YUCIE MIpH
WCYMCIIEHUM W YIJiaTeé HaJIOTOB, a TaKKe MPUBJICYCHHBIX B IIENSX HCIOJHEHHWS HACTOSIIErO JIO0TOBOpA
coucnonHuTenei, [lokynarens Hanpasiser B aapec [locTaBiiyka KOMuio TpeOOBaHUH, a0, TPETEH3UH, HICKOB
WM BBITUCKY U3 aKTa HAJIOTOBOT'O OPraHa M0 COOTBETCTBYIOIIEMY U301y .

12.4. CropoHbI cornacoBalii, 4TO B cllydae Hecoryacusi ¢ ()akTaMu, M3JI0KEHHBIMU B MPHUBECHHBIX BHIIIE
JOKYMEHTaX, a TaKKe C BBIBOJIAMH W TPEJJIOKEHUSIMU TPOBEPSIIONIUX OPraHOB TOCYJIAPCTBEHHOW BIIACTH,
[ocraBmuk B Teuenue 10 (gecaTH) KaneHAapHbBIX THEH C MOMEHTA MOJYYEHHUS JOKYMEHTOB HAPaBIIsET B afpec
[lokynarenst mucbMEHHBIE MOTHBHPOBAaHHBIE BO3paKeHHMs MO (akTaMm (BBIBOJAM MPOBEPSIOIIMX OPIraHOB
rOCYJJapCTBEHHOM BJIACTH), COJIEPIKAIIIMMCS B HUX, KoTopble [Tokymnarens 00s3aH MPeICTABUTh B aAPEC TPETHETO
JIMIIA WK TIPOBEPSIONIETO OPraHa roCcyJapCTBEHHON BIACTH.

B cnyuae nenpencrasnenus [locTaBuimkoM B yKa3aHHBIH BBILIE CPOK MUCHMEHHBIX MOTHBHUPOBAHHBIX
BO3paXCHUH 1O (akTaM (BBIBOJAM TPETHUX JIMI[ WM IPOBEPSIONIMX OPraHOB TOCYJapCTBEHHOH BIACTH),
COJIep KaIlIUMCS B TIPEJICTABIICHHBIX JIOKYMEeHTaX, [I0CTaBIIMK CUUTAETCS COTJIACHBIIUMCS C TPAaBOMEPHOCTHIO
BBIBOZIOB TPETHHX JIUI] M MPOBEPSIOLUIMX OPraHOB T'OCYAapPCTBEHHOH BIIACTH, M3JIOKEHHBIX B MPEACTaBICHHBIX
JOKYMEHTaX, W MOJHOCTBIO CHSBIIUM ¢ [lokymarens 00sS3aHHOCTH IO OCHAPWUBAHHIO BHIBOJOB TPETHHUX JIHII
Y TIPOBEPSIFOIIUX OPTaHOB TOCYIaPCTBEHHOM BIACTH.

12.5. TlocraBmuk Bo3memaer [lokynaremto umyliecTBeHHbIE moTepu B TeueHue 10 (mecstu) aAHEH ¢ OaThl
npenbasieHns [lokynareireM COOTBETCTBYIOLIETO TPeOOBAaHUS MyTEM IIEPEUUCICHHS JICHEXKHBIX CPEICTB
Ha pacueTHbI cueT [lokynarens.

12.6. Tlorepu BO3MEIIAIOTCS HE3aBUCHMO oT MIPU3HAHUS JOrOBOpa HE3aKITI0UEHHBIM
n(uK) HeaeHCTBUTEIbHBIM.

12.7. Pa3mep moTepb OmpenenseTcsi NCXOs U3 CTOMMOCTH TPeOOBAHUMH, MPEABABICHHBIX TPETHUMH JIUIIAMHU
n(WiIM) opraHaMy TOCyIapCTBEHHO BitacTh K [lokymarero.

12.8. B cnyuae, ecnu moTepyu BO3HUKIIHU B CBSI3H C HEMPABOMEPHBIMH JICHCTBUSIME COMCIIOTHUTEIS WIIK HHOTO
TpeThero Jnia, k [locTaBmuyKy, BO3MECTHBIIEMY TaKHe MOTEPH, MEPEXONUT TpeOOBaHME KPEemuTopa K TaKUM
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129. B cmyuae, ecnmu mocne Bo3MelieHHs [lOCTaBIIMKOM WMYIIECTBEHHBIX ITOTEPh WMYIICCTBCHHEIC
MIPUTSI3aHUS TPETHETO JIMIA WM PellleHue (MHOM HEHOPMAaTUBHBIN aKT) OpraHa rocyIapCTBEHHOU BJIACTH OyAyT
MpU3HAHBl HE3aKOHHBIMH B TOW YacTH, B COOTBETCTBMM C KoTopoi IlocTaBmmukomM OBUIO TMPOW3BENEHO
BO3MCIICHUE WMYIIECTBEHHbIX MOTeph llokymarens, Ilokynmatens o0s3yeTcst BO3BpaTuTh llocTaBIiuKy
MOJTyYeHHYI0 CyMMY (0e3 yueTra MpoLeHTOB) B pa3Mepe BO3BPALICHHBIX B3bICKAHHBIX CyMM. [Ipy 3TOM MPOIIEHTHI,
npexycMoTpenHsie cT. 395 I'paxnmanckoro xomexca Poccuiickoit denmepanny, He TOIEKAT HAYNCICHUIO Ha
CyMMy, Bo3BpaieHHyro [lokymaresro.

13. Pa3pemenne cniopoB

13.1. Eciau, B COOTBETCTBMM ¢ TpeOOBaHUSAMH JCHCTBYIOIIEI0 3aKOHOAATelbcTBa P®d cobOimroacHue
MPEeTEeH3MOHHOTO TOpsIKa Uil oOpalleHuss B CyA SBISETCS OO0s3aTeNbHBIM, TO CIIOP, BO3HHKAFOIIUHA
W3 IPAaBOOTHOILICHHUH, CBA3aHHBIX C ucmnonHeHneM CTopoHamH HacTtosiiero JloroBopa, MoXeT OBITH MepelaH
Ha paspelieHre apOuTpaXHOTO Cy/Ia 10 UCTEYeHNH 7 (ceMH) KaJeHIapHBIX THEH CO THS HAIIPABJICHUS IPETEH3UN
B anpec [locTaBimka OCPEACTBOM IMOYTOBOM CBS3H JIMOO MO MCTEUEHUH S (TIATH) KAJICHIAPHBIX THEW CO JTHS
HaIpaBlieHUs npeTeH3uu B ajgpec [locTaBimmka mocpencTBOM (pakCUMHIBLHON CBS3H JHO0 3JCKTPOHHON MOYTHI.
Takas mpeTeH3uss MOXKeT OBITH HampaBJIeHa TIOCPEICTBOM TTOYTOBOH, (haKCUMUITHHOH CBSI3M WIJIH TIO DJIEKTPOHHOM
noute B azapec IlocTaBmimka Mo peKBU3WTaM, YKa3aHHbIM B pasnene 16 Hactosimero [lorosopa. Ecnu B
COOTBETCTBHU C TPEOOBAHUSAMH JICHCTBYIOIIETO 3aKOHOAATENLCTBa PD coOmoaeHne MPeTeH3NOHHOTO MOPsIIKa
IUis1 0OpalleHus B Cy/1 He SIBISETCS 00sI3aTENbHBIM, TO CIIOP, BO3HUKAIOIINHA U3 MPaBOOTHOIICHNH, CBSI3aHHBIX C
ncnionHeHreM CtopoHamu HacTosmiero JloroBopa, MOXeT OBITh TIEpeaH Ha pa3pelieHnue apoOuTpaKHOTO Cy/a
0e3 MmpeaBapuTeIbHOrO HanpaBieHus mpereH3un CTopoHe.

13.2. Tlpu HEBO3MOXHOCTH YpPEryJUpOBaHUS CIIOPOB IIyTeM IIEPErOBOPOB CIOPBI  Pa3peliatoTcs
B ApOutpaxkaom cyne ropona Cankrt-IlerepOypra u Jleamarpanckoit odmactu.

14. OcuHoBanust pacrop:xxenusi Jlorosopa
14.1. Ilokynarens BIpaBe B OJHOCTOPOHHEM IOPSAKE OTKA3aThCs OT HMCIOJIHEHUs HacTosmero Jlorosopa
B CJICAYIOIINX CIIydasiX:
14.1.1. 3amepxkku IlocTaBIIMKOM BBIIOJIHEHUS O0O0sI3aTENILCTB IO HacTosmeMy Jloroopy 0Oosee dem
Ha 20 (aBaanaTh) pabouux JHEH 10 MPUIMHAM, HE 3aBHUCSIIUM OT [lokymarens (B TOM YHCIIe CPOKOB BHITIOTHEHUS
pabor);
14.1.2. napymenus [locTaBmmkoM ycioBuli Hactosiiero /loropopa, Beayliee K CyIIECTBEHHOMY CHHKCHHIO
KadecTBa ToBapa (B TOM dYHCIE NMPHU TMOCTaBKE HEKAYECTBEHHOro ToBapa) MM HEHAJJIekKaIIeMy KauecTBY
MIPOBOJUMBIX PadoT;
14.1.3. B cmyuae HemocTaBku ToBapa B CBS3HM C JIOOBIMH JEWCTBUSAMHU JFOOOTO TOCYJapCTBEHHOTO OpraHa
JM000T0 TOCYJapcTBa B OTHOIICHWHM OOBSBICHHS dMOapro, CaHKUWM W T.J. B CBSI3M C THOCTaBkod ToBapa
Ha Teppuropuro Poccuiickoit @enepanuy;
14.1.4. B MHBIX cIy4yasX HEH/UIEXKAIIETO UCIIOMHEHM 00s13aTenbeTB [locTaBmmkom;
14.1.5. mpu yCTaHOBJIEHHWH HEIENecO00pa3HOCTH JallbHEHIIero ucnoidHeHus JloroBopa, ompenenseMoit
[Tokymarenem — ¢ Bo3memenueM llocTaBmuyKy ¢pakTHIECKH TOHECEHHBIX 3aTpart.
14.2. VYBemomieHue o pacTopkeHMHM HacTosmero JloroBopa AomkHO ObITh HamparieHo I[loctaBmmky
MOCPeCTBOM (PaKCUMMIBHOH / 3JIEKTPOHHOM CBA3M He IMo3aHee, 4eM 3a 7 (ceMb) paboumx JHEH
JI0 TIpEIIoNIaraeMoi JJaThl €ro pacTOPKEHUs ¢ TIOCIIEYIONIEH TOCHUTKOW Ha OYMaxKHOM HOCHUTEIE.
14.3. JloroBop cumTaercsi pacTOPTHYTHIM IO OCHOBAHUSIM, IPEAYCMOTPEHHBIM IyHKTOM 14.1. HacTosero
JloroBopa, ¢ 1aThl, yKa3aHHOHN B YBEJOMJIEHHH O PacTOPXKEHUM HacToswiero /lorosopa.
14.4. B cnyuae pacropxkenusi Hactosamero loroBopa, Ilokymarens BmpaBe moTpe6oBath oT IlocraBmmka
BO3BpaTa paHee YIUIaYeHHBIX CYMM, B TOM YHUCIIE, IPHYMHEHHBIX YOBITKOB.

15. 3akaounTe/IbHbIE MOJT0KEHUSs
15.1. Bcs undopManms, moyueHHass B XOJie peanu3alnuy Hacrosmiero Jloropopa, BKIOYas WHPOPMAIUIO
o ¢punancooM monoxeHnn CTOPOH, CYUTACTCS KOHPUICHIMAILHON W HE TMOMISKHT Pas3TIIalleHUI0
WM TIepelaye TPEeThUM JIMIaM, KaKk B TIEpUON JEHCTBUS HacTosmiero Jloroeopa, Tak U IO OKOHYaHHH
€ro JICHCTBUS B TEUCHHE 5 (IIATH) JIET.
15.2. Tlpm wsmeHeHMH peKBU3UTOB, CTOPOHBI OOS3YIOTCS H3BEIIATh APYr Jpyra O TaKUX H3MEHEHUSX
B 2 (1ByX) MHEBHBIH CpoK. B MpOTHBHOM ciyuae COOOINEHHWS W pacueThl, MEPeAaHHBIC W MPOU3BEICHHBIC
TI0 TIOCJIEAHEMY M3BECTHOMY aApecy M PEeKBU3UTAM, CYUTAIOTCS TIepeAaHHBIMH 1 TIPOU3BEACHHBIMH Ha [JICKAIINM
obpazom.
15.3. JlokyMeHTHI, TepeaHHbIC CPEACTBAMH (PaKCUMHIIEHOW/3JICKTPOHHON CBSI3H, UMCIOT HOPUIHYECKYIO
CHITY, OPUTHHAIIBI YKa3aHHBIX JOKYMEHTOB HAIIPABISIFOTCS IO TIOYTE B TeueHue 7 (ceMu) pabounx JIHEH ¢ 1aThl
Tepesiaun CpeICTBaMH (haKCUMHUIIBHOH/IIICKTPOHHOH CBSI3N. Mepear uepes [vanok 02.03.2022 18:25 GMT+03.00 /
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15.4. TlocraBuMk He BHIpaBe IepenaBaTh CBOU MpaBa M OOSN3aHHOCTU MO HacTosmeMmy JloroBopy TpeTbuM
nnnaMm 6e3 mucbMeHHOTro coryacus [lokynarens.

15.5. TIlocraBmmk o00s3yeTcs packpbiBath Ilokymartemo CBeIeHHS O COOCTBEHHUKAX (HOMHHAIBHBIX
Bhanenblax) akuuii IlocTtaBmimka, Biazeromux He MeHee deM 5% oOmiero KonudecTBa pa3MElIeHHBIX
TOJIOCYIOIIMX aKIMid o0IIecTsa, no Gopme, npeaycmorperHoi [puno:kennem Ne 3 (Dopma Mo pacKpbITHIO
uHopManuUd B OTHOIIEHHH BCeH HEMOYKHM COOCTBEHHHMKOB, BKIKW4Yasi OeHepuuuapoB (B TOM 4UMCIe,
KOHEYHBIX)), C yKa3aHueM OcHe(HUIHMapoB (B TOM YHCIIe KOHEYHOTO BHITOAoNprobOpeTaTens/ OeHedummapa) ¢
MPEJOCTaBICHUEM MOATBEPKIAIOIINX JOKYMEHTOB.

B ciyuae u3meHeHui cBeieHN 0 COOCTBEHHHKax (HOMUHAJBHBIX Blajaenblax) akuui [locraBmunka, BKIOUas
OceHeduIapoB (B TOM YHCIIe KOHSTHOT'O BRITOAOIIpHOOpeTaTelst/OeHeduIInapa), a Tak’kKe 0 CMCHE ¢ THHOJIMYHOTO
UCTIONIHUTENBHOrO oprana, [locraBmuk oO0s3yercss B TeueHWe S (IATH) KaJleHOApHBIX JHEH C JaThl
COOTBETCTBYIOIIEr0 M3MEHEHHUS TIPEAOCTaBUTh [loKynaTento akTyann3upoBaHHbBIE CBEACHUS.

[Ipu packpeiTun cooTBeTCTBYIOMIEH HHBOpMaIi CTOPOHBI 003YI0TCS MPOU3BOIUTH 00PaOOTKY IMEPCOHANBHBIX
JAaHHBIX B COOTBETCTBUH ¢ DemepabHBIM 3aKk0HOM OT 27.07.2006 1. Ne 152-D3 «O nepcoHadbHBIX TaHHBIX» U
nepenarot [lokynarento coryacus Ha 00pabdOTKy MePCOHANBHBIX JaHHBIX coriacHo Ipuioxkennio Ne 4 (Popma
coryiacusi Ha 00padoTKy NePCOHAIBHBIX JAHHBIX).

ITonoxxenus Hactosimiero nyHkra CTOpPOHBI MPHU3HAIOT CYIIECTBEHHBIM yciioBueM JloroBopa. B ciydae
HEBBIINTOJITHECHUA UJIM HEHAJICKAIIIECT'O BBIITOJTHCHU S HOCTaBIlII/IKOM O6$I3aTCIH)CTB, npeaAyCMOTPCHHBIX HACTOAIIUM
nyHKkToM, [lokynaTens BpaBe B OJHOCTOPOHHEM BHECYeOHOM MOPSIKE pacTOPrHYTh JloroBop.

15.6. CropoHBl 00s3yIOTCA TIpH Tepemade HWHPOPMAIMA  COOJIOMATh  3alpeThl, YCTaHOBIJICHHBIC
AQHTHMOHOTIOJILHBIM 3aKOHOJATEIBCTBOM, B TOM YHCIIE 00S3YIOTCSl HE UCTIONIb30BATh MOTYUYEeHHYIO HH(OPMAIINIO
C LIEJTIbIO HEAOMYIEHHs, OTPaHNYEHHUs], YCTPAHEHHs] KOHKYPEHIIMH U (WIK) YIEMJIEHUSI MHTEPECOB IPYTUX JIHIL
(x03sHCTBYIOIX CyOBEKTOB) B chepe MPeANPUHUMATEIIECKON NeATeNFHOCTH TNO0 HEOPEaeIeHHOTO Kpyra
TOTpeOnTEICH, B TOM YHCIIe 00sI3YIOTCS HE COBEPIIAThL nelcTBHiA (Oe3MeicTBr), yka3aHHBIX B cTaThax 10, 11,
11.1, 14.7 ®enepansHOro 3akoHa ot 26.07.2006 Nel135-®3 «O 3amuTe KOHKYPEHIIUN.

CTOpOoHBI TOATBEPXKAAIOT, YTO Tepenada WH(POpPMAIMU OCYIIECTBISAECTCS HCKIIOYUTENBHO B IENsAX OOMeHa
nH(popMaIueil B paMKax MOTEHITHAIBHBIX TPOEKTOB M0 KYTUIe-TIPOIaXKe

15.7. Hacrosmuii [loroBop BhIpa)kaeT BC€ JOTOBOPHBIE YCJIOBHA M TMOHUMaHMe Mexay CropoHamu
B OTHOIICHWU BCEX YIOMSIHYTBIX 3JIECh BOMPOCOB, MPH 3TOM BCE MpelblAylIne OOCYXAeHUs, oOeliaHus,
COTJIacoBaHMs W TpezcTaBineHuss Mexay CTOpoHaMH, €CIM TaKOBBIE MMEJHNCh, KPOME YIOMSIHYTBHIX B TEKCTE
HacTosero JloroBopa, TEpSIOT CHITy U 3aMEHSIOTCS BBIIIEH3II0KEHHBIM TEKCTOM.

15.8. Hacrosimmii [loroBop BCTymaeT B CHIy C JaThl nojamucanus ero CTOpoHaMH W JIEHCTBYeT B 4acTH
MOCTaBKH | mpoBeeHust paboT 1o 30.06.2022, B yacTy B3aMOPACUYETOB, TAPAHTHN, TEXHUIECKOH MOIEPKKH U
COOJFO/IeHUST KOH(PHUIEHITUATLHOCTH JI0 TIOJTHOTO MCIIOTHEHUS 00513aTenbcTB CTOPOHAMH.

15.9. Bce u3MeHeHHs W JONOJHEHUS K HacrosimeMmy JloroBopy JOIKHBI OBITH COBEpIIEHBI B MMCHMEHHOU
(dhopMe B BUjIC €AMHOTO JIOKYMEHTA M BCTYIAIOT B CUITY MOCIIE Mojanucanus ooenmu CTopoHaMu.

15.10. B wactm, He yperynupoBaHHOW HactosmuM JloroBopom, orHomieHuss CTOPOH periaMeHTHPYIOTCS
JEHCTBYIOLIMM 3aKOHOAATENLCTBOM Poccuiickoit denepanyu.

15.11. JloroBop coctaBieH B 2 (ABYX) MOMIMHHBIX JK3EMIUIIpax, MO OJHOMY i Kaxaol u3 CTopoH.
O6a sK3eMIIIsipa UMEIOT PAaBHYIO IOPUINYECKYIO CUITY.

15. Ilpujoxenust Kk HacTosimemy Jloropopy

[Mpunoxenue Ne 1 — Crienudukanms;

o [Ipunoxenue Ne 2 — 3aaHre Ha TPOSKTHPOBAHNE U BHEIPEHHE;
[punoxenne Ne 3 — dopma 1o pacKpeITHIO HH(POPMAILIMK B OTHOIIEHUH BCEW HEMOYKH COOCTBEHHHUKOB,
BKJTIO4ast OeHeUIUApOB (B TOM YHCIIe, KOHEUHBIX);

o [Ipunoxenue Ne 4 — dopma cormnacusi Ha 00pabOTKy MePCOHATBHBIX JaHHbBIX;
[punoxenne Ne 5 — CyOnniieH3MOHHBIN TOTOBOD;

o [Ipunoxenue Ne 6 — dopma npenocraBiieHrss HHPOPMAITUN O CTPaHE MPOUCXOXKJCHUS TOBapa, B TOM
YHCJIe MOCTAaBIIIEMOTO IPH BHIMOJHEHUH 3aKyIIaeMbIX paboT, OKa3aHWH 3aKyaeMbIX YCIIYT.

Bce nmpunoxenus k HactosieMy J[oroBopy sIBISIFOTCS €r0 HEOThEMIJIEMOU YacThIO.

16. Aapeca u pexBu3uTsl CTOPOH

IMocTaBmuk: IMokynareub:
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000 «buzKomm»

MHH 7714856880 KIIIT 772401001

OI'PH 1117746926593

IOpunnaeckwmii agpec: 115230, r. MockBa, poe3n

Xnebo3aBoackwit, A. 7, cTp. 9, 31. 3, oM. X, kom. 25,

od. 14

[TouroBrrit anpec: 119334, r. Mocksa, a/s 85
OKIIO 37215155

OKTMO 45918000

e-mail: in@biz-komm.ru

tenedon: +7 (495) 900-10-65

BaHKOBCKHE PEKBU3HTHI:

p/c 40702810747010001406

B IEHTPAJIbHBIN ®MJINAJTI AB "POCCUS"
k/c 30101810145250000220

BUK 044525220

AO «IlerepOyprckasi cObITOBAsE KOMIIAHUSD)
WHH 7841322249 KIIIT 780401001

OI'PH 1057812496818

KOpuamaeckuit ampec: 195009, Canxr-IlerepOypr,
yi1. Muxaiinosa, tom 11

[Tourossrit anpec: 195009, Cankr-IlerepOypr, yi1.
Muxaiinosa, qom 11

OKTIO 77724330

OKTMO 40330000000

e-mail: office@pesc.ru

tenedon: +7 (812) 303-69-69

dakc: +7 (812) 327-07-03

bankoBCKHE peKBU3UTHI:

p/c 40702810900000028772

B BAHK I'TIb (AO) r. MockBa

BUK 044525823

k/c 30101810200000000823

3aMecTUTeNb T€HePaIbHOTO AUPEKTOpa

Ilectynos A.B.

JupexTop 1o nHPOPMAIOHHBIM TEXHOJIOTHAM

benokypos M.H.
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CHENN®UKALNS

O6wbexT: (HammeHoBaHue 00BekTa): 195009, Cankr-Iletepbypr, yn. Muxaiinosa, qom 11
I'pysomomyaarens: AO «lletepOyprckast cOBITOBast KOMITAHUS

IIpuiaoxenue Ne 1

K JloroBopy nmoctaBku Ne 22-100
or 03.03.2022 .

JIEUCTBUS JILIeH3UH — OeccpodHo (He Ooree
CpOKa JAEHCTBUS HCKITIOYUTENHBIX TIPaB
npaBooOuanatens). ['apanTuiiHbie
o0s3arenbeTBa (0a30Bast MoIEPIKKa) B
TeyeHue 1 roaa.

Koi- Cymma HJAC Cymma
ITo3. BO. Uena Tosapa ToBapa Tosapa ¢ HaumenoBanue Hanverosanne Haumenosanue ToBapa ot
HaumenoBanue ToBapa i 3a ex. 6e3 HIIC p Cymma P Crtpanbl p
No P BCEro A 6e3 HJIC Craska HAC TPOU3BOAUTEIS P MPOU3BOAUTENS?
HJIC p it p i
(py06.) % MIPOU3BOAUTEINS
(wrr.) (py6.) (py6.) (py6.)

Jlnmen3us (IpaBo Ha UCIIONB30BaHNE) HA 3 2900 8700 0 0 8700 POSITIVE Poccuiickas [IpaBa Ha mporpammsl s 9BM
nporpammiuoe obecrieuenue (I10) MaxPatrol 000,00 000,00 000,00 | TECHNOLOGIES | ®enepamus [IporpammHoe obecnieueHue
Security Information and Event Management, MaxPatrol Security Information
kommonent MaxPatrol SIEM Agent, s and Event Management.
BBISIBIICHHSI CETEBBIX aHOMAITHH Kommouent MaxPatrol SIEM
(om03pUTENbHOM aKTUBHOCTH) B CHCTEMax Agent, akTHBHBIT cGOp He Gonee
ynpaBieHus 0a3aMu JaHHBIX, aKTUBHBINA cOOp yeMm ¢ 1000 y3110B, IpHeM He

1 | He Oonee HeM ¢ 1000 y3moB, mpueM He Oonee Goree 3000 coGbITHIT B CEKYHITY,
3000 coObrTHii B cekyHay. Cpok neicTBus rapaHTHItHbIE OGA3ATETBCTBA B
JMIIeH3UH — OeccpouHo (He 6ojiee cpoka

. TeyeHue 1 (ogHOTO) roaa
e o PT-APSIEN-AGT Gaes
P e -Lap Peectpe Nel 1898 ot 22.10.2021)

o0s3aTenbcTBa (0a30Bast MOAEPIKKA) B
Teuenue 1 roxga.
PT (POSITIVE TECHNOLOGIES) PT-
MPSIEM-AGT-R
JluueHsus (IIpaBoO Ha UCIIOJIL30BaHKE) Ha 2 5400 10 800 0 0 10 800 POSITIVE Poccuiickas IIpaBa Ha nporpamms! a1t OBM
nporpammHoe obecrieuernne (I10) Network 000,00 000,00 000,00 | TECHNOLOGIES ODenepanust [IporpammHOe obecnieueHme
Attack Discovery Capturer, s aHaau3a Positive Technologies Network
cereBoro Tpaduka (NTA) 1 BBISBICHHS aTaKk Attack Discovery. KommoneHT
Ha TIEPUMETPE U BHYTPH CETH, JI0 Network Attack Discovery

2 5000M6wut/c, Ha 1 mons3oBarens. Cpok Capturer, 1o 5 000 M6wut/c,

rapaHTUHHBIE 00s3aTELCTBA B
TeueHue 1 (omHOTO) rona
PT-NAD-CAP-5000 (3anucs B
Peectpe Ne11897 ot 22.10.2021)

2 Z[J'Iﬂ IporpaMMHOIO obecrieyeHus! JOOABIISIOTCS CBEICHUS O BKIFOUCHUH B ETMHBIN peecTp pOCCHﬁCKPIX TporpaMm i 3JICKTPOHHBIX BbIYMCIIMTEIBHBIX MAIlIUH U 6a3 JaHHbIX (nanm
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Kom-

Cymma

HJC

Cymma

Io3. BO, Uena Tosapa ToBapa Cymma Tosapa ¢ HaumenoBanue Hanvernosanne Haumenosanue ToBapa ot
Ne Hauvenosanne Tosapa Beero | 2 eu(. 6663 )H AC | 6es HJIC | Craska }}Ilgc HAC [POU3BOAUTEIIS Crpal POM3BOAUTEN
() pyo. (py6.) % (0¥6) (py6.) TIPOU3BOAUTENS

PT (POSITIVE TECHNOLOGIES) PT-NAD-
CAP-5000
Jlnmien3us (IpaBo Ha UCIIONB30BaHME) Ha 2 3600 7200 0 0 7200 POSITIVE Poccuiickas [Ipasa Ha nporpammsl 11t OBM
nporpammuoe obecrieuerne (I10) Network 000,00 000,00 000,00 | TECHNOLOGIES Oeneparust [IporpammHOe obecnieueHme
Attack Discovery Server, nis aHanuza Positive Technologies Network
cereBoro Tpaduka (NTA) 1 BBISBICHHS aTak Attack Discovery. KommoneHT
Ha MepUMETpe U BHYTPH CETH, Ha | Network Attack Discovery

3 | Hoib30BATEN. Cpok neiicTBUS TUIICH3UU — Server, rapaHTHIHBIE
6eccpouno (He boJiee cpoka IeHCTBUS 00s13aTeILCTBA B TeUCHHE |
UCKITIOUUTENIBHBIX NIPaB MPaBo00IaaaTes). (oxHOTrO) roga
['apanTuiineie o0s3aTenbcTBa (0a3oBast PT-NAD-SRYV (3amucs B Peectpe
MoJIJIepKKa) B TeueHue 1 roja. Ne11897 ot 22.10.2021)
PT (POSITIVE TECHNOLOGIES) PT-NAD-
SRV
Jlnmen3us (IpaBo Ha UCIIONB30BaHNE) HA 2 2600 5200 0 0 5200 POSITIVE Poccuiickas [IpaBa Ha nporpammsl 11t 9BM
nporpammHoe obecnieuerne (I10) Network 000,00 000,00 000,00 | TECHNOLOGIES Oeneparust [IporpammuOE obecnieueHme
Attack Discovery, Juis aHaliu3a CETeBOro Positive Technologies Network
tpaduka (NTA) 1 BBIIBICHHS aTaK Ha Attack Discovery. bazosas
TepuMeTpe U BHYTPH ceTH, 0a30Bast Ha neH3ns Ha 5 T'out/c,
5I'6ur/c, Ha 1 nonb3oBareins. Cpok AeHCTBUS rapaHTHiHbIE 0053aTEJIbCTBA B

4 | nuueH3un — 6eccpoyHo (He Ooliee cpoka TedyeHue 1 (omHOrO) rosna
JIEHCTBUS UCKIIOUUTEIIbHBIX IIPaB PT-NAD-BASE-5 (3amucs B
npaBoobnaaarens). ['apantuitnsie Peectpe Ne11897 o1 22.10.2021)
o0si3arenbcTBa (0a30Bast MoJIEPIKKa) B
Teyenue 1 rona.
PT (POSITIVE TECHNOLOGIES) PT-NAD-
BASE-5
Cepsep ThinkSystem SR530, popm dakrop 6 1127 6 766 20 1353 8119 Lenovo Kurait ThinkSystem SR530, 2xIntel
Rack 1U, ycranoBka 10 2 nporeccopos, 12 702,00 212,00 242,40 | 454,40 Xeon Silver 4214R 12C 2.4GHz
CJIOTOB MO onepatuBHyo namste TruDDR4 100W, 4x16GB 2Rx8, 4x1.2TB
2666MI' o 7681°0, ycTaHOBKA JI0 8 JKECTKHX 10000, RAID 930-16i 8GB Flash
quckoB 2,5" SAS/SATA, cereBoii unTepdeiic PCle 12Gb Adapter, 2x750W,

5 10GDbE 2P, ycranoBka /10 2 GJIOKOB ITUTAHUS C XCC Enterprise, ThinkSystem
ropsueii 3aMeHoi, B coctase: ThinkSystem Toolless Slide Rail, 7X08SNCS00
SR530 2.5" Chassis with 8 Bays (AV0S),
Operating mode selection for: Efficiency -
Favoring Performance Mode (BFYE), Intel
Xeon Silver 4214R 12C 100W 2.4GHz
Processor (B7N6) 2mt, ThinkSystem 16GB
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TTo3.

No

Haumenosanue ToBapa

Kon-
BO,
BCEro
(mr.)

Llena ToBapa
3a ex. 6e3 HJC
(py6.)

Cymma
ToBapa
o0e3 HIC
(py0.)

HJC

CraBka
%

Cymma
HJIC
(py6.)

Cymma
Tosapa ¢
HJAC
(py©.)

HawnmenoBanue
MPOU3BOAUTENS

HaunmenoBanue
Crpanbl
MIPOU3BOAUTEINS

HauveHoBaHue ToBapa OT
HPOM3BOAUTEIIS

TruDDR4 2933MHz (2Rx8 1.2V) RDIMM
(B4H2) 4mrr, ThinkSystem
SR530/SR630/SR570 2.5" SATA/SAS 8-Bay
Backplane (AUWB), Select Storage devices -
no configured RAID required (5977),
ThinkSystem RAID 930-16i 8GB Flash PCle
12Gb Adapter (B31E), ThinkSystem 2.5"
1.2TB 10K SAS 12Gb Hot Swap 512n HDD
(AUM1) 4wt, ThinkSystem
SR530/SR570/SR630 x8/x16 PCle LP+LP
Riser 1 Kit (AUWC), ThinkSystem
SR530/SR570/SR630 x16 PCle LP Riser 2
Kit (AUWA), Lenovo ThinkSystem 1U
LP+LP BF Riser Bracket (AUWQ),
ThinkSystem 1Gb 2-port RJ45 LOM
(AUKG), T

Cepsep ThinkSystem SR590, ¢popm-dakrop
2U, B cocrase: ThinkSystem SR590 3.5"
Chassis with 8 or 12 Bays (AXEB), Operating
mode selection for: "Efficiency - Favoring
Performance Mode" (BFYE), Intel Xeon Gold
6230R 26C 150W 2.1GHz Processor (BAZX)
2, ThinkSystem 32GB TruDDR4
2933MHz (2Rx4 1.2V) RDIMM (B4H3) 4,
ThinkSystem 2U 3.5" SATA/SAS 12-Bay
Backplane (AUR9), Select Storage devices -
no configured RAID required (5977),
ThinkSystem RAID 930-16i 8GB Flash PCle
12Gb Adapter (B31E), ThinkSystem 3.5" 4TB
7.2K SATA 6Gb Hot Swap 512n HDD
(AUU8) 12T, ThinkSystem M.2 with
Mirroring Enablement Kit (AUMV),
ThinkSystem M.2 5300 240GB SATA 6Gbps
Non-Hot Swap SSD (B8HS) 2murr,
ThinkSystem SR590 x8/x8/x8 PCIE Riser 1
(B261), ThinkSystem 10Gb 2-port SFP+
LOM (AUKJ), ThinkSystem Intel X710-DA2
PCle 10Gb 2-Port SFP+ Ethernet Adapter
(AUKX), ThinkSystem 750W(230/115V)

1894
835,00

3789
670,00

20

757
934,00

4 547
604,00

Lenovo

Kurait

ThinkSystem SR590, 2xIntel
Xeon Gold 6230R 26C 2.1GHz
150W, 4x32GB 2Rx4, 240GBx2

SATA, 12x4TB 7200, RAID 930-
16i 8GB Flash PCle 12Gb
Adapter, 2x750W, XCC
Enterprise, ThinkSystem Toolless
Slide Rail, 7X99VGHQO00
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TTo3.

No

Haumenosanue ToBapa

Kon-
BO,
BCEro
(mr.)

Llena ToBapa
3a ex. 6e3 HJC
(py6.)

Cymma
ToBapa
o0e3 HIC
(py0.)

HJC

CraBka
%

Cymma
HJIC
(py6.)

Cymma
Tosapa ¢
HJAC
(py©.)

HawnmenoBanue
MPOU3BOAUTENS

HaunmenoBanue
Crpanbl
MIPOU3BOAUTEINS

HauveHoBaHue ToBapa OT
HPOM3BOAUTEIIS

Platinum Hot-Swap Power Supply (AXE®)
2mrr, 2.8m, 13A/100-250V, C13 to C14
Jumper Cord (6400) 2w, ThinkSystem
XClarity Controller Stand

Cepgep ThinkSystem SR650, dpopm dakrop
Rack 2U, B cocrase: SR650 3,5 Chassis with
8 or 12 bays (AUVW), Operating mode
selection for: "Efficiency - Favoring
Performance Mode" (BFYE), INTEL Xeon
Gold 6230R 26C 150W 2.1GHz (BAZX)
2mir, ThinkSystem 32GB TruDDR4
2933MHz (2Rx4 1.2V) RDIMM (B4H3) 8,
ThinkSystem 2U 3.5" SATA/SAS 12-Bay
Backplane (AURY), select storage devices no
configured RAID required (5977),
ThinkSystem RAID 930-16i 8GB Flash PCle
12Gb Adapter (B31E), ThinkSystem 3.5"
5300 3.84TB Entry SATA 6Gb Hot Swap
SSD (B8HQ) 6urr, ThinkSystem M.2 with
Mirroring Enablement Kit (AUMV),
ThinkSystem M.2 5300 240GB SATA 6Gbps
Non-Hot Swap SSD (B8HS) 2urr,
ThinkSystem 2U x8/x8/x8 PCIE FH Riser 1
(AUR4), ThinkSystem 1350-T2 PCle 1Gb 2-
Port RJ45 Ethernet Adapter (AUZY),
ThinkSystem Intel X710-DA2 PCle 10Gb 2-
Port SFP+ Ethernet Adapter (AUKX),
ThinkSystem 1100W (230V/115V) Platinum
Hot-Swap Power Supply (AVWF) 2mt, 2.8m,
13A/100-250V, C13 to C14 Jumper Cord
(6400) 2mir, ThinkSystem XClarity Contr

2818
976,00

5637
952,00

20

1127
590,40

6 765
542,40

Lenovo

Kurait

ThinkSystem SR650, 2xIntel
Xeon Gold 6230R 26C 2.1GHz
150W, 8x32GB 2Rx4, 240GBx2

SATA, 6x3.84TB SSD, RAID
930-16i 8GB Flash PCle 12G b

Adapter, 2x1100W, XCC
Enterprise, ThinkSystem Toolless
Slide Rail, 7X06M3XY00

CeptrdukaT Ha TEXHHYECKYIO MMOICPIKKY
(KOHTpPAKT CEpBUCHBIH) PaCIINPEHHYIO
(Premium) mporpaMMHOTO 00OecTiedeHns
MaxPatrol SIEM (MP SIEM), B pexxume
24x7, B Teuenue 1 roga, PT (POSITIVE
TECHNOLOGIES) PT-MPSIEM-PRM-24x7-
SUP

2175
000,00

2175
000,00

20

435
000,00

2610
000,00

POSITIVE

TECHNOLOGIES

Poccuiickas
Deneparus

Ceptudukat Ha pacIIIPEHHYIO
TEXHUYECKYIO MIOIEPIKKY
PREMIUM mporpammuoro
obecrieuennst MP SIEM, B
pexume 24x7, B Teuenue |

(omHoTO) TOTA

PT-MPSIEM-PR M-24x7-SUP
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Kox- Cymma HJAC Cymma
Ilena ToBapa HaumenoBanue
Io3. H T BO, 6e3 HIIC ToBapa Cymma Tosapa ¢ HaumenoBanue C Haumenosanue ToBapa ot
No AHMCHOBAHHC 10Bapa Beero | & ¢4 03 A Ges HIC | Craska HAC TPOU3BOAUTENS TPaHEI HPOM3BOUTENS?
HJIC p il p i
(py6.) % MIPOU3BOAUTEINS
(rr.) (py6.) (py6.) (py6.)
CeprudurkaT Ha TEXHUYECKYIO MTOJUICPKKY 1 5800 5800 20 1160 6 960 POSITIVE Poccuiickas CeprudukaT Ha paclIMpEeHHYIO
(KOHTpPaKT CEpBUCHEIH) paCIIPEHHYIO 000,00 000,00 000,00 | 000,00 | TECHNOLOGIES | ®enepamus TEXHUYECKYIO TTOIICPIKKY
(Premium) mporpaMMHOTO 00OECTIeYeHNUS PREMIUM mnporpamMmmMHOTO
9 | Network Attack Discovery (NAD), B pexmme obecnieuerns NAD, B pexume
24x7, B Teuenue 1 romga, PT (POSITIVE 24x7, B Tedenue 1 (omHOTO) TOMA
TECHNOLOGIES) PT-NAD-PRM-24x7- PT-NAD-PRM-2 4x7-SUP
SUP
1 5 5 865 20 1173 7038 000 "buzKomm" Poccuiickas Co3aHue CUCTEMBI OI[CHKH
10 | IlyckoHaago04HbIC PabOTHI IO BHEAPCHUIO, 865 377,00 | 377,00 075,40 | 452,40 ODenepaiyst | BHYTPEHHHX YIPO3 U MPOBEACHHUS
cornacHo 3aganuio (IIpunoxenne Ne2) ayJiuTa BHYTPEHHHUX YIPo3
HUTOI'O: | 61934 _ 6006 | 67941 ) _ B
211,00 842,20 | 053,20

Ycnosus nocmasxu:

1. B Croumocts ToBapa BKIHOUYEHBI BCE pacxobl IO mocTaBke ToBapa.
2. CTOMMOCTh Taphl, YIAKOBKH, PEKBHU3UTA, JOCTaBKH (TPAHCIOPTHBIX PACXOJIOB, PACXOJIOB HA KOMIUICKTAIMIO, 3arOTOBUTEIBLHO-CKIAJICKUX PAacXoiOB) BKIIOUYCHA B
CTOUMOCTb.
3. ['paduk paboT 1 mocTaBKH:
Ne Dran Hauaio OxoHYaHue Obmiee Bpems (B THIX)
1 | IlocraBka 03.03.2022 28.04.2022 40 (copok) pabounx mHel
2 | IIpoexTHpoBaHUE U BHEIPCHUE 03.03.2022 30.06.2022 120 (cTo mBaanaTh) KaJCHIAPHBIX THEH
IMocTraBmMK: IMoxynareasb:

3aMecTHTEIb TCHCPAJIbHOI'O JUPEKTOPa

IIectynos A.B.

JupexTop o HHPOPMALMOHHBIM TEXHOJIOT UM

Bbenokypos M..
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Hpuaoxenue Ne 2
k JloroBopy noctaBku Ne 22-100

or 03.03.2022 .
3ajaHue Ha MPOEKTUPOBaHNE U BHEIPEeHUE
1. TepMuHBI U COKpalIeHUs
Coxkparnienue Onncanne
APM ABTOMAaTH3MpPOBAaHHOE pabodee MeCTO
BTCC BcenomoraTenbHble TEXHUUECKHE CPEACTBA H CUCTEMBI (CHCTEM)
10 JlouepHee 00111eCTBO
b MuadopmanronHas 6€30MacHOCTh
NCITa MuadopMannonHas CUCTeMa IMMEPCOHANBHBIX TAHHBIX
KTC Komrekc TeXHUUEeCKUX CPeACTB
OTCC OCHOBHBIE TEXHUYECKUE CPEJICTBA U CUCTEMBI (CHCTEM)
1110 IlepcoHAJIbHBIE TaHHBIE
110 [TporpammHOe o0OecrieueHue
C31 CpencTBo 3anuThl HH)OPMAIHH
C3I1x Cucrema 3aIlIMThl IEPCOHATBHBIX TAHHBIX
CKC CTpyKTypHUpOBaHHas Ka0elibHasi CHCTEMa
3ananue 3ananue Ha npoektupoBanue u BHeapenue C3I1Jn AO «[letepOyprckas cObITOBas
KOMTIaHHSD)
OCh DenepanpHas cry»0a 0€301MacHOCTH
OCTOK DentepasibHast Cl1y)k0a 110 TEXHHYECKOMY M SKCIIOPTHOMY KOHTPOJIFO
o1 IenTp 00pabOTKM JaHHBIX
2. OO01ne cBeneHUs
2.1. HawumenoBanue pabOT (HOMEHKJIATypa) U MepevyeHb 00bEKTOB, HA KOTOPBIX OYIyT MPOBOJUTHCS
paboThI

Haumenosanue pa6ot: IlpoektupoBanne u BHenpeHue cucteMbl nepcoHanbHbIX qanHbeix (MCIIAn) AO
"ITerepOyprckast cObITOBast KOMMAHUs'".

Mecro mposenenust padot AO "[letepOyprckas cObIToBast KOMIaHus'":

1. Lentpansusiii opuc (LIO) (195009, r. Cankr-IleTepOypr, yi. Muxaiinosa, 1. 11);

2. Lentp o0pabotku nanubix (LLOA) (197375 Cankr-IletepOypr, Penumesa yi., a. 20a);

2.2.  HaummeHOBaHHE CHCTEMBI

[lonnoe nHammeHoBaHMe cucTeMbl — CucreMa 3amuThl nepcoHalbHBIX AaHHBIX AO «lletepOyprekas
cobrToBas komnanus» (nanee AO «IlerepOyprckas cObITOBas KOMIIAHHS).

YcnoHoe 0b6o3HaueHUE (cokpaiienHoe ooo3Hauenue) — C3I1/[H.

2.3.  TpeboBaHus K CpOKaM MPOBEACHUS paboT

Hauano nposeaenus pador — 03.03.2022;

Oxonuanue nposeaeHus padot — 30.06.2022.

2.4.  TlepeueHp opraHuszanmi, yaacTByromux B paspadorke C3I11n

3akazuuk — AO «IletepOyprckast cObITOBast KOMIaHUD (Hajiee — 3aKa34uK).

HcnonauTens — onpeaessieTcss HA OCHOBAaHUH 3aKyIIOYHOW HPOLIEAYPHI.

2.5. TTopsinok nmpeapsaBiIcHUS 3aKa3duKy pe3yiabTaToB padoT

[opsinox oopmieHust u peabsBiIeHNs 3aKa3uuKy Pe3ylIbTaToB padoT MO paboueMy MPOEKTUPOBAHUIO
C3I11n u BHenpeHuro cpeActs 3ammuTthl HHPopMmarmu (Cp3M) onpeneneH B pasjene 7 HACTOAIIETO 3aaHus HA
TexHo-pabodee mpoexktupoBanue C3I11n u Bueapenue C3U (nanee — 3aganue).

3. Hasnauenwue u 1ienu npoBeieHus padot

3.1.  Hasunauenwue paboT

Hasnauenuem paboT sBisieTcs pa3paboTKa OPraHM3alMOHHBIX M TEXHUYECKMX MEPOIPHITHH 110
obecnieuenuto nHpopMarmonHoii 6ezonacuoctu [1/1H, a Takxke HHPOPMAIIMOHHBIX U/WIM aBTOMATH3UPOBAHHBIX
CUCTEM W/WJIH CETEH CBS3M, aBTOMATU3UPYIOMIUX Ipotiecc 0opadboTku [1/1H.

3.2.  lenu npoBeacHuUs padboOT

Paspaborka TtexHo-pabouero mnpoekra C3II[da AO «IlerepOyprckas cObITOBasSs KOMIIAHHUS» B

COOTBE€TCTBUHU C €JUHBIM MNOAXOAOM IIO 3alIUTEC I/IH(bOpMa]_[I/II/I B Fp\” """"""""""" «(uatep PAOy, koTOpee-
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IIO3BOJIUT pC€aIN30BaTh:

. [loBbimienne ypoBHs uH(popManmonHoit 0OezomacHoct WCII[H mnyrém  peanu3aruu
TEXHUYECKUX MEPOIPHUITHNA IO UX 3ALLUTE.
. HcknroyeHre WIM CYIIECTBEHHOE 3aTPyJAHEHHE BO3MOYKHOCTHM HECAHKIHMOHUPOBAHHOI'O

TIOJTyYEHUS, UCKKCHHUS, YIAICHUS 3JI0YMBIIUICHHUKAMU WU CIYYaifHBIMH JTUIIAMU 3alAIaeMOi HH(OpMAITUH,
obpabateiBaemoit B UCII/IH, 1100 OCyIIecTBICHUs Pa3pyIIAONIEro BO3ACHCTBUS Ha 3alllUIacMble JaHHBIC U
HOCHUTEIIH HH(pOpMAaITHH.

° [IpenoTBpamieHre HeCAHKIIMOHUPOBAHHOTO J0CTYMa K 3amuiaeMon nHpopmanuu B UCITH n
nepenavn e€ TuIaM, He IMEIOIINM TIpaBa Ha JOCTYII K Takoil mH(opMaIim.

. CBoeBpeMeHHOE OOHapyxeHHe (aKTOB/TIOMBITOK HECAHKIMOHUPOBAHHOTO JOCTyma K
3amuinaemoi napopmaru B UCIH.

. Hepmonymenne Bo3meHCTBHS Ha OCHOBHBIE TEXHHYECKHE CPEICTBA M CHUCTEMBbI 00pabOTKH
3amuIaeMoi nahopMalum, B pe3yabTare KOTOPOro HApYIIAETCs UX ITaTHOE (YHKIIMOHHUPOBAHHE.

. ObecneueHne 3amUThl MHPOPMAMH OT HECAHKIIMOHUPOBAHHOTO JOCTYIA MPH Hepeaade e€ 1o

KaHaJaM CBS3H.

Buenpenue C3[1/In AO «IletepOyprckast cObITOBasi KOMIAHKS» B COOTBETCTBHH C €IUHBIM IOJX0JI0M
o 3amute uHpopmanuu B ['pynne komnanuii «MuTep PAO», a Takke B COOTBETCTBUHU C OOILIUM OIMUCAHUEM
C3I1dH, chopmupoBanHbEIM TO0 pesynbratam obcnemoBanus WUT wHbpactpykryper AO «llerepbyprckas
COBITOBas] KOMITAaHHUS» M Pa3padOTaHHOTO TEXHO-Pa0OYero MPOEKTa C YYETOM THUIOBBIX MPOEKTHBIC PElIeHUH,
OTpaKeHHBIX B 11.3.2.1 HacTosmmero 3agaHusl.

Brmmonnenne TpeOoBaHWit 3akoHOJaTenbcTBa Poccuiickol demepanim B YaCTH  CIEAYIOMIMX
3aKOHOAATEIHHBIX AKTOB:

. Oenepanpupnii 3ak0H 0T 27.07.2006 Ne 149-®3 «O6 wunbopMaiuu, WHOOPMAIHMOHHBIX
TEXHOJIOTHSIX M O 3allIUTe HH(POPMALIUN;

. ®enepanbhblii 3ak0H 0T 27.07.2006 Ne 152-®3 «O nepcoHaIbHBIX JaHHBIXY;

. nocranoBienue IlpaBurensctBa Poccuiickort @enepanun ot 1 HostOps 2012 . Ne 1119 «O6

YTBEpXJICHUN TPeOOBAaHUH K 3al[UTE MMePCOHANBHBIX JaHHBIX MIPH WX 00paboTKe B MHGOPMAITMOHHBIX CHCTEMaX
MIEPCOHAIBHBIX TaHHBIX);

. npukaz @CTIK Poccun ot 18 dpespans 2013 r. Ne 21 «OO0 yTBepkaeHNN cOCTaBa U COEPKAHUS
OpraHM3alMOHHBIX U TEXHUYECKHMX MEp IO O0eCHeueHUr0 Oe30MacCHOCTH MEPCOHATbHBIX JaHHBIX IMPH HUX
00paboTKe B MH(OOPMAIIMOHHBIX CUCTEMaX ITEPCOHAIBHBIX JaHHBIX);

. npuka3z ®Ch Poccuu ot 10 urosis 2014 r. N 378 «O6 yrBepxkaenuu CocTaBa M COACpKAHHS
OpPraHM3alMOHHBIX M TEXHUYECKHMX Mep IO OOeCHeueHUI0 Oe30MaCHOCTH NEepPCOHAJBHBIX JAaHHBIX TPH HX
00paboTke B HMH(DOPMAIMOHHBIX CHCTEMaxX IEPCOHAIBHBIX JIAHHBIX C HUCIOJb30BAHMEM CPEJICTB
KpunTorpaduyeckoi 3armThl UHHOPMAIUH, HEOOXOMMBIX ISl BHITIOJHEHUS YCTAHOBIICHHBIX [IpaBUTEILCTBOM
Poccuiickoit ®epeparyim  TpeOOBaHUIT K 3alUTe IEPCOHAIBHBIX JAHHBIX IS KaXJAOTO W3 YpOBHEH
3aIIUIICHHOCTIY.

4. XapakTepucTiKa 00beKTa BHIITOJHEHUS padoOT
41.  D'panunsl npoBeaeHus: padbot
I'panuneit mpoBeneHust paboT mo TexHo-pabouemy mnpoektupoBanuto C3II[n seusiorcs IO AO
«[leTepOyprckast COBITOBasI KOMITAHUS.
B 00Bem HacTosiero 3agaHusi Ha TEXHO-paboyee MPOSKTUPOBAHUE BXOIAT CIEIYIOLINE MOJICUCTEMBI
C3I11n:
MOJCHCTEMa aHTUBUPYCHOM 3aIlUTHI;
MOJICHCTEMA MEKCETEBOTO IKPAHUPOBAHUS U OOHAPYKEHUS BTOPKECHUH;
MOJCHCTEMA 3aIIUTHI OT atak 0 JHs;
MOJCUCTEMA 3AIIUTHI 3JIEKTPOHHOMN IOYTHI;
MOJCHCTEMA 3AIIUTHI CPEIbl BUPTYaIU3aLluHg;
rnojcucrema 3amutel APM 1monas3oBarencii;
MOJCHCTEMA 3aIIUTHl Web-TIPHIOKEHUI;
nojcucTemMa coopa 1 aHaM3a COOBITHI O€30M1acCHOCTH;
. MOJCHCTEMA aHaJIM3a 3alUIICHHOCTH.
B pamkax paboT B COOTBETCTBHHU C HACTOSIIINM 3aJaHHEM HEOOXOIMMO:
. BHEIIPUTH TOJICUCTEMY cOopa W aHanm3a COOBITHI 0e30MMacHOCTH, MPEICTABICHHOW B BHIC
pewenus MaxPatrol SIEM
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° BHenpuTh PT NAD

. BHEJIPUTh IIOJICUCTEMY 3alllUThl aBTOMATHU3UPOBAaHHBIX pPabOYMX MECT TOJIb30BaTElCH,
pealn30BaHHOM C HCIIOJIb30BAaHUEM BCTPOCHHBIX MexaHn3MoB OC.

[TonHEIH IEpedeHb paboT npuBeneH B pasnene «6. Ommoka! MCTOYHHK CCHUIKH He HalieH.».

4.2. Tekyiee cocTosHue MHPOPMAIIMOHHBIX CUCTEM
Ha texymmit moment B 'pynme xommanuii «atep PAO» paszpaboTanspl criemyromiie JOKYMEHTHI, B
pamMKax Co3gaHHs eAMHOTO TeXHHYECKOro pemeHus st [ pynmsl kommanuii « MaTep PAO»:

. «bazoas mozens yrpo3 UCIIu», UPAO.TTIL.2020.006.MY.001;

. «Tunosoe TEXHUYECKOE pelieHue C3I1 1. IToscHuTenpHas 3aIUCKay,
NPAO.TTI1.2020.007.113.001, kOoTOpHKIil BKITIOYAET:

o) ommcanue cocraBa C3II/[H, mepeyHs aBTOMaTU3NPYEMBIX (YHKIIMA W OMHCAHUE TEXHHYECKUX

pemrenuit C3I1[IH, apxuteKkTypbl BHeApeHUs U TpeOoBanusa 1o Hactpoirike C3IIJIH, peanusyrommx ¢GyHKIHIO
0e30MacHOCTH;

o ob6ocHoBanue Beioopa Cp3U mis kaknov noacucremsr C3I1/1H;
o TpeOOBaHUsI K CMEKHBIM CHCTEMaM;
o JIOTHKA MPUMEHEHUs] Mep 3alUThI, B T.4. KOHKpPEeTHBIX Mojenel Cp3U (comepkuT alnropuTM, U3

KOTOPOTO cJielyeT HeOOXOAMMOCTh B TOM WJIM UHOM ciiydae npuMeHsITh Cp3U (B T.4. KOHKPETHYIO MOJEINb),
nepeveHb 00s3aTeNIbHBIX U JOMOJHUTENbHBIX MEpP 3aIlUTHI, & TAKXKE KPUTEPUH HEOOXOAUMOCTH PEalH3alliy
JOTOJTHUTENIBHBIX MEP 3aIlUTHI;

. «TunoBoe TtexHuueckoe pemenue C3II/Jn. Cxema KoMIIeKCa TEXHHYECKUX CPEACTBY,
HNPAO.TTIL.2020.008.KTC.001;

° «TunoBoe texumdyeckoe pemenne C3I1JJH. BemomocTs 0o0OpymoBaHHMS H MaTepuUaoBy,
HNPAO.TTII1.2020.009.BO.001.

B AO «IletepOyprckas cOBITOBasI KOMITAHUSD) UCTIONB3YIOTCS cneaytomue Tunsl UCIH:

° HentpanuzoBannsie UCITJIH — 7 mt.;

. UCIIAx AO «llerepOyprckas cObiToBas kommanus», kak WT uHdpacTpykrypa, ¢ KOTOpOi

npoucxoaut noAxrodeHue Kk BuentHuM MCII/IH, a Takoke apyrum LlentpanuzoBanaeiM UCII/IH, nMeromuxcs B
koMmnaHusx rpymnmsl «Matep PAO»;

HentpanuzoBannsle MCII[Jn npunagnexamme AO «llerepOyprckas cObITOBas —KOMIAHHS»
pa3MeIiaTcs B:

. O AO «lerepOyprckas cObiToBass kKommanusi» 1o axpecy r. Cankr-IlerepOypr,
yi. PermmeBa, gom 20 murepa A ([l JImHKC), K HHM OTHOCATCA IPOU3BOJCTBCHHBIC CHCTEMBI,
ABTOMATH3UPYIOIINE 3HEPTOCOBITOBYIO AEATENFHOCTD B YACTH IOPUINYECKUX U (PU3NIECKUX JIMLI.

5. TpeboBaHHSs K BBIIIOTHEHUIO paboT
5.1.  OOmue TpeGoBanus Kk paboram
O0BeM MPOBOAUMBIX pabOT BKIIOYALT:

. oOcnenoBanue Tekyero cocrostaus b u UT undpactpykrypst O6mecTsa;

. o3HakomsieHHe ¢ 4yacTHeIMH Mogeisimu yrpo3 HCIIAn AO «llerepOyprckas cObITOBas
KOMTIaHHS»;

. paspaboTka nokymenTa «O0miee onucanue Hactpoek C3U»;

. pa3paboTKa M1aHa MpoM3BOJICTBA MycKo-HananouHbIx pador Cp3U C3I11x

. NpOBeJIEHHE MyCKO-HANAA0UYHbBIX padoTsl noacucteM C3II/IH, BXOASIIMX B OpraHU3alMOHHBIN
00beM HacTosIIIero 3ananus (B COOTBETCTBUHU ¢ ITyHKTOM 3.1.4 HacTosmiero 3amanus)

. pa3paboTka AKTa YCTaHOBKH CPEJICTB 3alllUThl HH)OpMAIINK;

. paspabotka nokymenTa «lIporpamma u metoauka uctbsrtanwiiy aiss C3I1/x;

. npoBefieHne TpenBapuTenbHbIX ucnbiTannid C3I1JJH B cooTBeTcTBHMM C pa3paboTaHHBIM,
COIJIACOBAaHHBIM M YTBEPKACHHBIM 3aKa3uyMKoM JOKyMeHTOM «IIporpaMMa M METOMKA HCIIBITAHUI;

. MOJIrOTOBKA MPOEKTa AKTa O IPUEMKE B ONBITHYIO AKcIutyatanuto C3I11H;

. conpoBoxaeHne C3I1/IH Ha neprosa ONBITHON SKCILTyaTalluy;

. MOJrOTOBKA MPOEKTa AKTa O 3aBEPIIECHUH ONBITHON sKkcIutyaTanuo C3I1/1H;

. npoBefeHne nmpueMouHslx uenbiTanuil C3I1/IH B cooTBeTcTBUM ¢ AOoKyMeHTOM «IIporpamma n
METO/MKA UCTIBITAaHUIH»;

. MOATOTOBKA MPOeKTa AKTa O IPUEMKE B IPOMBINUIEHHYIO dKcryaTanuio C311/1x;

. aKTyaJu3alus IPOEKTHON TOKYMEHTAIlUU B COCTABE:
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O6mmee onmucanue HacTpoek C3U;
Cxema KOMITIeKCa TEXHHYECKUX CPEJICTB;
BenoMocTts 000pyIoBaHus 1 MaTEpPHANIOB;
[Tnanb1 pacnionoxeHusi 000pyI0BaHUS;
UepTekn yCTaHOBKH TEXHUUECKUX CPENICTB;
Cxema cetu ypoBusa L2 u L3;
Tabnnna coeqMHEHU U TOAKIIIOYEHUIL;
HeransHOe omucaHwe TpeOOBaHWII K COCTaBy M COIEP)KAaHWIO pabOT MPENCTaBICHBI B pasfene 5
HACTOSIIETO JOKYMEHTA.
PaboThI 1OMKHBI BBITIONHATHCS ¢ COOJIIOICHUEM HOPMAaTHBHO-TIPABOBLIX akTOB PD B 00yacTH 3amuThl
undopmarmu u oopaborku I1/{u:*

O 0O O O O O O

. Oenepanbhpiii 3akoH oT 27.07.2006 Ne 149-03 «O6 wundopmanyu, WHPOPMAHOHHBIX
TEXHOJIOTHSIX U O 3aluTe HH(POPMaLUn»;

. ®DenepanbHbIii 3aKk0H 0T 27.07.2006 Ne 152-D3 «O mepcoHaNBHBIX JaHHBIXY,

. noctranoBiieHue [IpaButenscTBa Poccuiickoit deneparuu ot 1 HOstOps 2012 1. Ne 1119 «O06

YTBEPKICHUHU TpeOOBaHUH K 3al[UTe IEPCOHANBHBIX JAHHBIX MPH UX 00paboTke B MHOOPMAIIMOHHBIX CHCTEMaX
MIEPCOHANIBHBIX TaHHBIX);

. npukaz ®CTIK Poccun ot 18 despains 2013 r. Ne 21 «OO6 yTBepKICHUU COCTaBA U COACPIKAHHS
OpPraHU3alMOHHBIX M TEXHUYECKHX MEp IO O0ECleueHHI0 Oe30IacHOCTH MEPCOHANBHBIX NaHHBIX HpPU HX
00paboTKe B MH()OPMAIIMOHHBIX CUCTEMaX ITePCOHANBHBIX JaHHBIX);

. ITpuka3z ®Cb Poccun ot 10 utons 2014 r. N 378 «O6 yrBepx)neann CocTaBa U coAep KaHUS
OpraHU3allMOHHBIX W TEXHUYECKHX MEp IO O0ECleueHHI0 0e30MacHOCTH TEePCOHANBHBIX MaHHBIX MpPU HX
o0paboTke B HUHMOPMALMOHHBIX CHCTEMax MEPCOHAIBHBIX JAHHBIX C HCIIOJb30BAHUEM CPEJICTB
KpUnrorpadpuiecKon 3amuTsl HHGOpMaLKy, HEOOXOIUMBIX AJIS BHIIONHEHHs ycTaHOBIEeHHBIX [IpaBuTenscTBOM
Poccuiickoii ®enepannu TpeOOBaHM K 3allUTe MEPCOHAIBHBIX JaHHBIX JUISI KaXKIOTO M3 ypPOBHEH
3alUIIEHHOCTI;

. Metonnveckue pEeKOMEHAAIMH  «IO  pa3pabOTKe HOPMATHUBHBIX  IPABOBBIX  aKTOB,
OTIPENIEJIAIONINX YTPO3bl O€30MaCHOCTH NEePCOHAIBHBIX AAHHBIX, aKTyaJbHbIE NPH 0O0pabOTKE MEpCOHAIBHBIX
JAHHBIX B MH(OPMAIIMOHHBIX CHUCTEMaX IEPCOHANBHBIX JaHHBIX, JKCIUTYaTHPYEMbIX TMPH OCYIICCTBICHUH
COOTBETCTBYIOILIUX BUJIOB JICATCILHOCTIY, YTBEPkKACHBI pykoBoacTBOM 8 Llentpa ®CB Poccuu Ne 149/7/2/6-432
ot 31 mapra 2015 ropa.

IIpu mpoBeaeHun pPabOT NO HACTOSAIMIEMY 3aJaHHIO HCIOJHUTENIb MJOJDKEH PYKOBOJCTBOBATHCS
CYIIECTBYIOIMMHA JOKYMEHTaMH B paMKax THUHoBoro texauueckoro pemenust C3I1In mis ['pynmer kommanuii
«nTep PAOy, npuBeieHHBIMU B TyHKTE 4.2. HACTOSAIIETO 3aJaHusl.

Texuuueckue permenus C3I11u AO «IletepOyprckas cObITOBast KOMIIAHHUA» HE AOJKHBI IPOTHBOPEUUTH
TEXHMYECKUM PEeIIEHUSIM ONMMCAaHHBIX B JoKyMeHTe « TunoBoe texuuueckoe pemenue C3I1/H. [ToscHurensHas
3anuckay, MPAO.TTII1.2020.007.113.001.

5.2. TpeOoBaHHs K COCTaBy paboT

Pa6oTsl o npoextuposanust C3I1/]H BritoUyaroT B ceOst:

O6cnenoBanue tekymero cocrossHus MCIT/In n UT undpactpykrypsr O6mecTBa:
cOop ucxoaubx qaHHex 00 UCII1H;

coop cenenus o0 umeromuxcs Cp3U;

c6op ucxoaHbIx ganHbX UT-uH(ppacTpykType u HHKCHEPHOH HHPPACTPYKTYPHI.
Amnanmuz yactHeIX Moneneit yrpo3 1 BHJ] AO «lletepOyprckast cOBITOBass KOMITAHUS;
Texno-pabouee npoextupoBanue C3I1/1H:

paspaboTka TexHo-pabouero npoekra C3I1/1H;

pa3paboTKa dKCIUTyaTallMOHHOM AokymeHTauuu Ha C3I[1/H.

s mpoBenenus pabot mo moarotoBke ko BBoay C3II/IH B aeiicTBue creruanuctsl VcmomHUTENS
JIOITYCKAIOTC Ha OOBEKT aBTOMATH3allMM 3aKa3zdyWKa JIs MPOBEAEHHUS PabOT MO YCTAaHOBKE M HACTPOMKe
MIPOrpaMMHO-aNNapaTHBIX M MPOrPaMMHBIX CPEJCTB, a TaKXKE COIVIACOBAHMA IPEAJIAraeMbIX TEXHHUYECKUX
pEIIECHUN.

OcTaHOBKAa KOMIIOHEHTOB CHUCTEM OOBEKTa aBTOMATH3aLUU IPHU BBIIOJIHEHUHM pabOT 10 BHEIPEHHIO

O O ® ¢ O O O e

3 B ciyuae onmy0IMKOBaHMS H/WIH BCTYIUICHHS B CHITY HOBBIX HOPMATHBHO IIPaBOBEIX aKTOB, PETIAMEHTHPYIOMIUX BOIPOCH
obecriedeHns1 6€30MaCHOCTH MEPCOHAIBHBIX TAHHBIX, ¥/MIM BHECCHHSI H3MEHEHHUIT B ISHCTBYIOIINE HOPMAaTUBHO-TIPABOBBIC aKTHI,
periaMeHTHPYIOIIHE BONPOCHI 00eciedeH sl 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX, B XOJI€ BLITOTHEHNS PaOOT OHM TAKKe TOKHBL
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OCYIIECTBIISIETCS IO COTIACOBAHUIO C 3aKa3UHUKOM.

Hua saenpennss C3I1/JH B gactn wH(POPMANMOHHO-TEXHOIOTHIECKONH WHPPACTPYKTYpPHl OPTaHU3AINN
3aKa3uuKOM JOJKHBI OBITH BBITIOHEHBI CIIEIYIOIINE MEPOTIPHATHSL:

. OCYIIECTBJICHHE MEPOIPHUATHH 0 MOJEpPHH3AIHNKA HHOPACTPYKTYPHl B paMKaxX peaTr3arnu
TpeOOBaHUI K CMEXHBIM CUCTEMaM, orpenesieHHbIX B gokyMeHTe «Tumosoe JO. IlosicHuTenbHas 3anuckay (B
ClTy4ae HECOOTBETCTBHA MHPPACTPyKTyphl OOIIecTBa yKa3aHHBIM TPEOOBAHUIM);

. 3akynka oOopynoBanust u [1O, obecrmeuymBaromero peanu3alyio TEXHUYECKOTO PpeIIeHHS,
omcanHoro B fokyMmeHTe «TumoBoe JIO. IlosicHuTenpHas 3ammckay, coriacHo MokymeHTy «Tumosoe J[O.
BenomocTts 0060py10BaHUs M MATEPHATIOB) B YACTH MOJCUCTEM, BXOISIINX B OpPraHU3aMOHHbIH 00beM padoT 1o
3a1aHuIo;

. co3/1aHre KOMHUCCUH AJIsl IPOBECHHUS MTPEeBAPUTEIbHBIX U MPUEMOYHBIX UCTIBITAHUM, TPUEMKH
CHCTEMBI B OITBITHYIO W TPOMBIIIUICHHYTO SKCILTyaTaIlHIo.

JertanbHoe onmucanne TpeOOBaHHH K COCTaBy pabOThI OTpaskeHBbI B pa3zaeie 6 HACTOSIIEero 3aJaHusl.

5.3. Mecro mpoBenenne pabOTHI

PaboTsl o 00cnenoBaH0 000PYIOBaHUS CUCTEM M CEPBUCOB, BXOISIINX B OPraHU3aLMOHHBIA 00bEM,
JOJDKHBI TIPOBOIUTHCS IyTeM 3anonHeHus padotHrkamMu AO «lletepOyprekast cObITOBas KOMIAHUSD) OMPOCHOTO
JMCTA, TIOITOTOBJICHHOT0 VICTIOMHHTENIeM 1 TIOCIIeTyIOIIero aHaIi3a MOTyYeHHBIX TaHHBIX VIcomHuTeneM.

B ciydae HeoO6xoaumMocTH VICTIOTHUTEIIO YTOUHUTH CBEICHNUS, YKa3aHHbIE B OIIPOCHOM JIMCTE, 3aKa34nK
o0ecrieyrBaeT BOZMOKHOCTD ITPOBEACHUS ayIno/Buaeo-KoHpepeHI-cBs3u ¢ paboTHrkamMu AQO «IletepOyprekas
cOpiTOBast KommaHws». [lo pesympraTaM aynuo/BHICO-KOH(EPEHICBA3M VICTONHUTENb ODKEH BHECTH
YTOYHEHHYIO HH(POPMAIUIO B ONIPOCHBIH JIHCT.

[Tycko-nananounsie padotel C3I1/IH 000py10BaHUS CUCTEM U CEPBUCOB, BXOJISIINUX B OpraHU3aI[MOHHBIN
o0wem, nposogsatcsa B IO/ AO «IlerepOyprckasi cObITOBass KoMmanusy 1o aapecy r. Cankr-IletepOypr, yiI.
Penuena 20 nutepa A I JIuHke, a Takxke Ha IUIOMIAIKE aIMUHUCTPATUBHOTO anapara, pacoa0KEHHOTO 0
anpecy 1. Cankr-IlerepOypr, yn. Muxaitnosa, a.11.

5.4.  TpeOoanus k cTpykrype U pynkuuam noacuctem C3I11n

B cocras cozpaBaemoit C3I1/IH TOIKHBI BXOAUTH CIEAYIOIINE OACUCTEMBI:

® [0JCHCTEMa aHTUBUPYCHOMW 3aILUTHI;

MOJCHCTEMA MEKCETEBOr0 IKPaHUPOBaHUS U 00HapyxeHus Bropxenuil (IIMOuOB);
MOJCHCTEMA 3aIIUTHI OT atak 0 aHs;

MOJCHCTEMA 3AIINUTHI JIEKTPOHHOMN ITOYTHI;

MOJCHCTEMA 3AIIUTHI CPEeibl BUPTYaIU3aLluH;

MOJCHCTEMA 3aIIMTHl ABTOMAaTU3UPOBAHHBIX Pa00OYMX MECT MOJIb30BATEIICH;
MOJCHCTEMA 3AIIUTHl Web-TIPUIOKEHHI;

nojcucTemMa coopa M aHaJIM3a COOBITHI O€30M1aCHOCTH;

MOJCHCTEMA aHAJIM3a 3aLUILIEHHOCTH.

Texnuueckoe penieHue B pamMkax TexHo-padodero mpoekra AO «lletepOyprcekast cObITOBast KOMITAHHD
HE JOJDKHO INMPOTHUBOPEYUTH TEXHHUYECKOMY PEIIEHHIO, ONMHMCAHHOMY B JOKyMeHTe «THIIOBOE TEXHHYECKOE
pemenue C3I1/In. [TosicauTenshas 3anucka», MPAO.TTI1.2020.007.113.001.

Bo u3bexanue may0iaupoBaHusi cpelcTB 3amuThl nHGopMmarmu npu npoektupoBannu C3I1IH momxHO
O0piTe yureHo Hammune B AO «llerepOyprckas cOBITOBas KOMIAHHSD CIETYIOMNX (YHKIIMOHUPYIOIIIX
MOJCHCTEM 3aIIMTHl MHPOPMALMH, HE NMPOTUBOPEYALINX TEXHUYECKUM DPELICHUSIM, ONHMCAHHBIM B JOKYMEHTE
«Tumnosoe Texuudeckoe permenne C3I1/{x. [ToscautensHas 3ammcka», MPAO.TTI1.2020.007.113.001:

® [I0/ICUCTEMA aHTUBUPYCHOM 3aIlIMUTHI;

MOJCHCTEMA MEKCETEBOT0 IKPAHUPOBAHUS U OOHAPYKEHHUST BTOPKEHUH;
MOJICUCTEMA 3aLUTHI JIEKTPOHHOM MOYTHI;

MOJICUCTEMA 3aLUTHI CPEAbI BUPTYyaIU3aliy;

rmojcucTema 3amuTel APM 1oip30BaTenen;

MOJICUCTEMA aHAJIN3a 3alIUILEHHOCTH.

Ha craguu obmero onmcanns Hactpoek C3U mpoekTa ToJbKHA OBITH MMPOBEICHA OIEHKA TIOCTATOYHOCTH
CYLIECTBYIOLIHNX IMOJICHCTEM B YacTh TPeOyeMOH MPOU3BOAUTENbHOCTH, KOJTMUECTBA JIMICH3UH U COOTBETCTBUS
TEXHUYECKUM PELIEHUAM, ONIMCAaHHBIM B JoKyMeHTe « TunoBoe Texunueckoe pemenre C3I1/1n. [loscaurensHas
3amucka», MPAO.TTI1.2020.007.113.001.

[pu pazpabotke obuiero onucanust Hactpoek C3U momxna 6I>ITI> yUYTEeHa YacTHAsi MOJIENb YIPO3 B UACTH
CKOPPEKTHPOBAHHBIX MEp 3alIUThL. B clyuae ecim KOTHYCCTBO MeP (it Mkl 1ol 5o e G d3dg 0 70T \
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Habopa B 0a30BOW MOZENH yrpo3, KOJHMYECTBO CPEACTB 3AIIUTHI MOXKET OBITh CKOPPEKTUPOBAHO B MEHBIIYIO
cropony. [Ipu 3ToM B pamMKax HacToAIIero 3aJaHus Ha TEXHO-pabodee MPOSKTHPOBAHWE KOIWYECTBO CPEACTB
3alIUTBl HE MOXKET OBITh CKOPPEKTHPOBAHO B OOJNBIIYIO CTOPOHY OTHOCHUTENBHO TEPEUYHS CPEICTB 3allUTHI,
onucaHHoro B JokyMeHTe «TumoBoe texHuueckoe pemenne C3IIJH. [loscHurenbHass 3amuckay,
HNPAO.TTIIL.2020.007.113.001.

IMopcucremsr KC3U AO «llerepbyprckas cObrroBas kommanus» s Llentpanmzoanabix MCIIH
JOJDKHBL PEaNn30BbIBaTh (DYHKIMK, HEHTPAIM3YIOIINE WM CHIDKAIOIIUE BEPOSTHOCTD PEaln3alyll YTrPO3bI
Oe3omacHocTH WH(pOPMANNK, OTPAXKEHHBIX B mprioxkeHnn 2 «llepedeHs Mep 3ammuTel Uil HeHTpamu3amui
aktyansHBIX yrpo3 YBU s LenrpammzoBanusix UCII A n nokansabeix UCIIIH, K KOTOPBIM IIpeqocTaBiIseTcs
JOCTYI MHBIM IOPUIMYECKIM JIMIAM BO HCIIOJIHEHUE JOTOBOPHBIX 00sI3aTEIbCTB.

B coctaB nmoacucTeMsl aHTUBUPYCHOM 3aIUTHI TOJIKHBI BXOAUTH:

e KOMIIOHEHT aHTUBHUpYCHOU 3amuTel APM nonb3oBarenei;

e KOMIIOHEHT aHTHBHUPYCHOM 3alIUTHI CpeAbl BUPTYaTU3ALIH.

B coctaB xommnoHeHTa aHTUBHPYCHOM 3amuTel APM mnosb3oBarenell MOACUCTEMBl aHTUBHUPYCHOU
3alllUThI JOJIXKHbBI BXOJAWTH:

® MOJYIb IEHTPATH30BAHHOTO YIPABICHHSI KOMITIOHEHTOM;

® MOJYJb JOKAJIFHOTO yIPABICHUS KOMIOHEHTOM;

® MOJyJIb aHTUBHPYCHOU 3a1iuThl APM;

® MOJYNb aJMHUHHUCTPUPOBAHUS.

B cocraB KOMIIOHEHTa AHTUBUPYCHOM 3alLUTHI CPEeJbl BUPTYAIM3ALUM IOJACUCTEMBI AHTUBHPYCHOMH
3aIIUTHI JOJKHBI BXOJIUTH:

® MOIYJb YIPAaBICHHUS KOMIIOHEHTOM;

® MOJyJIb aHTUBUPYCHOM 3allIUThl TUIIEPBU30PA.

B coctaB moacucTeMbl MEKCETEBOTO SKPAHUPOBAHUS U OOHAPYKEHHUST BTOPIKEHUH TOIKHBI BXOIHUTH:

e KOMITOHEHT 3aIlIUTHI IEPUMETPA;

e KOMITOHEHT IICHTPAIN30BAHHOTO YIIPABICHUS;

® KOMITOHEHT IIeHTPAIM30BaHHOT'O COOpa COOBITHH.

B coctaB nmoacucTeMsl 3aUThI OT aTak 0 JHSA JOJDKHBI BXOJIHUTH:

e xommoHeHT aHanm3a B AO «[letepOyprckast cObITOBast KOMITAHUS.

B coctaB mojcucTeMbl 3aIATHI AIEKTPOHHOMN IMOYTHI TOJKHBI BXO/IHUTH!

® KOMITOHEHT 3allMThl BXOJISIIETO MOYTOBOI0 TpahuKa;

® KOMITOHEHT 3allIMThl UCXOSIIEr0 OYTOBOrO TpaduKa.

[loxcucrema 3ammThl Cpefbl BHPTYAIHM3AIMH JIOJDKHA OBITH peajn30BaHa 3a CYET HCIIOJb30BaHUS
BCTPOCHHBIX MEXAaHMU3MOB CpPC€Ibl BUPTyAJIMU3allMH, MPOMICAUIUX MPOLCAYPY OLCHKH COOTBETCTBHA B Q)opMe
MPUEMOYHBIX UCTIBITAHHA.

[Moncucrema 3amutel APM moms3oBaTenell AoKHA OBITH peaM30BaHA 3a CYET HCIIONB30BaHUS
BCTPOEHHBIX MexaHn3MoB OC, MpoIIeAIX IPOLeaAypYy OLEHKH COOTBETCTBUS B (JOPME MPHUEMOYHBIX UCTIBITAHUHA
i umeemoro B Hanmmunu [10 SecretNetStudio.

B coctaB moacucTeMpl 3aIATH Web-TIPHIIOKEHHUH TOKHBI BXOIHTH!

e KOMITOHEHT 3aIIUThl Web-TIPIIIOKEHNH, OIyOJIMKOBaHHBIX B ceTH MIHTEpHET;

® KOMIIOHEHT 3alUThl BHYTPEHHUX Web-TIPUIOKEHUH.

B cocraB moacuctemsl coopa U aHamn3a cOOBITHI 0€30MaCHOCTH JOIKHBI BXOIUT:

® KOMIIOHEHT IIEHTPAJIM30BaHHOIO YIIPaBJIEHUS IOJCUCTEMOI];

® KOMIIOHEHT aHaJIn3a COOBITHI 0€30MacCHOCTH;

® KOMITOHEHT cOopa coOBITHI 0€30IacHOCTH;

® KOMIIOHEHT XpaHEeHHUs! COOBITHH.

B cocTaB nmoacucTeMbl aHAIN3a 3aIIUIIIEHHOCTH JIOJDKHBI BXOJINUTD:

® KOMIIOHCHT KOHCOJJIMJAITnuu,

® KOMIIOHCHT YIIpaBJICHUS,

e ckaHep 0€30IacCHOCTH.

5.5. TpeboBanus k GpyHKIMSIM, BbinoaHseMbiM C3I1 /10
5.5.1. TloacucreMa aHTUBHPYCHOH 3aIIUTHI
5.5.1.1. KommnoHeHT aHTUBHPYCHOH 3amuThl APM mons3oBaTeneit

KommonenT anTuBHpycHON 3ammuTel APM monb3oBaTenedl MODKEH 00€CTeunBaTh —peaH3aIiiuio

cHeayromux GyHKIUI:
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e OOHapyXeHHE U YHHUITOKEHHE BPEAOHOCHBIX MPOrPaMM B PEKUME ITOCTOSHHOM 3aIluTHI (IIPOBEPKa
BCEX 3aIlyCKaeMbIX, OTKPBIBAEMBIX W COXPaHSEMBIX Ha KOMITBIOTEpE OOBEKTOB Ha MPHUCYTCTBHE BUPYCOB) U
MPOBEPKU TO TPEOOBAaHWIO, a TaKXKe IMPOBEPKAa MOOMIBHOTO HCIONHSAEMOrO KOja, OJOKHPOBKA OMACHBIX
CKPUIITOB;

® aBTOMaTH4YeCKoe OOHOBIIEHNE aHTUBUPYCHBIX 0a3 M MPOTPaMMHBIX MOJYJIEH 10 paCHCaHUIO;

e (opmmpoBaHHE W PacCBUIKA OTYETOB O pe3yibTarax IPOBEPKH, MO pe3yjbTaraM OOHOBICHUH H
pe3yibTaTaM padoThl TOCTOSHHOM 3alIMTHI KaK BPYYHYIO, TaK U 10 33JaHHOMY PaclHCaHHIO;

® TIPOTOKOJMPOBAaHHUE PE3YNbTATOB pabOTHI U ACHCTBUH IKCIUTYaTUPYIOIIETO IIepCoHaa;

e mepenaya uHpopmanuu o coObiTHax Ha APM monb3oBatesneil B moacucteMy cOopa M aHalu3a
COOBITHH 0€30IMaCHOCTH;

® I[IEHTPAJN30BAHHBIN cOOp M XpaHeHHEe COOBITHI MH(OPMAIIIOHHONW 0€30ITaCHOCTH, TIOCTYMAIOIIUX OT
knueHTckoro I1O koMnoHeHTa aHTUBHpYCHOM 3auTel APM nonb3oBartenei;

® I[IEHTPAJN30BAHHOE YIPABICHHE MOJUTHKAMH U 33ja9aMi aHTUBUPYCHOW 3aIUTHI;

® [IEHTPAJN30BAHHBII MOHUTOPHUHT COCTOSHUSI aHTUBUPYCHOW 3aIUTHI;

e WHTETpaIws cepBepa ynpasleHus pemeHneM ¢ Active Directory moxyduenns nHbopmaimm o padbouanx
CTaHIUAX U CEPBEPaXx;

e peanuzalus poJjeBas MOJEb JOCTYIa K HHTepdeiicaM yrpaBIeHHs;

BCTPOCHHAsI CUCTeMa OOHAPY>KEHHS CETEBBIX aTak;

peanu3anuys 3alUThl OT SKCIUIONTOB,

peanu3anys 3alUThl OT IPOTPaMM-BBIMOTaTeNeH;

npenoTBpalieHue 0echaiioBbIX aTak;

o0OHapyKeHHe Yrpo3 Ha OCHOBE MAIIMHHOTO O0Yy4EHMUS,;

peanu3anys BO3SMOKHOCTH OTKaTa IMOCIEICTBHIH 3apaxeHus BpegoHocHoro [10.

Peanm3amus kOMIOHEHTa JODKHA YUUTHIBATH HAJIWYHE CYMIECTBYIOIIUX CepBepoB ympasienus ¢ [10
Kaspersky Security Center. Ha srame TexHO-pabodero MpOEKTUPOBAHUS HEOOXOIUMO TMPEIyCMOTPEThH
BO3MOYKHOCTb UCIIONIb30BaHUS JAHHBIX CEPBEPOB.

Mopysap JOKaJIbHOIO YIpPaBJICHHUS KOMIIOHEHTa aHTUBUPYCHOU 3amuThl APM monb3oBaTeneid T0JKeH
o0ecrnevnBaTh IEHTPAIN30BAHHOE YIIPaBICHNE MOyJIeM aHTUBUPYCHOH 3amuTel APM

MoJynb JOKaIbHOTO YIPaBICHUsS KOMIIOHEHTA JOJDKCH OBITh MOJYWHEH MOJYIIO LEHTPATU30BaHHOTO
yIpaBieHusi KoMroHeHTa, Haxoxsmerocs B [IOJ] BIL JIYY.

JlomkHa OBITH OOecrieueHa MHTETpaIis MOIYJS JIOKAIBHOTO YIIPAaBIEHUS KOMIIOHEHTOM C JIOMEHOM
Active Directory interrao.ru Jyist ayTeHTU(DUKAIIMKA aIMHUHUCTPATOPOB MOJICUCTEMBI IIPU JIOCTYIE K UHTEpEHCy
yIIpaBIICHHUSI MOJTYJISI.

5.5.1.2. KoOMITOHEHT aHTHBUPYCHOM 3alIUTHI CPEABl BUPTYATU3AIHN

KoMIOHEeHT aHTHBHPYCHOW 3alUTHl Cpelbl BHUPTYAIU3alMH JIOJDKCH O0eclednBaTh pean3ainio
crenyomux QyHKIn:

e OO0HapyXeHHE W YHHUYTOKEHHE BPEAOHOCHBIX MPOTPaMM B PEKUME IOCTOSHHOM 3aIInThI (TIpOBEpKa
BCEX 3aIllyCKAEMBIX, OTKPHIBAEMBIX M COXPAaHSAEMBIX HA BUPTYaIbHOM MaIlMHE OOBEKTOB Ha INPHUCYTCTBHE
BUPYCOB) U TIPOBEPKH 110 TPEOOBAHHMIO;

e aBTOMaTHYeckoe OOHOBIICHHUE aHTHBHPYCHBIX 0a3 U POrPaMMHBIX MOJYJIEH 10 pacluCaHuIo;

® BO3MOXKHOCTb ITPUMEHSITh Pa3JIMUHBIC TApaMeTPhl 0E30MaCHOCTH ISl OTACIBHBIX TPYI BUPTYAITBHBIX
MalllnH;

e (opMHpOBaHUE M PACCBHUIKA OTYETOB O PE3yJIbTaTax MPOBEPKU, MO pe3yibTaTaM OOHOBJICHUH U
pe3yibTaTaM padoThl IOCTOSHHOM 3alMTHI KaK BPYYHYIO, TaK U 10 33JaHHOMY PaclHCaHHIO;

® [IPOTOKOJMPOBAaHHUE PE3YNHTATOB pabOTHI U ACHCTBUHN SKCIUTYaTHPYIOLIETrO IIepCoHaa;

e qepenavya MH(GOpMaMKU O COOBITHAX HAa BUPTYaJbHBIX MAallMHAX B MOACHCTEMY cOOpa M aHalu3a
COOBITHIT O€30TaCHOCTH;

® [CHTPAJM30BAHHBII cOOp M XpaHEeHUE COOBITHH HH()OPMALIMOHHONW OE30MIaCHOCTH, MTOCTYMAIOIMINX OT
MOJTYJIsl aHTHBUPYCHOM 3aIl[UTHI THIIEPBH30PA;

e peanuzanus 6e3areHTCKON aHTHBUPYCHOH 3alllUThl BUPTYaJIbHBIX MAINH;

® JCIIOJIb30BaHUE BBIJCJICHHBIX BUPTYAJIbHBIX MAIIWH JUIS 33Ja4 CKAaHUPOBAHMS JAHHBIX HAa HaJIM4KE
BPEIOHOCHOTO KOJIa;

e peanu3anus ONTHMHU3AIMU POBEPKH € TIOMOIIBIO TeXHOI0ruu obmero kama Shared Cache;

e o0ecrevyeHne NPOBEPKH Ha HATMYHE BPEIOHOCHOTO KOJIa BCeX OOBEKTOB 3aITyCKaeMBbIX, OTKPBIBAEMBIX

1 COXPaAHACMBIX;
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® BO3MOXXHOCTh uHTerpammu ¢ VMware vCenter/BeiienieHHOM VMware ESXi cepBepom.

Peanm3amus KOMIOHEHTa JOJDKHA YUYUTHIBATh HAJIMYHE CYMIECTBYIOIIUX cepBepoB ympasienus ¢ [10
Kaspersky Security Center. Ha srame TexHo-pabodero MpOEKTUPOBAHUS HEOOXOIUMO TMPEIyCMOTPETH
BO3MOXHOCTH HCIOIb30BaHUs JAaHHBIX CEPBEPOB.

JlomkHa ObITh 0OeCIieUeHa HHTETPAIU MOIYJIS YIIPABJICHUS KOMIIOHEHTOM ¢ JoMeHoM Active Directory
interrao.ru ans ayTeHTU(UKAIMU aIMHUHHCTPATOPOB IOJCHUCTEMBI MPHU JOCTyNEe K HHTEpQeicy ympaBiIeHHUS
MOJTYJIS.

5.5.2. TloacucTeMa MeXCEeTEeBOr0 3KPAaHUPOBAHMSI U OOHAPYKEHUs BTOP KEHUI

5.5.2.1. Kommnonent 3ammtel nepumerpa AO «IletepOyprekast cObITOBasI KOMIaHUS

Kommonent 3ammtel mepumetpa B AQO «llerepOyprckass cObITOBasSs KOMIAHUS» IMOJCHCTEMBI
MEXXCETEBOTO JKPAHUPOBAHUS M OOHApY)KEHHs BTOP)KEHHH AOJDKEH 00ECIeqMBaTh PEaH3aLUI0 CIEAYHOINX
GbyHKIIHIA:

e (uIbTpaIys CETEBBIX IAKETOB C YYETOM BXOJHOIO M BBIXOAHOT'O CETEBOI0 MHTEepdeiica Kak CPeaCcTBO
MPOBEPKU MOAJTMHHOCTH CETEBBIX aIpeCcOB (aHTUCITY(HHT);

e ¢wibTpanus cereBoro Tpaduka mnpu BzaumozelictBun APM monb3oBaTeneil ¢ cerMeHTaMH
pasmenienus cepeepoB AO «lleTepOyprckast cOBITOBast KOMITAHUS,;

e ¢wibTpanys ceTeBoro Tpaduka nmpu BzaumozaelcTBuu aaMuHucTpaTopoB UT mHPpacTpykTypsl C
uHTephericamu ynpasnenns komrnoneHToB UT uapacTpykTyp;

e (umpTparus cereBoro Tpaduka mpu B3amMmozeiicteuu anMuaucTpatopo C3I1Iu ¢ uaTepdeticamu
ynpasienus noacuctem C3I1/1H;

® KOHTpOJIb JOCTyMa B ceTh VIHTEpHET;

e peructpanys (HakToB yCTAHOBJICHUS CETEBBIX CECCUH;

e yneHTH(UKALU, ayTeHTU(UKAIUSI W Y4eT aIMHUHHCTPATOPOB MOAcUCTeMBI npu apoctyne K I1O
KOMITOHEHTOB TojcucTeMbl nocpenctBoM WEB mHTepdeiica, nokanbHOW KOHCONM YIpaBJICHHUs M yJaleHHOH
TEKCTOBOW KOHCOJIX 10 npoTokoany SSH;

e peructpanys coObITHH QuiIbTpanuy Tpapuka U nepegada B KOMIOHEHT LEHTPAIM30BaHHOTO cOopa
COOBITHI ACWCTBUIN aJIMUHUCTPATOPA 3a CEaHC;

e yHCIEKUUs MH()OPMAIMOHHBIX IOTOKOB, OpraHu3yeMblx ¢ cepBepamu 3amumaembix WCIIJIH Ha
YpOBHE TMPHIOKEHUH 3TanioHHON Mozaenu OSI Ha mpeaMmeT NpeAoTBpalleHUs] BTOPKEHHUH C HUCIOIb30BaHHEM
PasIn4HBIX NPOQUIIEH 3alHThI;

® aHaNKM3 CEeTEBOW aKTHBHOCTH 3aIMIIAEMbIX cerMeHToB OO0IecTBa ¢ UCTIOIb30BaHNeM 0a3 CHTHATYD,
NPEIOCTABICHHBIX POU3BOIUTENIEM 000PYIOBAHMS;

® aBTOMATHYECKOE pearupoBaHUE B Cilydyae OOHAPYKEHHUS CETEBBIX aTak (IpUMEHEHHE [eHCTBUI
«OOHaApyKEHHE» WIH «OJIOKUPOBKAY);

e perucrtpaiys coObITHI 0OHAPYKEHHUS ONTACHOH CETEBOM aKTUBHOCTH;

o (QwIbTpays CIIy>KEOHBIX MPOTOKOJIOB, CIYKAIIMX ISl TUATHOCTHKH U yIIPaBIeHUsI paboToi ceTeBhIX
YCTPOMCTB;

® KOHTPOJIb MPHIOKEHUH (IIEHTHHT, TPUOPUTHU3AIHUS, APOIT), MOHUTOPUHT U YIPaBIEHHUE TOCTYIIOM K
BHEIIHUM pecypcaM;

e npotuBoaeicteue DDOS-atakam;

® [I0OTOKOBAs aHTHBHPYCHAs 3aIlINTA;

e MOHHUTOpPUHT BeO-Tpadduka, orpaHuueHHEe 10CTyIa K KOHKpeTHBIM uctouHrkaM (URL-punstparnus),
(GWIBTPHI IPUITOKEHUIA;

o pHcueknus HTTPS-Ttpaduka.

Hns kommnoHeHnTta 3amuThl nepumerpa B AO «lletepOyprckast cObITOBass KOMIAHMS» JOJDKHA OBITh
paspaboTaHa ceTeBasi MaTpHIIA JOCTYIIa B COOTBETCTBUH CO CIEAYIOLIMMHU KPUTCPHSIMU:

e o0ecreyeHue pa3rpaHUuEHHs CETEBOTO JOCTYNa COTPYJHHMKOB 3aKazyhKa MO YYETHBIM 3aIlUCsIM
nomeHa Active Directory k 3amumaembiM VIC ¢ yaeToMm uxX QyHKIIMOHAJIBHBIX 00S3aHHOCTENH;

e o0ecrieyeHue KOHTPOIs ceTeBoro B3anmMojieiictBust UC co cMeXHBIMU cHCTEMaMu sl 00ecrieueHHsI
(GYHKIIMOHUPOBAHUS POTPAMMHO-TEXHHUECKUX cpeacT 1C;

e o0ecneyeHue (YHKLMOHUPOBAHMSA IPOIPAaMMHO-TEXHHUYECKUX CPEICTB IMOJCHCTEM 3allUThI,
Bxosamux B coctaB C3I1/IH.

dopmupoBaHKE CETEBOI MAaTPHIIBI TOCTYIIA TOTKHO BBIIOTHATHCS € yUETOM 00eCIICUeHNSI MUHUMAIBHO-
HEO0OXOAMMOT0 B3auMOACHCTBHS IS oOectiedeHus GpyHKImornpoBanus VC.

Ucnonnutenem pomkHa OBITH pa3zpaboTaHa ceTeBask MaTpUIla JIOCTYNA HA OCHOBAHWM JIAHHBIX,
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NPEJIOCTABIICHHBIX 3aKa3unkoM. [lepedeHb NaHHBIX JOJDKEH OBbITh chopmupoBaH VcromHuTteneM Ha 3Tare
MIPOBEICHUS 0OCIICIOBAHUS

JlomkHbl OBITh HacTpoeHbI mapamerpbl SNMP-mpoTokosia KOMIIOHEHTa 3aluThl mepumeTpa B AO
«[TerepOyprckast cCOBITOBAsI KOMITAHUSD) MOJICUCTEMBI MEKCETEBOTO IKPAHUPOBAHUS ¥ OOHAPYKCHHS BTOPKCHHIMA
JUTSE BO3MOYKHOCTH €0 MOHUTOPHUHTA CYIECTBYIOIUMH CUCTEMaMH 3aKa3uHKa.

5.5.2.2. KOMITOHEHT [EHTPaTHN30BaHHOTO YIIPABICHHSI

KOMIIOHEHT —[EHTPAJIM30BAHHOTO  YMPABJICHUS IIOJCUCTEMBI MEKCETEBOTO JKPAaHHPOBAaHUS U
oOHapyXeHHs BTOPKEHHI JOIDKEH 00eCcTIeYnBaTh PEaTN3alliio CIEeTYIOMUX ()YHKITHI:

® HacTpolika MOJUTHK MEKCETEBOTO SKpaHUPOBAHUSI, OOHAPYKEHUS U MPEOTBPAIICHUS BTOPXKEHUS Ha
yIpaBIsieMbIX KOMIIOHEHTAX 3alUTHI IEPUMETPA;

® MOHHUTOPHUHT Pa0OTHI BCEX KOMIIOHEHTOB MOJICHCTEMBI;

® HacTpoiiKa MOJUTHUK OE30MacCHOCTH I AOCTYIa MEKAY CeTeBBIMHU cerMeHTaMu O0IecTBa;

® yIpaBieHWE KOMIIOHCHTOM 3alIUThl MIEPUMETPaA C UCIOJIb30BAHUEM IPOTOKOJIOB, 3aIIMIIEHHBIX OT
BO3MOKHOCTH TIPOCITYIIINBAHUS TTAPOJIEH U IPYTOi CyIIeCTBEHHON WH(POPMAIIHH;

® BO3MOXHOCTH T'PYHOIIMPOBKU YIIPABIIACMBIX YCTpOP'ICTB JJIA Ha3dHAa4YCHUS ITOJIMTUK IIO OTACJIBbHBIM
rpymnmam;

® BO3MOXXKHOCTh Ha3HAYCHUS TJIO00ATbHBIX MOJUTHK OE30MACHOCTH, KOTOPHIE MOTYT MPUMEHSATHCS KO
BCEM YIPABJIIEMBIM YCTPONCTBAM OJTHOBPEMEHHO;

® TIOJICPXKUBATH AIMUHUCTPUPOBAHUE HA OCHOBE POJICHi;
MOJICP)KUBATH HECKOJIBKO YPOBHEH aIMUHUCTPATOPOB H MOJIh30BATENCH;
MOJ/ICPKUBATh yIipaBieHue yepe3 Web-unrepdeiic;
LEHTPaJIM30BaHHOE YIPaBICHUE PaclpeeICHHBIMU YCTPOHCTBAMHU;
uHTerpanus ¢ Active Directory ajist HACTpOHKHU TPyYII 0€30MACHOCTH M pa3rpaHUYCHUS JTOCTYyIIA.

JlomkHa OBITH OOecrieueHa MHTErpanus MOIYJs [EHTPATU30BAHHOTO YIPABICHUS C JOMEHOM Active
Directory interrao.ru s ayTeHTH(QUKAIUH aIMHUHHCTPATOPOB TOJCHUCTEMBI MpPH IOCTyNe K HUHTepdeicy
YIIpaBIICHUS.

5.5.2.3. KoMITOHEHT [EHTPaTn30BaHHOTO cOOpa COOBITHIHA

KoMIoHEeHT UeHTpanr30BaHHOTO cOOpa COOBITHI TOJACUCTEMBI MEKCETEBOTO JKPAaHHUPOBAHUS W
0o0OHapyKeHHsI BTOPKEHUH JTOJDKEH 00eCTeunBaTh PeaIn3alfio ciae yomux QyHKIui:

® BeJIeHUE )KYPHAIOB COOBITHI HHPOPMAIIMOHHOM 0€30MaCHOCTH U OCYIIECTBIISATh UX WHIEKCUPOBAHUS
JUTs OBICTPOTO TTOHCKA;

e mpueM U oOpabortka coObiTHii Kb, momydaembIX ¢ KOMIIOHEHTa 3amuThl nepumerpa B AO
«IletepOyprckast CObITOBast KOMITAHU;

e qnpueMm u o0paboTka cobbiTHii B, Momy4deHHBIN OT MOACUCTEMBI 3AIIUTHI 3JICKTPOHHOH IOYTHI;
npueM 1 06padoTka coObiTHil b, Moy4eHHBIX OT MOACHCTEMBI 3allUThl Web-TIPUII0KEHHIA;
npueM 1 06padoTka coobiTHii b, Momy4eHHBIX OT MOJCUCTEMBI 3alUThI OT aTak 0 JHs;
BO3MOXXHOCTb IIpocMoTpa codbiTuii b B peanbHOM BpeMeHH;
BO3MOXXHOCTb TIOMCKa U (QUIBTPALMU JaHHBIX B coObITHsIX UB;

e aBTOMAarHW4ecKas MOArOTOBKA HACTpaMBAa€MBIX TIpaUUYEeCKUX OTYETOB IO CETEBOW aKTHUBHOCTH,
CUCTEMHBIM COOBITHSIM, BUpycaM, aTakam, web-puibprpanuy;

® BO3MOXXHOCTb TIOITOTOBKH ()OPMHUPOBAHUSI ITOJI'OTOBJIEHHBIX OTYETOB MO PACITHCAHUIO;

e obecrieyeHrne XpaHeHHS MTOTyYeHHBIX COOBITHI MH(POPMAITMOHHOM 0€30MaCHOCTH TS TOCIEYyomei
PETPOCIIEKTUBHOM OTYETHOCTH;

® BO3MOXXHOCTH CO3J[aHHS OTIOBEIICHUH TIPY BO3HUKHOBEHUH OTIPEIEIEHHBIX COOBITHI.

e Tmepenada coOBITHI OE30TaCHOCTH B TIOJICHCTEMY cOOpa M aHam3a COOBITHI O€30IMacHOCTH;

® ICHTPAJIM30BAHHOE YIPaBJICHHE CTATUCTHKON (KypHAJIaMH COOBITHIT), POPMUPOBAHNE OTYETHOCTH U
OTIOBEIICHHS.

JomkHa OBITH OOecrieueHa WHTErpalusl KOMIIOHEHTa [IEHTPaI30BaHHOTO cOopa cOOBITHH ¢ JIOMEHOM
Active Directory interrao.ru ajs ayTeHTH(QHKAIUN aIMUHUCTPATOPOB MOJCHCTEMBI TIPH JIOCTYIIE K HHTEepdeicy
yIpaBlICHHS.

5.5.3. TloacucreMa 3amuTsl OoT atak 0 IHS
[Moxcucrema 3amuThl oT aTak 0 AHS JOHKHA O0SCIICUMBATH PEATH3AIINIO CICTYOMNX (DYHKITHI:
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® BBINIOJHEHUE SMYJSIUH KOJa B W30JUPOBAHHON 3aIIMIIEHHON Cpejie Uil PAcCKPBITHS MOBEIACHUS U
OOHapy’KEHHUS CIOKHBIX YTPO3 H [eJICHAPABICHHBIX aTaK;

® BO3MOXXHOCTh TPENOCTaBICHHUs] OTYETOB MO pE3yJibTaTaM aHaju3a, BKIIOYAIONINX BBISBICHHBIC
NPU3HAKA YTPO3BI;

® BO3MOXXHOCTh HHTETPAIlMM C IOJCHCTEMON 3aIllUTHl JICKTPOHHOM IOYTHI B YAacTH MHOIYyYCHUS
KOHTEHTA JJIsl aHaJIN3a;

® BO3MOXXHOCTh PyYHOH 3arpy3Kku (ailloB Ha KOMIIOHEHTHI aHAN3a (HaiiIoB;
BO3MOKHOCTB MCIOJIb30BAHHS IPETHACTPOSCHHBIX 00pa30B BUPTYaIbHBIX MAIINH;
[ICHTPAJIN30BaHHAS CUCTEMa YIIPaBIICHNUS,
BO3MOYXHOCTH OJJOKHPOBKH ITOYTOBOTO TpadHKa;
ananu3 HTTP/HTTPS;
AMYJISIIUS TTOJJO3PUTENBHBIX (paiiyios;
SMYJISIIUS CKPHUIITOB,
IMYJISIIUS MAKPOCOB;
MPOBEPKa apXHUBOB C ITApOJIeM (CIOBAPHBIE MTAPOJIH);
IpOBEpKa BeO-CCHUIOK B TeJE MMMChMa U B IOKYMEHTE;
noxnepxka OC cemeiictBa Microsoft Windows B 00pazax BUPTyaIbHBIX MalTiH (TIECOYHHII);
CHCTeMa COKPBITHS pabOThl B BUPTYalIbHO# cpeze (Anti-VM evasion protection);
PETPOCTIEKTHBHEII aHAIHN3 COOBITHIA,

e TOEpXKKa JAWHAMHUYECKOTO aHAIN3a OJHOBPEMEHHO B HecKoubkuxX OC JIOKaIbHO Ha yCTPOHCTBE
(Multi-Version);

® TOJJepKKa AMHAMHUYECKOTO aHallM3a OJHOBPEMEHHO C HECKOJBKHUMHU BepcHusMu mpukiagHoro 10
JIOKaJIbHO Ha ycrpoiictee (Multi-Version);

® BBIIBJICHHE MHOTOBEKTOPHBIX aTak — Multi-Vector Attack;

e O0OHapyXXECHHE CIIOXHBIX COCTABHBIX aTaK C JOCTABKOM BPEJOHOCHOTO KOJa MO YacTsAM C PasHbIX
BHeUIHUX pecypcoB — Multi-Flow Attack;

® MalMHHOE O0ydYeHHME Ui OOHApYKEHUs yIpo3 U aHOMAJIHH;

® BO3MOXXHOCTH MPEIOCTABICHUS OTYETOB IO pe3yibTaTaM aHajIHW3a, BKIIOYAIOUINX BBISBICHHBIC
MPU3HAKH YTPO3HI.

5.5.4. Tloacucrema 3amMUTHI DIEKTPOHHOU MTOYTHI

[Noacucrema 3alIUTHI AIEKTPOHHON MOYTHI JOJDKHA 00ECTIEUHBAThH PEATH3AINI0 CIEAYIOIUX (PYHKITUIH:

® aHanM3 MOYTOBOTO Tpaduka Ha MpeIMeT HAIWYMS BPEJOHOCHBIX BIIOXKEHHH M HEXKEIaTeIbHBIX
IEKTPOHHBIX ITUCEM, CCBUIOK Ha OITACHBIE CANTHI,

® OTNpaBKa Ha MIPOBEPKY BIOKCHHBIX B AJIEKTPOHHBIC MTHChMa (paiiiibl B MOJCHCTEMY 3alIUThI OT aTak ()
TTHST;

e peanu3alus MEXaHW3MOB MPOBEPKH pEMyTal OTIPABUTEINS, MPOTOKOJIA, CONEPKUMOrO IMHCHMA,
penyrauuu [P-anipeca nomena;

® BO3MOXKHOCTH pabOTHI B Ka4eCTBE MITI03a diieKTpoHHoM moutel (MTA — mail transfer agent);

® BO3MOXXHOCTb IPEIOCTABIICHHSI OTUYETOB U CTATUCTUKH TI0 PE3yIbTaTaM pabOTHI ITOICUCTEMEI;

® [ICHTPAJIM30BAHHOE YIIPABJICHMUE;
BO3MOXHOCTh UHTerpanuu ¢ LDAP nnst popMupoBaHus MOJMTHK U IPOBEPKH MOTyYaTeIIeH;
peanu3zarus 3amuTthl oT Directory Harvest Attack;
peanu3anus 3auTel OT Bounce-arak;
aHaM3 N300paKeHNH Ha HAJMYNeE CIIaMa;
BO3MOKHOCTP MTOMEIIEHHE 3apakKeHHBIX 00HEKTOB Ha KapaHTHH;
BO3MOKHOCTb yIPaBJICHHUS COOOMIEHUSIMH B KapaHTHHE yepe3 SMTP.

HomxkHa ObITh 0OOecrieyeHa MHTerpanys NOACUCTEMBI 3alUThI IEKTPOHHON MOYTHI ¢ JOMEHOM Active
Directory interrao.ru mjsi ayTeHTH(UKaLMK aAMUHUCTPATOPOB MOJCHCTEMBbI NpPU JIOCTyNlE K HHTepdeicy
YIpaBIEHHSL.

5.5.5. Tloxcucrema 3aImuThI CpPEIbl BUPTYAIU3aUN
Jia obecriedeHHst 3aIIUTHI CPEABl BUPTyalN3alliid OT HECAHKIIMOHMPOBAHHOTO JOCTYIIA, a TaKXKe IS
3aKPBITHS aKTYalIbHBIX YTPO3 C MOMOIIBI0 BCTPOSHHBIX B PEIICHUS MO MOCTPOCHHUIO Cpelbl BUPTYaIH3AINH
MEXaHU3MOB JIOJDKHBI OBITH OMUCAHBI U JIETATM3UPOBAHBI CICIYIOIINE KOMIICHCUPYIOIIIE MEPHI:
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® IS BCEX YUETHBIX 3allUCei aJMHUHUCTPATOPOB BUPTYAIbHOW HHPPACTPYKTYPHI U aIMHUHUCTPATOPOB
b ucnonp3yroTcs Napoiy, JUIMHA U CJI0KHOCTh KOTOPBIX COOTBETCTBYET ACHCTBYIOIIECH B I'pyrie KoMmaHui
«naTep PAO» mapoapHO MOTUTHKE;

e aBTOpM3aLUsl AaIMHHHACTPATOPOB BHUPTyaJbHOW HH(pacTpykTypsl u agmuHuctparopos UMb
OCYILECTBIISIETCS Uepe3 eANHBIN KaTtanor Active Directory u ¢ ncroip30BaHHEM JIOKAIBHBIX YUETHBIX 3aIKCEH;

e BBIJEIICHHUE TPEX TUIIOB YUETHBIX 3alMCell aMUHUCTPATOPOB BUPTYaIbHON HHPPACTPYKTYPHI:

e YyYeTHbIE 3alMCH AIMHHUCTPATOPOB C PACIIMPEHHBIMH IpPaBaMH — JIOKaJbHbIE YYETHBIC 3alUCH
CHCTEMBl BHPTyalu3alliH, KOTOpble MMEIOT pacUIMpeHHbIE IpaBa JAOCTyNa (HampuMmep, HW3MEHEHHE
KOH(UIYpalluy CEepBEPOB BUPTYyANH3alUH, yJaJIeHHUE BUPTYalbHbIX MAILIMH/IUCKOB, NOCTYI K AHUCKOBBIM
XpaHWIUILAM CEPBEPOB BUPTYAIU3ALNH);

e YyYeTHbIC 3alMCH aJIMHUHHUCTPATOPOB C OTPAHMYEHHBIMM IIPaBaMU — YYETHBIC 3allCH W3 Karajora
Active Directory, KOTOpbIE UMEIOT OTpaHUYEHHBIE MTPaBa I0CTYIa, HEOOXOAUMBIE IS BBITOTHEHUS PETYISPHBIX
aIMUHHUCTPATUBHBIX ONEpaluii, TakUX KakK: CO3[JaHHE BHUPTYAIbHBIX MAIIMH, W3MEHEHHE IapaMeTpamMu
BUPTYaJIbHBIX MAIINH, 3aIlyCK/OCTAHOBKA BUPTYaJbHbIX MAIUH;

® CEpBUCHBIE yUETHBIC 3alIMCH BUPTYaIbHON HHPPACTPYKTYPBI — JIOKAIbHbIE YUETHBIE 3aIIUCH CUCTEMBI
BUPTYyaJIH3allid, KOTOpble NMEIOT MUHHUMAaIbHO HEOOXOMUMBIN AOCTYH TOJBKO K HEOOXOIUMBIM Ui JAaHHOM
YUETHOMH 3armucu 00beKTaM BUPTYabHONH HHPACTPYKTYPHI;

® BCE YUYETHBIC 3allUCH aJAMHUHHCTPATOPOB BUPTYaIbHON WHPPACTPYKTYpPHl OTPaHUYEHBI MUHUMAIHHO
HEOOXOIMMBIM JOCTYNOM K (YHKIVSIM W OOBEKTaM BHPTYaIbHON HHMPACTPYKTYpPHI B COOTBETCTBHH CO
CITy’)K€OHBIMU 00I3aHHOCTH KOHKPETHOT'O aIMUHHUCTPATOPA;

e cpenctBamu [IMOuOB HacTpanBaeTcss MHHHMAadbHO HEOOXOJUMBIA JOCTYNl K KOMIIOHEHTaM
BUPTYaJIbHON HHPPACTPYKTYPHI;

® HacTpamBaeTCs AUCKPETHBIN TOCTYI K KOMIIOHEHTaM BUPTYAIbHOW HHPPACTPYKTYPHl C MUHAMAIBHO
HEOOXOIUMBIMH IIPaBaMH AOCTYIIA IJIs1 IIOJIb30BaTENs BUPTYaIbHON HHPPACTPYKTYPHI;

® OCYILIECTBISIETCS LIEHTPANIM3alsl YIpaBJIeHUs BUPTyanbHOH HHQpacTpyKTypbl uepe3 vCenter ass
BUPTYaJIbHOHM HHPpacTpyKTypsl Ha 6aze VMware u SCVMM st BUpTyalibHOM HHPpacTpyKTyphl Ha 6a3e Hyper-
Vi

e s oOecrieyeHHs ONEPATHBHOTO pearnpoBaHMs Ha MHIWACHTH B Ha TeXHHMYECKHX CpeacTBax
TOJICUCTEMBI cOOpa M aHamm3a COOBITHI HH)OPMAIIMOHHON 0€30MacHOCTH OCyIecTBIsieTCst cOop codbiTuii Ub ¢
KOMITIOHEHTOB BUPTYaIbHOW HH(PPACTPYKTYPBHI;

e peanusyercs 3ampeT HEMOCPEICTBEHHOIO JOCTyNa K YNPaBICHHIO KOMIIOHEHTAMH BUPTYaJbHOM
MHGPACTPYKTYPHI 10 MPOTOKOJIaM yianeHHoro goctymna (SSH, RDP);

® peanu3yercs 3ampeT NpsSMOro JIOCTYyIa MPOrpaMMbl YIIPaBIEHHUS BUPTYalbHOW UHPPacTPyKTypol K
cepBepy BUPTyaIU3alMy, MUHYS LICHTPAIN30BaHHbIA CepBEp yNpaBieHUs BUPTYAIbHOU HHPPACTPYKTYPOH;

® WCMOJIL3YIOTCS MEXaHU3MbI, OO0ECHEeUMBAIOIIUE 3alIUTy OO0pa3oB BHUPTYalbHBIX MAaIlUH OT
HECaHKLIMOHUPOBAHHOW MoAM(UKaLUY;

® CHHXPOHHM3ALM BPEMEHH Ha BCEX KOMIIOHEHTaX BUPTYaJIbHOH HHPPACTPYKTYPHI € CYIIECTBYIOIIUMHU
nosepeHHbIMH NTP-cepsepamu.

JocTyn Ha ynpaBieHHWE BUPTyalbHOW HHQPACTPYKTYpO# WM mapameTrpaMy Oe30MacHOCTH JIOJKEH
NPEIOCTABIATHCS TOJIBKO JUIA ayTeHTH(QHULIMPOBAHHBIX MOJIb30BaTenei. s 3Toro B moacucremMe 10KHA OBITH
NpeaycMOTpeHa Mpolenypa ayTeHTU(QHUKAIUK aJIMUHHCTPATOPOB MpU AOCTyHe K MHTepdelicaM ynpaBlieHHS
Cpeioil BUpTyaIn3aliui.

HomxHa ObITh OoOecriedeHa HMHTETpaLusl MojAcUcTeMbl ¢ JoMeHoM Active Directory interrao.ru amns
ayTeHTU(UKAMA aAMUHUCTPATOPOB MOJACHCTEMBI NPH JAOCTyNEe K HHTepdeicy ynpaBieHHs MOAYJIEM H
aJIMAHUCTPATOPOB BUPTYaIbHONH MH(PACTPYKTYpHI MpHU JOCTyNe K HHTepdeiicaMm yIpaBlIeHUsT BUPTYalbHOM

UHPPACTPYKTYPHI.

5.5.6. TIToxcucrema 3amursl APM nonbs3oBareseii

Jiist obecriedeHust 3anThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA BUPTYaIbHBIX MAIITUH, PA00TAIOIINX 10T
yIpaBlieHHEM OIEPAallMOHHON CHCTEMBI ceMelcTBa Linux, a Takke Ui 3aKpBITHA aKTyaJbHBIX yrpo3 (yrposa
9KCIUTyaTaluuu UU(POBOH MOAMKCH MPOrPaAaMMHOTO KOJa M yrpo3a HECAHKIMOHMPOBAHHOTO BOCCTAHOBIJICHHS
YIANEHHOW 3amuiaeMoll WHGOpPMAaIUK) JIOIDKHBI OBITh ONWCAHBI W JICTATM3UPOBAHBI  CIICAYIOIIUE
KOMITEHCHPYIOIIHE MEPHI;

® C WCHOJB30BAaHHEM IITATHBIX CPEICTB OMEPAlMOHHBIX CHCTEM ceMmeiicTBa Linux ocymiecTBiseTcs
KOHTPOJIb HENOCTHOCTH (aityioB (yTuiauTa «aidey);

® C HCIOJBb30BaHUEM IITATHBIX CPEACTB OMNEPAlMOHHBIX CHCTEM cemeicTBa Linux OCYIECTBIACTCA
3aTupanne ¢ainos (yrunmmra «shred») u 3aTupanue OJIOKOB JKECTKO
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nocie ypaneHus (aiJIoB C HCHONB30BAaHHEM IIEPEUMCICHHBIX YTWINT Yy 3JIOYMBIIUICHHUKA OJDKHA
OTCYTCTBOBaTh BO3MOXKHOCTb BOCCTAHOBJICHUS 3THX (DailioB»
e s OrpaHMYCHUS YIAJICHHOTO JOCTyIa K KOHCOJM YIIPABICHHS BUPTYAIbHBIMU CEpBEpaMH IO
npotokony SSH Ha MexcereBbix skpaHax [IMOuOB HacTpauBaroTcsi mpaBHia MEKCETEBOIO SKPaHUPOBAHMA,
paspemaroniyie AocTyn Toyibko mo mporokony SSH (TCP/22) u Tonsko mis IP-agpecoB APM cucTemMHBIX
aJMUHHUCTPATOPOB U UX JOMEHHBIX Y4YETHBIX 3aIIHCEH;
® CHCIOJIb30BaHKEM CPEICTB MOJACHCTEMBI cOOpa 1 aHaIn3a COOBITHI HH(POPMAaIMOHHON O€30MaCHOCTH
ocymecTBIsieTcs: cOop >kypHanoB ¢ cepBepoB Linux. [Ipu moneiTke mosyueHus HeCAaHKLIMOHUPOBAHHOT'O JOCTyIIa
K cepBepaM Linux (BBOA HEBEpHOTO Maposisi), a TAKXKEe BBOJA KOMaHJ, MOJACUCTEMa cOOpa M aHajn3a COOBITHIMA
MHQOPMAIIMOHHON OE30MaCHOCTH IOIYYUT COOTBETCTBYIOUIYH0 HMH(OPMAIHIO, CTeHEPUPYET HHIMICHT
nHpopmarmonHoit Oe3omacHocTH (broot force) m oTmpaBuWT email-omoBenmeHNe HA AJIEKTPOHHBIN ampec
agmuHucrparopa 1b;
® ayauT IEHCTBUI aJMHHUCTPATOPOB CEPBEPOB HACTPAMBACTCA C MCIIOJIB30BAHUEM LITATHBIX CPEICTB
OTIepaLlMOHHBIX CUCTeM ceMeiicTBa Linux (yrunura «auditdy).
Jus obecniedenuns 3ammtel APM monmb3oBateneil 0T HECAHKIIMOHUPOBAHHOTO JOCTYIA, a TaKKe IS
3aKpBITHS aKTYalbHBIX YIPO3 C MOMOIIbIO BCTPOeHHBIX B OC MEeXaHU3MOB M MEXaHU3MOB I'PYNIOBBIX MOJUTHK
Active Directory J0JKHBI OBITh OIIMCAHBI U AETAIM3UPOBAHBI CIIEAYIONINE KOMIICHCUPYIOIINE MEPHI:
® TpPUMEHEHHUE TPEXITAITHOTO OOHOBIECHUS onepannonHol cucteMbl Windows Ha APM nons3oBareneit
npu oMot Microsoft System Center Configuration Manager:
® TECTHUpPOBAHHE HOBBIX OOHOBJICHUH Ha APM mnosnb3oBaTeneit TecToBOM rpymnisl (B TeUeHUE 7 THEH);
® PacHpOCTPaHCHHUE YCIEITHO MPOTECTUPOBAHHBIX 00HOBICHNH Ha APM monbk3oBareneii (B TeueHue 7
TTHEH);
® TIpUHYAWUTENbHAS Nepe3arpy3ka B Hepabouee Bpems APM mons3oBaTeneli, KOTOpbIE HE YCTaHOBHIIH
pacrpocTpanseMoe 0OHOBJICHUE;
e aBTOMaruyeckas OJIOKHpOBKa SKkpaHa APM monb3oBatels 1Mo MpUYMHE HEAKTUBHOCTH MOJIb30BATEIIS
U TP U3BJICUYCHUN TOKEHA;
e T[pUMEHEHHUE IS JOMEHHBIX aJMHHHCTPATOPOB M TOJIb30BATENEH TOMEHA Pa3IWYHBIX MapOJIbHBIX
MOJITUK;
® YCTaHOBKA €JMHOM NapOJIbHOM NOJIUTUKY VIS BCEX JOMEHHBIX aJMUHUCTPATOPOB I 'pyNIbl KOMIIaHUH
«uTep PAO»:
O MUHHMAaJbHas JJIMHA Maposisi — 16 cuMBOIIOB;

MaKCUMaJIbHBI CPOK AeicTBUs napoist — 30 aHel;

MHUHHUMAJIBHEIN CPOK JCHCTBUS HMapoist — 5 THel;

MIPOBEPKa CI0KHOCTH Mapoisi JOJKHA ObITh BKIIIOYEHA;

JIOJKHO 00ecIieurBaTh YHUKAJIbHOCTD 15 mocieqHux naposei;

OJIOKMPOBKA YYETHO! 3aMCH I1OCIIE 5 HEYCIIEIIHBIX MONBITOK aBTOPU3ALINY;
O pa3peuuTh CIEeAYIOUIYIO TIONBITKY ayTeHTUhuKamy yepe3 180 MunyT;

® YCTAHOBKA €JUHON IapOJIbHOM IMOJUTHKU JUI1 BCEX IIOJb30BaTeNled AOMEHa ['pynnbl KOMIAHUN

«HTep PAO»:
O MUHHMMAaJbHas JJIMHA apoisi — 8 CUMBOJIOB;

MaKCUMaJIbHBIN cpok JeficTBus maposs — 90 jHeid;

MUHUMAJIbHBIN CPOK neiicTBus naposs — 10 qHeir;

MPOBEPKa CIOKHOCTH NapoJIsl JOIDKHA OBITH BKIIIOYCHA,;

JOJDKHO O0ecTieuynBaTh YHUKAIBHOCTD 2 TIOCIETHUX TapoJiei;

OJIOKMPOBKA yueTHOM 3anmucH rociie 10 HeyCenHbIX MONBITOK aBTOPHU3AIHH;
O pa3pelUTh CIEAYIOUIYIO TIONBITKY ayTeHTUhuKanuy yepe3 120 MunyT;

e BeJeHHE JKypHaJIoB coObITHMH BXona (BBIXOJA) TMONB30BATEe, [OCTyma K pecypcam,
3aIlyCK/OCTaHOBKa MIPOLIECCOB;

® Ha3HayeHbl MUHHMAaIbHO HEOOXOOMMbIE NpaBa JOCTyNa IoJib30BaTesell K ympasieHnio APM u
¢aiinooii cucreme;

e OJDKHO OBITh OTKIIIOUEHO XpaHeHHe xami-3HaueHuit LAN Manager nipy cMeHe napoJis;

® JIOJDKHO OBITh YCTaHOBIIEHO TpeOoBaHue 128-OMTHOTO MUQPOBaHUS JUIsS CEaHCOB 0E30MaCHOCTH Ha
0a3e NTLM SSP (Bxmrouas 6e3onacHbiit RPC);

® JI0JDKHA OBITH OTKJIIOYUEHA OTIIPaBKa He3amu(ppoBaHHBIX Maposeit ctoporanM SMB-cepBepaM;

® JI0JDKHO OBITH BKITIOUEHO OOHAPYKCHNE YCTAaHOBKH NPHIIOKEHHS U 3a[IPOCOB Ha MOBBIIICHHUE TIPAB;

® JIOJDKHO OBITh BKJIIOUEHO MEPEKIIIOUYEHUE K Oe30I1acCHOMY paboueMy CTOJy IIPU BBIIIOJHEHUT 3ampoca
Ha MOBBIICHIS MPaB, Mepeaar uepes uaaok 02.03.2022 18:25 GMT+03:00 /
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® IIpW 3ampoce MOBBIIMICHUS MPaB Ui OOBIYHBIX TOJIH30BATENCH HODKEH OBITh aKTUBUPOBAH 3ampoc
YYeTHBIX TaHHBIX Ha Oe301macHOM pabodeM CTOIe;

® JIOJUKCH OBITh BKIIIOYCH 3allpeT TNEPEYHUCICHUS Yy4YeTHBIX 3amuceii SAM  aHOHUMHBIMH
MOJIH30BATEISMH;

® JI0OJDKEH OBITh BKIFOUCH 3alpeT MOIb30BaTelsIM Ha YCTAHOBKY JIpaiiBepa MpUHTEpa;

® JIOJDKHBI OBITh OTKJIFOUECHBI BCTPOCHHBIC YUETHBIE 3AIMUCH «ATMUHUACTPATOP» U «['OCThY;

® JIOJDKHO OBITh BKIIIOUEHO TpeOoBaHWE IH(POBOW IMOAMMCH WX IMH(PPOBAHUS TOTOKA JAaHHBIX
0e30MMacHOro KaHaja Mpu B3auMOJICHCTBHH C KOHTPOJUISPOM JOMEHa.

5.5.7. Tloacucrema 3ammThl Web-TIPHITOKEHUH

[Moacucrema 3ammThel web-NPUIOKEHNUH JOIDKHA 00€CTIeYNBaTh PEeTN3AHIO CISAYIOMNX (QYHKINNA:

® TOAJEpKKAa MEXaHW3MOB NPEIOTBPAIEHHUS MCIIONB30BaHUS U3BECTHBIX ys3BuMocTel B 1O (virtual
patching);

® MPOTHBOJCHCTBHE TUTIOBBIM yIpo3aM Ui Web-TIPHI0KECHHIA:

e HTTP-araku, BKIIIOYasl aTaku Ha NepenoHeHne Oydepa;

® IpOTUBOJEHCTBUE OpyTdhopc-aTakaM (m1oA00p mapoiiei);

e 3amuTa OT MOIIEHHHWYECTBa (MIPOBEpKa NPUBSI3KH K CECCHU TIOJNB30BaTeNs, JCTEKTUPOBAHUE
ABTOMAaTH3UPOBAHHON aKTUBHOCTH);

e 3amuTa OT poOOTOB, BKJIIOYAIONIAs HAJIW4YMe BCTPOSHHOH 0a3bl pOOOTOB M aBTOMAaTHYECKOE
MOBeIEHYECKOe IeTeKTHpoBaHue podoTta 3ammuTa cookie (B Tom urcie ¢mar HttpOnly);

e 3zammra or HPP (HTTP Parameter Pollution — cmemmBanue («3arps3nenue») rpanuin HTTP-
napaMeTpoB);
samuta ot HTTP Verb Tampering;
3amTa 0T OS Commanding;
3alInuTa OT CIOXKHBIX KiueHTckux atak Clickjacking;
oOHapyXeHHE CIIOKHBIX aTak Ha ctopoHe kiaueHTta XSS,CSRF/XSRF;
3amuTa ot atak tuna DOM-based XSS;
o0ecreyeHne NpoTuBoAeHcTBUA yrpo3am u3 crimcka OWASP TOP 10:
unbekimu (Al — Injection);

e HapyllleHHe aBTopu3anuu W ynpaeienus ceccueir (A2 — Broken Authentication and Session
Management);

® MeKcaiToBoe BhITIONHEHHE crienapues (A3 — Cross-Site Scripting (XSS));

HeOe3omacHbIe psiMble cChblUTKU Ha 00beKkT (A4 — Insecure Direct Object References);

ouIMOKH HACTPOWKH mapameTpoB Oe3omacuoct (A5 — Security Misconfiguration);

pacKpbITHE YyBCTBUTENBHBIX JaHHBIX (A6 — Sensitive Data Exposure);

OTCYTCTBHME KOHTPOJIS YPOBHs gocTyma K Gyukiwm (A7 — Missing Function Level Access Control);
nojIesKa MeskcanToBbix 3anpocos (A8 — Cross-Site Request Forgery (CSRF));

® 1CIHOJIb30BaHUE KOMIIOHEHTOB ¢ M3BeCTHBIMU ysi3BuMocTsMu (A9 — Using Components with Known
Vulnerabilities);

e HenposepeHHble nepeHanpanienus (A10 — Unvalidated Redirects and Forwards);

e gopmammzauusi HTTP-3ampocoB ¢ yueTroM ocoOeHHOCTEH HCIOIB3yeMoro BeO-cepBepa s
3alUIIACMOTO TIPUIOKEHHS

® BBUIBJICHUE OTKJIOHEHHIA OT THUIIOBOI MOIEIH /ISl JAHHOTO TPUIOKEHHS (0T poduis);

® aHaNKM3 TOBEJICHUS IOJIL30BATENS MMPHUIOKECHUSI M aBTOMaTHYECKOe OOHAPYKEHHUE I0JIb30BaTeNe C
AQHOPMaJIbHBIM TTOBEJICHUEM;

® QIpeAciIeHNE aBTOMaTU3UPOBAHHBIX JIEUCTBUI M10Ib30BATEINS;

® oIpeJielieHre JOBEPEHHOCTH ajipeca (Ha OCHOBE YEPHBIX CIIHCKOB);

® BO3MOXXHOCTh aBTOMATH3WPOBAHHOTO JBPHCTHUYECKOTO MEXaHHM3Ma CaMOOOYYCHUS, BKIIIOYAIOIIETO
aHaJIM3 BXOJHBIX JTAHHBIX OT MOJIH30BATEIIS, YYUTHIBAIOIIETO THIT KaXKI0TO CHMBOJIA U TIOPSI0K THUIIOB CHMBOJIOB
U CIICI[CIMBOJIOB;

e qepenava coObITHI 0€30IaCHOCTH B OACHUCTEMY cOOpa M aHaJIM3a COOBITHH 0€30MaCHOCTH;
tepmuHupoBanue SSL/TLS coeannennii npu TEpPMHUHUPOBAHUH KITUEHTOM BO BCEX PEXHMAX PabOTHI;
peanm3anys GYHKIMN BaTHIAIIHN:
¢ unpTpanuei NakeToB Ha OCHOBE OUTOBON MACKH;
cTporas mpoBepka Metonioi Ha coorBercTBue RFC mytem mposepky my0impoBanust 3ar0JI0BKOB;
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e IIpOBEpKa HAa OCHOBE OTPAHWYECHHUU MCIIOJIb3YEMBIX BEPCHM MPOTOKOJIA, KOJUYECTBA 3arojIOBKOB,
KOJIMYEeCTBa cookies;
e ananu3 nporokona HTTP;
ananu3 nporokona HTTPS;
ananu3 mporokona SOAP;
aHanu3 npotokosia XML;
aHanu3 nporokosna JSON;
nogaepxkka 'OCT mmdpoBanus npu ucmoab30BaHuy (yHKIMOHATA TepMUHUpOBaHus SSL;
LEHTPATN30BaHHOE YIPABICHNUE PACIIPEICI€HHBIMU yCTPONCTBAMH;
CUCTEMAaMH YTIPaBJIECHUs YUYETHBIMU 3alMcAMHU nocpencTBoM mpoTokonoB LDAP unu RADIUS;
peanuzanys poJeBOi MOJENHU 10CTyNa aIMUHUCTPATOPOB K CUCTEME;
MOJ/ICPKKa MPOTOKOJBI OTIPABKH AAHHBIX/>)KyPHAJIOB COOBITHHA:
syslog;
SNMP;
MPUOPUTH3AIUS COOBITHH (IPUOPHUTET, THII);
arperupoBaHue cOOBITHH (TPYNIHUPOBKA OJHOTHITHBIX COOBITHI);
CO3/1aHKe OTYETOB HA OCHOBE 3aPETUCTPUPOBAHHBIX COOBITHH.

5.5.8. Tloacucrema cOopa u aHanu3a coObITHI 0€30MacHOCTH

IMoncucrema cOopa © aHanmuM3a COOBITUH OE30MACHOCTHM  JIOJDKHA — BBIMIOJIHATH — CIEAYIOLINE
(GyHKLIMOHAIBHBIE 33/1a4H:

e peructpanus coosituii Ub ot moacucrem C3I1/1n u 06vexToB UT-tHPpacTpykTypsr O0miecTBa;

e cOop, 00paboTKy 1 XpaHEHHE 3apeTUCTPUPOBAaHHBIX coObITHI UB.

B pamkax peanmuzanuu 3agayd 1o peructpanuu coObThié VB MOMKHBI BBIMONHATHCS CIEAYIOMINE
¢byHKIMY (IpY HATHYUH AaHHOH HHPOPMALUU B raw-COOBITHAX C UCTOYHUKOB COOBITHIA):

® perucTpanys BXOJa/BbIXOJa CYOBEKTOB JOCTyNa K 3allMIIAeMBIM pecypcaMm, ¢ YyKa3aHHEeM
CIIEAYIOIIMX MapaMeTPOB:

e JaTa W BpeMs BXOMa/BbIXOAa CyOBbEKTa JOCTYyNa B CHCTEMY/M3 CHUCTEMbl HJIU 3arpy3KH/OCTAHOBKH
CHCTEMBI,

® pe3yJIbTaT HONBITKU BX0/a (yCIeIHas/HeyCIIeIHasl ),

e yneHTH(]UKATOP CyOBEKTa, MPEIbSIBICHHbIN IPU MONBITKE JOCTYIIA;

e perucTpanys 3amycka M 3aBepIlleHHs IPOrpaMM M MPOLeccoB (3aJaHuii, 3a1ad), MpeIHa3sHAYSHHBIX
JUTsE 00pabOTKH 3aluiaeMbix (paiiioB, ¢ ykazaHUEeM CIIAYIOIINX apaMeTpoB:

® Jara M BpeMsl 3allycKa/3aBeplleHus POrpaMMBbl WK Mpoliecca (3aaHus, 3a]Ja49H ), IpeTHa3HAYeHHBIX
JUTst 00pabOTKH 3aIIUIIaeMbIX (aiiios,

e yaeHTH(UKATOP CYOBEKTa, OCYIISCTBHBILIETO 3allyCK/3aBeplICHHE NPOTpaMMBl WM Ipolecca
(3amanwus, 3a7a49n), MpeTHA3HAYCHHBIX JIJIs1 00pa0OTKH 3alUIIAeMBbIX (DaiiioB;

® perucTpanys NOMBITOK JOCTYNA CyOBEKTOB (TI0JIb30BaTENIEH U MPOLIECCOB) K 3AIUIIAEMbIM 00BEKTaM
nmocTyma (dainam, KaTaoram), ¢ yKazaHueM CIIEAYIONNX MapaMeTpoB:

® Jj1aTa M BpeMs MOMBITKHU JIOCTyNa CyObheKTa K 00beKTaM JIOCTYIa,

® pEe3yJIbTaT MOIBITKY JIOCTYTA (yCIIeIIHAs/HeyCIIeIHas),

e uneHTH(HUKATOp CyOBEKTa, OCYIIECTBUBIIETO MOMBITKY OCTYNA K OOBEKTY;

e cOop, 3aMKCh M XpaHEHUE 3aPETUCTPUPOBAHHBIX COOBITHI 0€30MaCHOCTH B TEUCHHE YCTAHOBICHHOTO
BpPEMEHH XpaHEHHUSI.

B pamkax peanmzanuu 3agay no coopy, o0paboTke M xpaHeHHI0 coObITHH VB NOIKHBI BRITOTHATHCS
cnenyroiue GyHKIIMN:

e cbop cobbiTuii b m0MmKeH oCyecTBIATECS O CIASAYIONMM MIPOTOKOJIaM/criocobam (KOHKPETHBIH
MPOTOKOJI OTpeNeNseTcsl Ha JTane pa3paboTku pabodell JOKYMEHTAllMd C Y4eTOM (YHKIIMOHAIBLHBIX
BO3MOYKHOCTEH HCTOYHHMKA COOBITHIA):

o Syslog;

MS Windows Event log (wmi);

CVYB/] ¢ ucnons3zoBannem ODBC.

00paboTKy momyyaembIx coObITrii B, BKITIOUast:
¢bunpTpanymy;

HOPMaJIM3all1y;
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e arperanmuy;
® KaTEropu3aluu;
® [IpUOPUTE3ALUY;
® KOppEeIsIUu.
e XpaHeHHE COOBITUH MOJKHO BBIIONHATHCS B JIMHEWHO Maciutabupyemoit HepessiunonHoir CYBJ]
(noSQL);

® BH3yaJM3allMIO TOMOJOTHH CETH, BKIIIOUasl IOCTPOEHUE HA aKTyaJbHBbI MOMEHT BPEMEHH TOIMOJOTHU
CceTH;

e BeJeHHNE 0a3bl aKTHBOB:

e TiepeyHs 0OBEKTOB C MPUCYIIIMMH JAHHOMY OOBEKTY OpeieIeHHBIX XapakTepuctuk (APM, cepsepa,
Y3JIbI CETH, TIONBb30BaTEIH, TPYIIIHI MOJIb30BATENeH U T.11);

e oOHapyXeHHE W J0OaBICHHWE AaKTHBOB CIEAYIOIUMH CIIOCOOAMH: aHAaJTN30M COOBITHH, aKTHBHBIM
CKaHMpOBaHUEM (TECTHPOBAaHHE Ha MPOHUKHOBEHHE, CHCTEMHBIC NPOBEPKH), aHAIN30M CETEBOTO Tpaduka,
umnopT u3 Active Directory, 1o6aBieHre aKTHBA «BPYIHYIOY;

® CKAaHHPOBAaHHUE Y3JIOB CETH, BKIIFOUAS:

® VHBEHTAPU3AIMOHHOE CKAaHWPOBAHWE B IENSIX BBIABICHUS, WICHTU(HUKAINH Y3J0B CETH, a TaKXKe
MOJTyYEHHS UX XapaKTePUCTHK;

® CEeTeBOE CKaHWPOBAHUS B IEJAX WACHTU(UKALINN CETEBBIX CITYXKO.

® aBTOMATHYECKYH aKTyalu3anuio MHPopMamud 00 aKTHBaxX IO pe3ylbTaTaM CKaHHPOBAaHUS Y3JIOB
CeTH;

Koppemsiuto coobiTrii b, BKitowas:

Koppemsiuto coobiTHii b Ha 0cHOBE BCTpOEHHOH 0a3bl IpaBUII KOPPEIISILINY;

BO3MOXHOCTb CO3JJaHHsI COOCTBEHHBIX TPaBUII KOPPEISLIUH;

BO3MO’KHOCTb HCTIOJIb30BAHNUS B IPAaBUIIaX KOPPETAINH IIepedHsl 3aBEJCHHBIX B [TOJICUCTEME aKTHBOB;
BO3MOYKHOCTb UCTIOJIb30BaHUS CIIPABOYHUKOB MPU (POPMUPOBAHUU TIPABUIT KOPPEISLIUH;

® MHOTOYPOBHEBOH KOPPEJSILIMH, KOTJIa Pe3ybTaThl cpabaThIBaHHS MTPABMII KOPPEISIUH MOJAIOTCS Ha
BXOJ[ IPYTOMY TIPABUITY KOPPEIISAIIHH.

® BO3MOXKHOCTb ONTHMHU3AI[H PABUII KOPPEISIIMYU C UCTIONB30BAHUEM HOBBIX JIaHHBIX 00 aKTHUBAX;

® BO3MOXXHOCTH YIPaBJICHHS 3ajadaMu 10 cOOpy, 0OpabOTKe W KOPPENSIUH COOBITHH, YIpaBICHUS
aKTHBaMU U3 €IMHOM KOHCOJM (Web-untepdetica);

® HEOTPaHWYEHHOTO VYBEIWYEHWS OOBEMOB XpaHeHHs (B YaCTH OTCYTCTBUS JUIICH3MOHHOTO
OTpaHUYEHHUS);

® BO3MOXXHOCTh MHTETPAIMH C PEHICHUSIMH JAPYTUX MIPOU3BOANUTENEH depe3 OTKPhIThI API;

® OTCYTCTBHE JIMIICH3HOHHBIX OTPAaHUYCHUH Ha KOJ-BO U 00BbEM MOCTYMAIONINX COOBITHIA,

® BO3MOXKHOCTH IOJKIIIOUEHHUSI HOBBIX HCTOUYHUKOB coObITHi VB, B ToM uncie cucrem 1C.

K noxacucreMe JOKHBI OBITh HOAKIOYEHBI HCTOYHUKH COOBITHIH, BXxoasiue B coctas C3I1/1H.

[NonxkimroueHe UCTOYHUKOB COOBITHH JJOJKHO BBITIOTHATHCS C y4eTOM (PYHKIIMOHAIBHBIX BO3MOKHOCTEH
ucnoaszyemoro 110 B moacucreme.

Peanuszanus moacucTteMsl JODKHA YUYUTHIBATH CYHIECTBYIOLIME pEIICHUs 3aKa3uMKa, KOTOpbIE HeE

MPOTHUBOPEYAT TEXHUYESCKUM PEIICHHSM, ONMCAaHHBIM B TOKyMeHTe «TumoBoe texandyeckoe pemenue C3I1/H.
TlosicanTenwsHas 3ammcka», MPAO.TTI1.2020.007.113.001.

5.5.9. Tloxcucrema aHann3a 3alUIEHHOCTH

[loacucrema aHanmM3a 3aLIMIIEHHOCTH JI0JDKHA 00€CIEYMBATh PEATN3ALNIO CIEAYIOMNX (DYHKIMHI:

e uHBeHTapu3anus 00bekToB UT-nndpactpykrypsl O0mecTsa;

® BBIABJICHUE U WICHTU(PHUKALHS y3JI0B, QYHKIHOHUPYIOUINX B MOMEHT CKAHUPOBAHUS U JJOCTYITHBIX 110
OTHOMY M3 TIPOTOKOJIOB TPUKJIAJHOTO YPOBHS, II0 CETEBBIM apecaM MM NMEHaM

e BEHIBJICHHE M MACHTH(HKANNA TOPTOB TPAHCIOPTHOTO YPOBHA CETEBBIX MPOTOKOJIOB, JOCTYIHBIX B
MOMEHT CKaHHUPOBaHUSI, 110 IPOTOKOJIAM U HOMEPaM;

e BBIBICHHE W WACHTH(UKaWs ys3BUMOCTeH (BKIOYass OMMOKH KOH(HTrypammu) B peann3aiuu
UACHTH(QHULIUPOBAHHBIX CETEBBIX POTOKOJIOB,;

® BBIABJIICHHE YSI3BUMOCTEH B AOCTYNHBIX Mo mportokony HTTP BeO-mpunoskeHusx, 00yclIoBIESHHBIX
omnOKaMy, JONYIIEHHBIMY IIPU Pa3pabOTKe ATUX MPUIOKEHUIH;

® BBIABICHHE YYETHBIX 3alucel ¢ NaposIMM, COAEP)KAIIMMUCS B CIPAaBOYHMKAX, 3aJaBacMbIX
aJIMUHHCTPATOPOM B HACTPOHKAX CKAHMUPOBaHUS (CIIOBAPHBIMH HapOJ'IHMI/I)‘

e cOop cBeIeHUH O COCTaBE MPOrPaMMHOI0 U alnapaTHOro oo Qecriederyg CKAUINYEMOro ¥ama, o
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e cOop cBeneHMI O HATTMYUH YSA3BUMOCTEH MPOrpaMMHOTO 00ECTICYeHHUS] CKAHUPYEMOTO y3I1a;

e cOop cBeaeHWH O KOH(UIrypauM MPOrpaMMHOro obecreueHuss B 00beMe, AOCTATOYHOM JJisl
BBISIBIICHUS yA3BUMOCTEH, 0OYCIIOBICHHBIX OIMTMOKaMH KOH(UTYpaInH;

e (opMHpPOBaHUE OTYETOB IO PE3yJIbTATaM CKaHUPOBAHMH;

® [CHTPAJM30BAaHHOE YIpaBJICHHE IIEMEHTAMH MOACUCTEMBI U IOCTYIIOM MOJIb30BaTENICH K d1IeMeHTaM
HOICUCTEMBI.

5.6. TpeboBanus K yucieHHOCTH 1 KBaiupukanuu nepconana C3[1IH u pexxumy ero padoThI

Ypoens kBanupukaruu nepconana C3I1/{H qomkeH oOecieunBaTh BRITOTHEHIE BO3JIOKEHHBIX Ha HUX
(GYHKIMOHAIBHBIX 00S3aHHOCTEH, KOTOpPbIE JOJKHBI OBITh OTPaXCHBI B TMOSICHUTEIHLHOH 3allUCKe K TEXHO-
pabouemy npoekty C3I1/]n O6miecTBa.

Ypoeens kBanmdukamuun nepconana C3II[IH momwkeH OBITH MOCTATOYHBIM IS pEaM3allHl BCEX
¢GyHKIHA (ABTOMaTU3MPOBAHHBIX U ABTOMAaTUYECKIX ) CHCTEMBI BO BCEX PEXKHMax ee PadoThI.

TpeboBaHMs K YHCACHHOCTH, PYHKIHOHATBHBIM 0053aHHOCTSAM POJICH IKCIUTYaTallHOHHOTO NIEpCoHAIa U
poJiell moabp30BaTeNei JOKHBI ObITh aKTyann3oBaHbl B [10SICHUTENBHOM 3amHucKe K TEXHO-pabodeMy MPOEKTY
C3I1Ir ObmecTBa B COOTBETCTBUU ¢ TOKyMeHTOM «TumnoBoe Texamueckoe pemenne C3I1/n. [losicaurensHas
3anucka», UPAO.TTI1.2020.007.113.001 u ¢ yuetom akTyanbHOro Habopa noacuctem C3I1/n ObmiecTra.

Ponmu u ¢pyHKIMM 00CITyKUBAIOIIEro MepcoHaia AOJKHBI OBbITh ONPEAEICHBI C YUETOM pa3rpaHUYCHUS
OTBETCTBEHHOCTH MEXAY PAOOTHHUKAMH, OCYILECTBIISIOIINMI HEHTPAIN30BAHHYIO SKCIUTYyaTalMI0 U SKCIIEPTHYIO
(aHAaIMTHYECKYIO) MOJACPKKY CHUCTEMBbI 3aIIUTH M PAOOTHUKAMH, OTBEYAIOIINMH 32 3KCIUTYaTalUIO OJCUCTEM
3ammThl HHGopManyu Ha mecte (B 1O).

Hns  moacucteM, HaxXO[SIIUXCS B 30HE OTBETCTBEHHOCTH IOJPA3NENICHHs, 3aHHMMAIOLIErocs
obecrieueHneM WH()OPMAIMOHHON 0€30MacHOCTH M TOJpa3AelieHu, 3aHUMarommxcs moxaepxkon WT-
UHQPACTPYKTYPHI, TOJDKHBI OBITH ONpeIeNieHbI 30HBI Pa3TrPaHUUCHHST OTBETCTBEHHOCTH.

5.7. TpeboBaHHS K HAAEIKHOCTH

IIpu paszpabotke TexHO-pabouero mpoekra AO «IlerepOyprckas cObITOBas KOMIAHHS» JOJKHBI
YUUTHIBATHCS TMOKA3ATEIHN HAJIEKHOCTH JISI KaXI0W MOJICUCTEMEI PealTu3yeMble B paMKaxX TOKyMeHTa « Tumosoe
texuuueckoe pemenue C3IIH. [loscautensHas 3anucka», MPAO.TTI1.2020.007.113.001. Ina noacucreM, He
TIPEIONIATaAlONUX HAIWYUS pe3epBUpoBaHus 1Mo cxeme N+1, B pamkax TexHo-pabodero mpoekta AO
«ITerepOyprckasi CObITOBas KOMIIAHUS» JIOJIKHO OBITh YKa3aHO BPEeMsl BOCCTAHOBJICHHUs PabOTOCIIOCOOHOCTH B
ciry4ae cOosl.

JlomkHO OBITH TPEIYCMOTPEHO COXpaHEHHe HAaKOIUIEHHOW wWHGopMauu (KypHalIbl pabOThl |
koHurypanuonusie dainer kommonenT C3[1/IH) Ha cimyuaii c6os B moacucremax C3IIJIH ¢ mocnemyrommm
BocCcTaHOBJIeHHEM (yHKinoHupoBanus C3II/IH mociie MpoBeIeHNS PEMOHTHBIX U BOCCTAHOBHUTEIIBHBIX PadoT.
[IpoexTHBIE pemieHHs TO COXpPaHEHWIO WH(GOPMAIMK JODKHBI YYUTHIBATH HCIIONB3YIONIMECS Yy 3aKa3unka
CHCTEMBI PE3epPBHOTO KOMMPOBaHUA. B citydae OTCYTCTBHSI y 3aKa34MKa CHCTEMBI PE3epPBHOTO KOITUPOBAHMSI, TO B
paMKax MPOSKTHOrO PELICHHS MPEIOCTABISIOTCS TPeOOBaHMSI K CHCTEME PE3EPBHOTO KOIHUPOBAHUS, KOTOpas
JIOJKHBI OBITh BHEJIPEHUS 3aKa3unkoM K MoMeHTY BHeapeHwust C3I1/1H.

OtkazoycroitunBocth moacuctem C3IIJIn momxHa oOecneuWBaThCs 3a CUYET HCIOIB30BAHUS
MPOTPAMMHBIX M TIPOTPAMMHO-AIMTAPATHRIX PEIICHAN, TIOIIEPKUBAIOIINX PE3EPBUPOBAHNE KOMITOHEHTORB.

OTKa30yCTOMYMBOCTh KOMIIOHEHTOB ynpasienust noacucremamu C3IIIr momkHa obecrieunBaThes 3a
CYET WCIIOJIb30BaHUS OTKA30YCTOWYMBBIX KOHGUTypanui (kKiaactepoB), JuOO0 3a CUET UCTOJIH30BAHHS CPEICTB
cpenpl BUPTyaau3any 3aKka3unKa.

B noacucremax C3I1/IH moimkHa OBITH OOECIIeYeHa COXPAaHHOCTh MH(OPMAIMHU MIPH aBapusix, OTKa3e
TEXHUYECKUX CPEACTB, IOTEPE MUTAHMUS.

CoxpaHHOCTh HH(MOPMAIUH TIPU aBAPUIX JIOJIKHA OBITH 00ECIIeUeHa 3a CUET XPaHEHHSI Pe3ePBHBIX KO
HACTPOEK MPOTPaMMHOTO obecriedeHns komnoneHToB nojacuctem C3I1/1H.

PeszepBHOE kommpoBanue U apxuBaius KoHpurypanuii moxcuctem C3IIJIH TOMKHBI OCYIIECTBISATHCS
ITATHBIMU CPEACTBAMH 3aKAa3UMKa WIH CPEACTBAMU CAMUX MOJACUCTEM.

[Ipu aBapusx u cO0sX B paboTe 000pyI0BaHUS TOJDKHA OBITH 06ecIeueHa BO3MOKHOCTh BOCCTAHOBIICHHUS
HacTpoek KoMroHeHToB noacucteM C3I1/IH u3 pe3epBHBIX KOMUIA.

5.8. Tpeboranums 1o odecredeHn 0 HHPOPMAITHOHHOM OE30IMaCHOCTH

I Beex moacuctem C3IIH momkHA OBITH IIPEIyCMOTPEHA BO3MOXKHOCTH PETHCTPAITUU COOBITHH, B
KOTOPBIX JIOJDKHA OTpaKaThCs HMH(OpMAIUS 1O BXOAY/BBIXONY aIMHHHCTPATOPOB IMOACHCTEM, a TaKXe IO
COOBITHSIM, COBEPIIICHHBIM C UCTIOJIb30BAHUEM aIMHUHUCTPATUBHBIX MOJTHOMOYHIA.

Jlas Becex mozacucteM C3IIJIH MeXaHM3MBI POTOKOTHPOBAT Figyeis bk sk 03 63 2053 4 s Eriasan 1170 1L
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3aIUCH M XpaHEHUS clieayromieii napopmarnéd (BKI09ast HO HE OTPAaHHUYHUBASICH):
e nara (IeHb, MECSII, TO/) U BpeMs (Yachl, MUHYTHI, CEKYH/IbI) ACHCTBHI/COOBITHSI;
UACHTH(PHUKATOP MOJIB30BATEIIS;
IP-agpec monp30BaTelisi /MCTOUHUKA COOBITHS,;
THIT JCHCTBUS/COOBITHS,
Pe3ybTaThl BHIIOJTHEHUS JEHCTBUS/COOBITHS: YCIIEITHOE UM HEYCIICIITHOE.

5.9. TpeboBaHus K 3aIUTE OT BHCITHUX BO3ACHCTBUN

B opranuzaiuoHHsbIi 00beM paboT 10 JaHHOMY 3aaHUI0 PEIISHUS 110 3al[UTe OT YTSUKH UH()OPMAITUU
OTPaHMYEHHOTO JIOCTyMa MO KaHajaM MOOOYHBIX SJIEKTPOMATHUTHBIX M3IYYSHHHA M HABOJOK K IMPOTPAMMHO-
texuuueckuM Cp3U He BXOAST.

5.10. TpeboBanus K 3amuTe HHOOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

KommnonenTsr ynpasnenns noacuctem C3I1H nomkHbI o6ecriednBaTh:

e ayTeHTU(HUKAUIO aIMUHUCTPATOPOB TOJCHCTEM, HAa OCHOBE NEePCOHH(DUIIMPOBAHHOW YUYETHOUH
3aIlMCH MOJIH30BaTENs U Mapois;

e aBTOPHU3ALMIO AJMUHHUCTPATOpPOB IIOJCHCTEM, Ha OCHOBE HAa3HAuUEHHBIX YYETHOH 3amucu
(yHKIIMOHAIBHBIX POJIEH;

® HCKJIIOYEHHE aHOHHMHOTO JOCTYTIa OJIb30BaTeNel;

e pasrpaHHYEHHE IpaB JOCTyNa aJMHUHUCTPATOPOB MOJCUCTEM U TIOJIb30BaTelel MOJACHUCTEM B
COOTBETCTBHH C X ()YHKIIMOHAIBHBIMH O0S3aHHOCTIM,

® 3aKpBITHE TEKYIIEH CECCHH 1 MTOBTOPHOE BBHITOIHEHHE MPOLIEAYP ayTeHTU(UKAIINN U aBTOPHU3AINH B
CIIy4asx HapyLIEHUs WU pa3pblBa COCTUHEHMS.

Bo Bcex moacucremax C3II[IH AOMKHBI HCHONB30BaThCs NMEPCOHU(DUIUPOBAHHBIE M YHUKAIbHBIC
UACHTA(OUKATOPHI (JIOTHHBI) IS KaXKI0H YIeTHOM 3aIiCH.

Bo Bcex moacucremax C3II/JH mpu mpoBefeHrM ayTeHTH(UKAIMH MPOLEAYpa MPOBEPKHU BBEIICHHBIX
MOJIb30BATENIEM JIAHHBIX JOJDKHA BBIMIOMHATHCS TOJBKO IIOCHAE TOro, Kak IOJbh30BAaTEIh 3aKOHYHT BBOJ
WHGOPMAITUH [T ayTeHTU(HUKAIINH.

B nemnsix obecnieueHus 3ammThl HHGOPMAIIHH, TIepeaBaeMo 110 KaHallaM CBSI3H JIJIsS mosb3oBareneir AO
«ITerepOyprckas cObITOBas KOMIAHMs», a TaKXKe Ioyib3oBarenei, uMeronux poctyn k WCII[H u3 cern
WuTepHeT, 1o/mkHa ObITH 00ECIeueHa 3ammTa qoctyna k komrnonentam MCII/IH.

B C3IIJn, B cmydae Takoi HEOOXOIUMOCTH ¥ OOOCHOBAaHHOCTH, [IOJDKHBI HCIIOJIB30BaTHCS
KpHunrorpadu4ecKue cpeliCTBa 3alluThl, IPOIIEIIIHE TPOLEAYPY OIICHKH COOTBETCTBHS B (hopMe 00sI3aTeIbHOM
ceprudukanuu Ha cooTBercTBHE TpeboBanusiM PCBb Poccum k cpelnctBamM KpUNTOrpadUuecKon 3aiUThl
WH(pOpMAITIH.

5.11. TpebGoBaHus K MATCHTHON YUCTOTE
Texuuueckue pemeHus no noctpoenuro C3II[IH nomkHBI OTBeyaTh TPEOOBAHUSIM JIEHCTBYIOILEIO
3akoHogarenbeTBa Poccuniickoit denepaunu 06 aBTOPCKOM MPaBe U CMEXHBIX IIPaBax Mo MAaTEHTHOH YUCTOTE.

5.12. TpebGoBaHus MO CTAHIAPTU3ANNN ¥ YHUDUKAIIAH

[Ipoextuposanne C3IIJIH KOMKHO OCYLIECTBIATHCS B COOTBETCTBUHU C €IMHBIM ITOJXOJOM IO 3aILUTE
uHpopmaruu B ['pynre kommanuii «aTep PAOY.

[IpoexkTHBIE pemIeHHsT MO HCIIONB30BAaHUIO TEXHHWYECKHX cpeactTB W 110 cucreMbr  TOMKHBI
npeaycMaTpuBaTh OAHOTHIIHBIE KOMIIOHEHTHI B LIEJSIX OOECIIeYeHHs] CHIDKEHHS PAacXoJ0B Ha OOCIyXHBaHHUE
(9KCIUTyaTaluio) 1 pEMOHT, B3aUMO3aMEHIEMOCTH HCIIOIb3YEMBIX KOMIIOHEHTOB, Y100CTBa SKCILUTyaTaliH.

I[lpu mpoekTHpoBaHWUM HEOOXOJAWMO  YYUTHIBATh MPHHIUI MaKCHMAIBHOW  IEHTpaU3aluu
aJMUHUCTPUPOBAHMUS TEXHUUECKUX CPEACTB M UX coBMecTHMOcTH ¢ UT-uHdpacTpykTypoll U ¢ cpeacTBamMu
3amuThl, pa3memieHHbMu B LIO «BL1 JIyuy.

TpeOoBaHus TO CTaHIAPTH3ANMKA M YHU(QHKAIMKA MOTYT YTOYHSATHCS HA JTale TeXHO-pabodero
npoektupoBanus C3I1/1x.

4 TIOUIEXMT YTOUHEHHIO 1O PE3YIILTATaM MOJEIUPOBAHMS YTPo3 MHPOPMALMOHHOI Ofleperiar Uepes [nasok 02.03.2022 18:25 GMT+03:00 /
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6. CocrtaB u comep:kaHue padoT

Otamnbl, NPOIOHKUTENFHOCTD U CoiepKaHne paboT mpuBeaeHs! B Tabnuie Ommoka! McToYHMK cCHUIKH He HaliieH. «JTanbl paboT»
Tabmuma 1 — Drams! pador

nmetomuxcs Cp3U

«[TerepOyprckas cOprToBast komnanus» Cp3U, KOTOpEIe COOTBETCTBYIOT
pemeHnsM, OMMCAHHBIM B IOKyMeHTe «THIoBOe TEXHHYECKOE PeIICHHE

Ne Oran Copneprxanue padoT OTueTHBIE JOKYMEHTHI Cpoxku (He o31HEe)
(pe3yapTat paboT 1o 3TaIy)
1. O6cnenosanne tekymero coctosaust UCIIu u UT undpactpykrypsr ObmecTBa 120 (cto nmBagmaTh)
KaJICHIApHBIX JHEH
1.1. COOp HCXOMHBIX TaHHBIX 00 Ienpro qaHHOTO MOJATAINA SIBJISICTCS cOOp cBeneHuit o kaxaon MCIn
UCIIax 3akazuuka 1 UT undpactpykrype B 00beMe 10CTaTOYHOM PeaIn30oBaTh
TUIIOBOE MPOEKTHOE penieHue no cozaanuto C3I1/IH.
Ipu c6ope uadopmarn 06 UCITJH 3aka3unka yIUTHIBAIOTCS
CBEJICHUS, COJIepIKaIiecs BO BHYTPEHHUX JOKYMEHTaX 3aKa3ymKa.
O6cnenosanne VMICIT/IH BRIIOTHSETCS ITyTEM 3alIOTHEHUS 3aKa3uMKOM
OTIPOCHOTO JINCTA, pa3paboTranHoro McmomHuTeIeM, aHa3a MPOSKTHON
U 3KCIUTyaTannoHHoN nokymeHTarmu Ha MCII/IH u BKmIoyaroT B cebs:
c6op undopmaruu 06 UCII/IH, B 00beMe CBeAeHUS:
Kareropuu oopadateiBaeMbix [1/1H;
00BeM oOpabatbiBaeMbIX [1/]H;
kareropuu cyonrekToB I1J]H u ux cocras;
ucnonbzyemsbie Texnonoruu B UCITJIH.
c6op cBeneHuit 00 nHPpOpManmoHHBIX MoTokax B UCII/IH (B T.4.
WHPOPMAIMOHHBIX MOTOKAX C BHEITHUMU CHCTEMAaMH M CETSIMHU CBSI3N),
B 00BbEMe JIOCTaTOYHOM JUTS pa3padOTKH CETEBOW MaTpHIla JOCTYIIA;
cOOp CBEICHUI O CYIIECTBYIOIIEH POIIEBOM MOJEIN pa3rpaHIYCHHS
nocryna B UCIIH;
cOop cBepeHMit 0 criocodax noctymna mons3oBareneit kK UCIIIH;
cOop uHpopmarnuu o cepBepHoid nappactpykrype MCIIIH;
cOOp cBeeHHH 10 CEPBEPHBIM MOMEIIECHHUSIM 1 UMEIOIIEMYCSI CETEBOMY
obopynoBanuio (B 00beMe HEOOXOAMMOM JUIs pa3paboTKu padoueit
JIOKyMEHTaIUN);
Ha OCHOBaHHH COOpaHHOU HH(POPMAIUK HEOOXOIUMO ONPEICIIUTh
ypoBeHb 3auuieHsoctu it kaxao UCIIJIH npuBeneHHOM B
npwioxkeHnu | kK HacTosmeMy 3aaHuio (pe3ysbTat onpeneseHus Y3
HE0OX0/MMO OTpa3uTh B OTUETE);
st UCITJr Tumosoro JIO HEoOXoauMo onpeaenuTs Y3 B
cooTBeTcTBUM ¢ MUHUMaNBHBIM Y3 amst UCIIIH ucnons3yemsix B
Tunosom J1O.
1.2. | Cbop cBenenus 06 Ha nanHOM nopadsTane npoBOJUTCS BBIBIEHHE NIPUMEHAEMBIX B AO
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C3I1/n. ITosicuutensHas 3anucka», MPAO.TTI1.2020.007.113.001.

1.3. | COop HCXOIHBIX AaHHBIX Ha nanHOM mojprarne npou3BoauTcst cOop cBeleHuit o konnuectse APM
UT-undpactpykrype u TMOJIb30BATEINEH, CETEBOM, CEpBEPHOIl M MH)KEHEPHOH HH(PACTPYKTYype
UH)XEHEpHOU 3akaz4uka, B 00beMe HE0OX0AMMO JUIsl OCYIIECTBIICHUS TEXHO-pabouero
MHQPACTPYKTYPHI MPOEKTUPOBAHUSL.
2. O3HakoMJIeHHE ¢ pa3paOboTaHHBIMU YacTHBIMH MozesiMu yrpo3 Ha MICITIn AO «IlerepOyprekas
cOBITOBasI KOMITAHUS)
3. Texno-pabouee npoexkruposanue C3I1/{n Tunosoro /1O OO1ee onncanue MOAXOIOB 10
co3nanuto C3U ¢ yueToM HI0OAHCOB
UT undpactpykTypsl B COOTBETCTBUH
C TUIOBBIMH ITPOEKTHBIMH
pelIeHUsIMH, OTPAXEHHBIMU B
JOKyMeHTax u3 1.3.2.1. HacTosALero
3agaHus
3.1. | Pa3paborka Obmero Ha nanHOM moAdTane mpoBOIATCS CIEAYIOMINE PaOOTHI: Texuo-pabounit npoext C3I1/Jx

OITMCAaHUSA IOIXO00B I10
coznganuo C3U ¢ yuetom
HroaHcoB UT
UHPPACTPYKTYPHI B
COOTBETCTBHUU C THIIOBBLIMH
MIPOEKTHBIMU PEIICHUSIMH,
OTpaXeHHBIMU B
JnokyMmeHTax u3 m.3.2.1.
HACTOSIIErO 3aaHus

pa3paboTKa MOSCHUTEIEHOM 3aIMUCKH K TEXHUIECKOMY IPOEKTa IIyTeM
aZlanTalyuy TUIOBOro TexHudeckoro npoekra C3I1/1H, onucanHoro B
noxymenre «Tumnosoe Texuuueckoe peuienne C3I1H. IloscaurensHas
3anuckay, TPAO.TTII1.2020.007.113.001 (aganTanus npou3BoIUTCS B
COOTBETCTBHH C JIOTUKOW MPUMEHEHHI Mep 3alUThI, KOTOPas ONHCaHa B
nokymente «TumnoBoe texanueckoe perenne C3I11n. [TosicauTensHas
3anuckay, MPAO.TTI1.2020.007.113.001);

pa3paboTka pe:KUMOB PabOTHI U TapaMeTpoB KoHburyparwu Cp3U,
HEOOXOIUMBIX JUIS YIOBICTBOPEHNUS TPeOOBAHUSM 110 HACTPOIKE
koMnoHeHT C3I1/IH, koTopas oTpakeHbl B ToKyMeHTa «TumnoBoe
texHuueckoe pemenre C3I1n. [TosicHuTenpHas 3anucka,
HNPAO.TTII.2020.007.113.001;

pa3paboTKa CXeMBI KOMIUIEKCAa TEXHIUSCKUX CPECTB ITyTeM alanTalui
nokyMmeHTa «TunoBoe texunueckoe peuienne C3I11H. Cxema
KOMIUIeKca TexHuIeckux cpeactsy, MPAO.TTI1.2020.008.KTC.001;
pa3paboTka BEZJIOMOCTH 000PYIOBaHHS U MaTepUaJIOB ITyTEM aIaNTaiuu
nokymenTa «TumnoBoe Texumueckoe pemieane C3I11n. BexomocTts
obopymoBanus u marepuanos», MPAO.TTI1.2020.009.BO.001 (npu
aJanTanuy BeIOMOCTH 000pyI0BaHUS M MaTEPHaJIOB HEOOXOIUMO
yuaecTs umeromuecs B Tunosom 10 Cp3U, a Tax xe y4ecTb
HEO0OX0IMMOCTb 3aKyITKH HH)XEHEPHO-TEXHUYECKOTO 000PyI0BaHHS 1
MaTepHuaoB, HeoOxoauMbIX s Baeapenus C3I1/1H);

pa3paboTKa IJIaHa pacloIoKeHHs: 000PyI0BaHHUS;

OOmmecTBa, BKIIIOYAs:

Benomocts TexHOpabO9ero nmpoexTa.
[TosicHuTEeNBHAS 3aMIUCKA K TEXHO-
pabouemy npoeKkTy (BKIIOYas
OIMCaHME M XapaKTEePUCTHKH
3alUIaeMOl CHCTEMBI, TPeOOBaHUS U
000CHOBaHNE YUCIEHHOCTH U poJieit
HepCOHaNa, MOATBEPKAACTCS
TTapUpPOBaHKE BBISIBICHHBIX YTPO3 U
JIeHCTBUI HapylIUTeNEH,
(YHKIIMOHAIBHBIE CXEMBI 110 KaX 10U
noacucteMe B coctaBe C3I1/1H,
OTIpezieIeHNe PeXKNMOB pabOTHl U
mapameTpoB koHurypammuu Cp3U,
OTIHICaHWe
0TKa30yCTOMYMBOCTH/PE3EPBUPOBAHU
g C3I1/1n, onncanne pexXMMOB
¢yaxunornposanus C3I1/1n);
CxeMa KOMITIIEKCAa TEXHUUECKUX
CpPEICTB;

Bemomocts 00opynoBaHus U
MaTepHaJIOB;

[Tnaxel pacnoyioKeHus
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pa3paboTka yepTeka yCTAHOBKH TEXHHYECKUX CPEICTB;
pa3pabotka macropta C3I1/In OGmecTBa;

pa3paboTka Texandeckoro nacrnoprta Ha Cp3U1 UCII dx;
pa3paboTKa ceTeBOil MaTpHUIIBI OCTYIIA;

pa3paboTka cxemsl ceTd ypoBHsS L2 u L3;

pa3paboTKa TaOJIUIBI COCAMHCHHI U TTOAKITIOYCHUH.

00opyIoBaHuS;

UYepTexn yCTAHOBKH TEXHHYECKHX
CPEACTB;

Macnopt C311/#;

Texumaecknii macopt Ha Cp3U
UCTIH;

CereBast MaTpuIa JOCTYIA,;
Cxema cetu ypoBHs L2 u L3;
Tabnuua coenuHeHUN U
MOKJIIOYECHUH.

[IpoBenenue mycko-HanagouHbix padotel C3I11x

IInan npoBeneHue mycKo-
Hananouneix padotr Cp3U C3I1/IH Ha
BHEAPSCMBIC B PaMKaX HACTOSAIIETO
T3 moacucTeMBl.

AKT yCTaHOBKH CPEZACTB 3aIlIUTHI
nHpOpPMALIUN Ha 00BEKTE
HHPOPMATH3AIIH

[Iporpamma u METOIUKA HUCIIBITAHUN
Ha BHEJPsIEMbIC B paMKax
HacTtosiero T3 moJcucTeMsl

4.1.

[Tycko-Hanano4Hble paboTHI
Cp3U C3I1 1

B pamkax manHoro nomatana VcrnomHUTENh OCYIIECTBIISIET CIEAYIOLIHIE
paboThI:
paspaboTka riana mycko-Hananounbix padotr Cp3U C3I1/1H;

BHeapeHue [1ocucTeMBl 3aIIUThl CPEIbl BUPTYaU3aIiH,
peaTM30BaHHOMN C HCIIOJIH30BAHUEM BCTPOCHHBIX MEXaHU3MOB CPEIbI
BHPTYaJTU3AIHH;

BHeapeHwue [locucTeMpl 3aIUThH aBTOMATH3UPOBAaHHBIX PabOIUX MecT
MOJIb30BaTeNeH, peaTM30BAaHHON C MCITOB30BaHIEM BCTPOCHHBIX
mexaan3moB OC;

BHEJIPCHHE MOJICUCTEMBI cOOpa 1 aHaju3a COOBITHIT 0E30MaCHOCTH,
IIpeJCTaBIeHHON B Buae pemrenus MaxPatrol SIEM;

BHEIPEHHE TIOJICUCTEMBI 3aIUTHI OT aTtak 0 JHA

PaboTs! mo MoHTaXy 1 KoMMyTaruu obopyaosanus C3I11x
BBITTOTHAIOTCS 3aKa3YHKOM.

PaboTs! 0 MOHTaXy MH)KEHEPHO-TEXHUYECKOTO 000pyJOBaHUS H
MIPOKJIA/IKN HEOOXOJMMBIX KaOEIbHBIX KaHAJIOB B COOTBETCTBUH CO
cnenuduKanyei, BEITOIHAIOTCS 3aKa34HKOM.

ITo okoH4aHUIO ITyCKO-HaNaI0YHbIX paboT Mcnonnurens
MIOJIrOTaBIMBAET AKT YCTAHOBKHU CPEJCTB 3alIUTHl HHYOpMALMK Ha
o0bekTe nHpopMaTU3aLHK.

IInan npoBeneHue mycKo-
Hananouneix pador Cp3U C3I1/1H.
AKT yCTaHOBKH CPEJCTB 3aIIUTHI
uH(popMaLK Ha 0ObEKTE
nH}opmaTuzannuu
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4.2.

PazpaboTtka [Iporpamme! u
METOANKY UCIIBITAHHI

Ha nanHOM mompTamne npoBoauTcs pa3paboTka, COTJIACOBAHUE U
yTBepKAeHHe NoKyMeHTa «IIporpamma U METOANKa NCTIBITAHUN.
ITporpamma u METOIMKA UCTIBITAHNH JOJDKHA BKJIIOYATh B ce0e:
METOJUKY TIPOBEICHHS HCITBITAHUI;

npoekT [IpoTokosia npeaBapUTENbHBIX UCTIBITAHUM;

npoekT XKypHaa onbITHOHN 3KCIITyaTaluy;

npoekT [IpoTokona NpueMOYHbIX UCTIBITAHUI.

IIporpamma 1 MeTOIMKa UCTIBITAHUI

5. IIpenBapuTenbHbIEe HCTIBITAHUSL IIpoTokon npeaBapUTEIbHBIX
HCIBITAHUN
IIpoexT AkTa 0 mpHUeMKe B OIBITHYIO
skcmnyartanuio C3I11u

5.1. | IlpoBeneHue Ha nanHoM nopstane McnonHUTENs COBMECTHO ¢ 3aKa3yHKOM B cocTaBe | [IpoTokoi mpeaBapuTenTbHBIX

IpeaBapUTEIbHBIX KOMHCCHU, COOpaHHOW Ha OCHOBaHWH MpPUKa3a 3aKa3uhKa, IPOU3BOJIST UCTIBITAaHUHN
WCIBITAHUHN npenBaputenbhble uenbiTanuii C3I1IH B COOTBETCTBUU C TOKYMEHTOM IIpoekT AKTa 0 IpHUEMKE B OIBITHYIO
«[Iporpamma 1 METOIMKA UCTIBITAHHI. 9KCIITYaTaIHIO
Bo BpeMs mpoBeneHNs IpEegBapUTENBHBIX UCIIBITAHUH oopmirsieTcs
MIPOTOKOJI IIPE/IBAPUTEIBHBIX UCTIBITAHUH, KOTOPBIH MTOJIHACHIBACTCS
YWICHAMH KOMHUCCHH.
Ha nanHoM nmoarane VcnoaHNTENh HOATOTABIMBACT MPOEKT AKTa O
IIpUEMKe B ONBITHYIO 3KkcruTyaTanuo C3I1/IH.
ITo oxoH9aHUs NpeABapUTEIbHBIX UCTIBITAHUH U YCTpaHEHHUE BCEX
BO3HUKIINX 3aMeYaHnil 3aKa34uK MOAMUCHIBAaeT AKT O IIPHEMKE B
OMBITHYIO 3KcIuryaTanuio C3I1/1H.

6. OnbITHASA IKCIUTyaTaIHs JKypHan onsITHOH 3KCIITyaTalluu
IIpoexT AKTa 0 3aBEpIICHUH OTBITHOM
skcruryatauuu U fjonycke C3I11H
TIPUEMOYHBIM UCTIBITAaHHSM.

6.1. | IIpoBeneHue ONBITHOM Ha nanHoM mojprane 3aka3drk OCYIIECTBISET ONBITHYIO AKCIUTyaTtanuio | JKypHai ONbITHOH SKCIITyaTaluu

JKCIUTyaTalul C3I1/1H, a UCIIOIHUTEND OCYILECTBIISIET HCIPABICHNE BOSHUKAIOIIUX IIpoexT AKTa 0 3aBEpIICHUH ONBITHON

3aMedaHuii u cooes B pabore kommoreHT C3I1/1H. skcruryatauuu 1 jonycke C3I11H
Bce 3ameudanus1, cOoM 1 BHECEHHbBIE H3MEHEHHS (PUKCHPYIOTCS B TIPUEMOYHBIM HUCTIBITAHHSM.
KypHase onbpITHOH 3KCIUTyaTalyy.
OmnbITHAS HKCIUTyaTaIus IPOBOANTCS HE MEHee 1-0ro mMecra.
[To pe3ynpTaTaM ONMBITHON SKCILTyaTaI[H IPUHUMAETCS pEIIeHHUE O
BO3MOKHOCTH (HEBO3MOKHOCTH) nipeabasnerns C3I1/]x Ha
MIPUEMOYHBIE HCITBITAHHS.
OmnbITHAS SKCIUTyaTaIs 3aBepIIaeTcss 0pOpMICHHEM aKTa O
3aBEPILEHIH ONBITHOM AKCIuTyaTaruu 1 pomycke C3I11H k
IIPUEMOYHBIM HCIBITAHHSIM.

7. IIpreMouHble HCIBITAaHUS IIpoTokon npueMOYHBIX UCTIBITAHUI

IIpoexTt Akrta 0 npuemke B
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MPOMBIIUICHHYIO SKCIUTYaTAaI[HIO
C3I1/u

7.1.

IIpoBenenue NpreMOUHBIX
HUCIBITAHUH

Ha nannom nopatane McnonHuTeIs COBMECTHO ¢ 3aKa3UMKOM B COCTaBe
KOMHCCHH, COOpaHHOW Ha OCHOBaHWH MPUKa3a 3aKa3uhKa, IPOU3BOJIST
npuemounsle ucnbitanuid C3I1/IH B COOTBETCTBHH ¢ JOKYMEHTOM
«IIporpamma 1 METOIMKA UCIIBITAHUI».

Bo BpeMs mpoBeieHNsI TPUEMOYHBIX UCTIBITAHUN 0(OPMIISIETCS
MIPOTOKOJI IPHEMOYHBIX HCIBITAHIH, KOTOPBIH TTOAMICHIBACTCS WICHAMI
KOMHCCHH.

Ha nanHOM momsrane VcnoaHNTENh HOATOTABIMBACT MPOEKT AKTa O
IIpUeMKe B IPOMBINIUIEHHYO0 AKcIuTyaTanuo C3I1/1H.

ITo oxoHYaHUS TPUEMOYHBIX HCIIBITAHUH U YCTpaHEHHE BCEX
BO3HUKIINX 3aMe4aHuil 3aKka3quK MOAMUCHIBAaeT AKT O IIPUEMKE B
IPOMBINIICHHYIO 3KciyaTanuio C3I1/IH.

IIpoTokon NpueMOYHBIX UCTIBITAHUI
IIpoexT AkTa 0 mpueMKe B
MIPOMBIIUICHHYIO AKCIITyaTaIHio
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7. Tlopsimok KOHTPOJIS ¥ PUEMKH padoT

7.1. TpeboBanus K MpHUeMKe pabOT IO CTATUAM

[lo okoHYaHWHM >TANOB, MPEAYCMOTPEHHBIX pa3zzieie 6 HACTOANICTO 3aJaHus, 3aKa3uhKOM JOJDKHA
MPOU3BOAMTHCS IPUEMKA PE3yJIbTaTOB pa0OT 3Tara.

3aBepmierre  paboT MOMKHO OQOPMIATHECA aKTOM  CHA4YU-TIPHEMKH  paloT, YTBEPKIaeMBIM
YITOJIHOMOYEHHBIMH TipezicTaBuTesIMA CTOPOH B COOTBETCTBHU € TpeOoBaHMsMHU JforoBopa.

JIOKyMeHTBI — pe3yJbTaThl 3TAllOB K aKTaM CJIa4d-IPpUEMKH pabOT JODKHBI MPEAOCTABIATHCS
COTJIACOBaHHBIMHU M YTBEPKICHHBIMH. [lepedeHb yTBEPKIArOIIUX H COTIACYFONIUX JIUIT ONpEeIsieTCsl B pabouemM
MOPSIJIKE B paMKaX 30H OTBETCTBEHHOCTH 3aka3umka U VMcrmomHuTens.

8. TpeboBanus K TOKyMEHTHPOBAHUIO
8.1. TpeboBaHus K COCTABY JOKyMEHTAIIUU
TpeboBaHus K IEPEUHIO M COCTaBY TOKYMEHTAIIUH MIPUBEACHBI B paszesie 6 HaCTOSIIETO 3alaHusl.

8.2. TpeboBanus kK 0POPMIICHUIO JOKYMEHTAITUH

Bce nokymMeHTBI poeKTa JOIHKHBI (JOPMHUPOBATHCS CTPOTO Ha COOTBETCTBYIOIINX ATAIaX MPOSKTA.

Odopmienne nokymentoB Ha C3I1/H nomkHO cooTBeTcTBOBaTh TpeboBanusam 'OCT 34.201-89; TOCT
34.603-92.

JIOKyMEHTBI TOTOBATCS B CTAaHAAPTHBIX 0puCcHBIX mpmioxeHmsx Microsoft Office (Word, Excel, Project,
Visio) ¥ B I€4aTHOM BHJIE.

Ha mnpuemky npeaocTaBisrOTCsl HOKYMEHTBI B Qopmarte, ompeneieHHoM 1. Ommoka! Ucrounuk
CCHLIKH He HaW/IeH. B IOCTYITHOM JIJISl pEAaKTHPOBAHUS PEKUME.

B xoze cormacoBaHus JOKYMEHTOB HEOOXOIMMO UCIOIb30BaTh KOMMEHTapHK A1 ONUCAHUS 3aMEYaHuUs
1 000cHOBaHMS 3aMeuaHus. [Ipy BHECEHWH M3MEHEHHI 1O 3aMEYaHMsIM HCIIONb30BaTh pexxkuM TrackChange B
TeX TPWIOKEHHUIX, TJ€ 3TO BO3MOXHO. llo HENpHHATHIM M HEOTpaOOTaHHBIM 3aMEYaHUSIM HCIOIb30BATh
KommenTapun 1t mpuBeieHns 000CHOBaHUS OTKa3a.

PesynbTupyromue TOKyMEHTBI JO/DKHBI OBITh TIPEOCTABICHBI B IByX BapHaHTaX:

® B JJICKTPOHHOM Bue — B (hopMe (aiiioB MPUIOKEHHI, onpeaeiicHHbIX B 1. Omuoka! UcTouHuK
CCHLIKH He HaWjIeH., 3amcanHbIX Ha onrtndeckoM Hocutene (CD-ROM) B otHOM 3K3eMITIspE;

® B IIEYaTHOM BHJIe — B (hopMe COPOIIFOPOBAHHBIX KHHT.

JIOKyMEHTHI B TIeUaTHOM BHUJI€ JJOJDKHBI OBITH TIPE/ICTABIIEHBI B ABYX SK3EMILIAPAX:

o I 3aKa3uMKa;

e s UcnomauTrens.

8.3. Bujrl, coctas, 00beM U METOILI UCIILITAHUH
B Tabmune Ommoka! McTOYHMK CChUIKH He HalileH. MPUBEIACH KPAaTKHWi TEepPEYeHb W 3TalHOCTh
npoBeaeHuss padot. [loapoOHO camMu paboThl omucanbl B pazaeie «7. OmmoOka! UCTOYHMK CCHUIKH He
HaWJEeH.».
Tabmuiia 2 — 3TanHOCTH BBRIIOTHEHHS paboT
HawumenoBanue pabot
[ycko-Hanano4YHbIe PadOTHI
[IpenBapuTeabHbIC UCIIBITAHUS
OnbITHAs SKCILTyaTalus
[IprieMOYHbIE HCIILITAHUS

AIWIN(F

8.3.1. Ilycko-HanmamouHble paboThI

[Iycko-Hanagounbie pabOThl NMPOBOAATCS Ha TEXHOJNOTHMYECKHX IuIomaakax OOmiecTBa, mepeyeHb
KOTOpBIX NpuBeaeH B npwiokeHnu | «llepeyeHp TexHonormyeckux mromanok OOmecTBay K HACTOAMIEMY
3agaHuIo.

PaboTsr 1o HacTpoiike rieHTpanu3oBanabix kommoHeHT C3I1Ia ObmecTsa, pacmonoxeHHsx B [{O/] BL]
«JIyu» mo agpecy: r. Mocksa, yn. bonsmas [Iuporosckas, 1. 27 oCyIeCTBISAIOTCS 3aKa3uuKOM.

PaGoThI MpOM3BOAATCS B COOTBETCTBUM C JOKYMEHTAIMEH MepednciIeHHol B pa3zaene 5.1. HacTosmero
3agaHuro.

Jo Hayanma mpoBeACHHUS IyCKO-HajlalouyHBIX paboT McmomHurtenb pa3pabaThIBaET W COTJACyeT C
3akazunkom «[lnan npoBenenue mycko-Hanagodabix padot Cp3U C3I1dn».

[Tnan npoeeneHus mycko-Hanagodabix padot Cp3U C3I1/IH 1oikKeH BKIOYATh B Ce0s1 MOPSAI0K U rpaduk

IIpOnU3BOACTBA pa60T.
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Iopsimox mpoBefeHHss PabOT JIOIDKEH OIUCHIBAThH  IMOCJEOBATENFHOCTh MPOBENEHHsS  pador,
OTBETCTBEHHBIX 32 BEHITNIOJHEHHE padoT, 3aBHCHUMOCTH B paborkax mo co3mannto C3IIJH c ygerom pador,
OCYIIECTBIISIEMbIX 3aKa3uyMKOM IO TOATOTOBKE 0OBekTa aBToMaTm3auumu K BBomy C3I1[um B geiictBue (1.
5.2.HacTosero 3a1aHuro).

I'paduk mponsBoacTBa padOT JOIHKEH BKITIOYATH B C€0S KaJICHIAPHBIN TUTaH-TpaduK padoT 110 CO3MaHUI0
C3IIr ¢ ygetom paboT, OCYIIECTBIAEMBIX 3aKa3dMKOM IO TOATOTOBKE OOBEKTa aBTOMATH3AIMH K BBOIY
C3I1du B aeiicTBuE.

8.3.2. IlIpenBaputenbHbIC HCIIBITAHUS

[opsimox koHTpons u mpueMku paboT mo BHeapenuto C3I1/IH, BuAbl, cocTaB, 00bEM M METOABI
UCTIBITAHU IIOACUCTEM U UX COCTAaBHBIX YacTeil, IepeyeHb OpraHn3aliii, yJaCTBYIOIUX B IPHEMKE PadoT, CPOKH
¥ MECTO IPUEMKH JOJDKHBI OBITh OIpeesieHbl B fokyMeHTe «IIporpaMma u MeToanka UCIIBITaHUI.

JoxymenT «lIporpamma u MeToauKa UCIBITAHUIY» TOJIKEH COEPIKAaTh MEPEYHH KOHKPETHBIX IIPOBEPOK,
KOTOpbIE CeyeT OCYIIECTBIATh MPH UCIBITAHUAX AJISl TOATBEPKACHUS BHITIOTHEHUSI TPEOOBAHHI HACTOSILETO
3azmaHus, cO CCBUIKAMH Ha COOTBETCTBYIOIINE METOAUKH HCIIBITAHUI.

[lepeuens MpoBepoOK, MOANESKALINX BKIIOUEHHIO B JOKyMEHT «lIporpamma u MeTOJaMKa HCIBITAaHUID,
JIOJIKEH BKIIIOYATh:

e cooterctBue C3I1/1n HacTosAEeMy 3aqaHuIO;

e komiuiekTHOCTH C3I1/H;

® CTeleHb BHIMONHEHHS TpeOoBaHni QyHKIHOHaTbHOTO Ha3HadyeHust C3I1/IH.

HokymenT «lIporpamma n MeTOOMKa NCIIBITAHUID TOJDKEH BKIIIOYATh B Ce0s1 CICAYIOLINE Pa3aebl:
00BEKT HCIIBITAHUI;

LI€JIb UCTIBITAHMI;

00IIKe TTOTOKECHHS;

00beM HCIbITaHH;

YCIIOBUSI U MTOPSAZIOK NMPOBEICHHS UCIIBITaHUH;
METOJMKa MPOBEACHUS UCTIBITAHHH.

PesynpTathl peaBapuTEIbHBIX HCTIBITAHUHA O(OPMIISIOTCS! IPOTOKOJIOM NPEABAPUTEIbHBIX UCTIBITAHHUM,
KOTOPBIY MOANUCHIBACTCA YWIEHAMH KOMUCCHH U YTBEPKAAETCS JTUIOM, OPEAENEHHBIM MpuKka3oM Mcrnomaurens.
Ilo pesympTaTam MpeABAPUTENBHBIX HCHBITAHUNA cocTaBisieTcss akT o mnpuemke C3IIJJlH B ombITHYIO
sKcIuTyaTanuio. @opmMa akTa U MPOTOKOJA TOJDKHBI OBITH MOATOTOBJICHBI VICOIHNTENEM B BUJIE TIPUIIOKEHUS K
JNIOKyMeHTy «IIporpamMma u METOAMKA UCTIBITAHUI.

B xome mnpensaputensHbix ucnbiTanuid C3II[[H dWieHBI KOMHCCHU JIOJDKHBI yIOCTOBEPUTHCS B
COOTBETCTBHH IPEABSIBICHHBIX PE3YJIBTATOB paboT TeXHUYECKOMY perieHuto, onucannomy C3I1/Jx O6mecTsa.

B ciyuae neroroBHoctu C3/II1H K ONBITHOM 3KCIUTyaTalldy B IPOTOKOJIE MPEABAPUTENBHBIX UCIIBITAHUN
(bUKCHpYIOTCS 3aMEYaHusl, U Ha3HAYAETCsl ]aTa POBEJICHUS IIOBTOPHBIX MPEIBAPUTEIBHBIX UCTIHITAHHA.

8.3.3. OmbITHas KCIUTyaTaIHs

B pamkax ombITHOH »KcIutyatanuu BeneTcs: JKypHasl ONBITHOHN SKCIUTyaTallud, B KOTOPBIA 3aHOCATCS
CBeieHUsI O mponoipkuTenbHocTH (yHkunonupoBanus C3IIJIH, oTkazax, cOOsX, aBapHUHBIX CHUTYaLHX,
M3MEHEHUsX napaMeTpoB KoMroHeHT C3I1/IH, MpoBOANMBIX KOPPEKTHPOBKAX AOKYMEHTALUU M MPOrPaMMHBIX
CpPEJICTB, HANIA/IKEe TEXHUYECKUX cpeacTB. CBenieHnst QUKCUPYIOT B )KypHAJIe C YKa3aHUEM JIaThl U OTBETCTBEHHOTO
1.

B cnyuae BbisiBeHHs BO Bpems omnbITHOW 3kcmuryaTauuu C3I1n oTkaza unm cb6os B padore UCIIH
MPOM3BOAATCA 3MeHeHusI B KoHpuryparuu C3I1/1H, mo3Bossroniee HeHTpaaTn30BaTh MPOU3OIIE NN OTKA3 WIH
c6oit UCI1/1H, ykazaHHbIE H3MEHEHHSI BHOCSATCS B )KYPHAJI OTIBITHOM SKCIUTyaTally C YKa3aHHEM KOMMEHTapUs
0 TOM, YTO U3MEHEHHsI ObUIM BHECEHBI B pe3yibTaTe oTkaza uiu coos UCII1H.

KputnunocTs 3aMeuaHuii K MOACUCTEME TOJDKHBI KIaCCH(PHULIMPOBATHCS 110 CICTYIOUIMM PU3HAKaM:

e OnokHpyOUIMEe — 3aMedaHus (OIIMOKH), NPEISITCTBYIOUIME BBIIOJIHEHHIO OCHOBHBIX IITATHBIX
¢bynkiuit C3I1/1H;

® KpUTHYHBIE — 3aMe4aHus (OIIHOKH), 3HAYNTENBHO 3aTPYyIHSIONINE BHITOJTHEHNE OCHOBHBIX IITATHBIX
npouenyp C3I1n;

e BaKHble — 3aMeyaHus (OIIMOKM), HE BIMSAIOLIME HA BBHIIOJIHEHUE OCHOBHBIX IITATHBIX IIPOLELYP
C3I1/11, HO OKa3bIBAIOIIME 3HAYUTEIbHBIC HEYI0OOCTBA MOJIB30BATEISM;

e 0O0BIYHBIC — 3aMevaHusl (OIIMOKHW), HE BIUIIOIIME HAa BBHINOJHEHHE OCHOBHBIX IITATHBIX MPOLELYP
C3I1/H, ycTpaHeHHE KOTOPHIX IMOBBIMIAET YAOOCTBO M IPOU3BOMUTEIHHOCTH (3(h(hEeKTHBHOCTH) KOMIIOHEHTOB
C3I1AR.
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OOHOBJICHHE MPOrPaMMHOI0 O00ECICUYCHHUs, YCTPaHSIIee OJOKHPYOIIee 3aMeYaHHe, IIPOBOIUTCS
HEME/JIEHHO Tocie ycTpaHeHns omuOKu. OcTanbHble OOHOBIEHUS MOTYT TPYIIITUPOBATHCS 711 OOHOBJIICHHS B
COorJacoBaHHbBIC 3aKa3unMKOM U VIcToHUTEIeM CpOKH. Y CTpaHeHHE 3aMeYaHui mosib3oBarenei k padote C3I[1/Ix
JIOJIKHO TaKKe (PMKCUPOBATHCS B KYPHAJIE OTIBITHON 3KCIUTyaTalliuy.

B caywgae meroroBaoctn C3II[IH kK MpOBEIEHHWIO MPHEMOYHBIX HWCHIBITAHHA B MPOTOKOJIE OMBITHON
SKCIUTyaTany (PUKCHPYIOTCS KpUTHYECKHe (OIOKHUPYIOITIE) 3aMedaHus U PEKOMEHIAINS O IPOJICHUH OMTBITHOM
9KCIUTyaTallly A0 ONPEACICHHOI0 CpoKa, 00eCIeunBaIOIIEro yCTpaHeHHe YKa3aHHbBIX 3aMEeYaHni.

[To pe3ynbraTam OMBITHOM SKCIUTyaTallMH MPHHAMAIOT PEIICHHE O BO3MOXHOCTH (MJIM HEBO3MOKHOCTH)
npenbsBieans C3I1/H Ha mpreMOYHbIE HCTIBITAHNS.

8.3.4. IlpreMoYHBIC HCIIBITAHUS

IIpuemouHble HCHBITAHUS MPOBOAATCS ¢ Lenbto ompepeneHus coorserctBus C3II[IH TpebGoBaHMAM
HACTOALIETO 3a/laHus U pelIeHns Bonpoca o Bo3MokHOCTH puéMKU C3I1/1H B IpOMBIIUIEHHYIO SKCIUTYaTalHIo.

[Ipuémounbpie HCHBITAaHUS TMPOBOAATCA B COOTBETCTBUU C JoKyMeHTOM «IIporpamma m meToauka
UCIBITaHUI» Ha TexHuuecKuX cpenctax C3II/IH B cpoKH, YyCTAHOBIICHHBIE PACIIOPSKEHUEM KOMUCCHUH, B COCTaB
KOTOpOW BXOJAT MpecTaBuTeNu 3aka3unka u Mcnonaurens.

Ilo pesynbpraTam mpreMOYHBIX HCHBITaHUH odopmisieTcs [IpoTokon mpueMOYHBIX HcTbITaHuH. [Ipn
HaJIMYUH CYIIECTBEHHBIX 3aMEYaHUH NIOCTIE X YCTPaHEHH IIPUEMOYHBIE UCTIBITAHHUS TPOBOAATCS MOBTOPHO. I1o
pe3ynbTaTaM MPUEMOYHBIX UCIIBITAHUN cocTaBiAeTcs akT o npueMke C3IIJ{H B MpOMBILIIEHHYIO SKCILTYaTaLHIO.

Pemrenne o HEOOXOAMMOCTH TPOBENICHHUS JOMOTHUTEIBHBIX MCIBITAHHUN, COCTaBE U LENU MPOBEICHHUS
JIOTIOJTHUTENbHBIX UCHBITAHUNA, IPUHUMAETCS B Cllydyae HE NpOoXOoxAcHUs ucnblTaHui uinu npuemku C3I1IH B
MIPOMBIIIUIEHHYIO 9KCILTyaTalHIo.

8.3.5. OO6mme TpeboBaHUS K TpUEMKE PadOT

Kontpons u mnpuemky BHenapsemod C3IIJIH M aKTyaau3HpOBAaHHOTO KOMIUIEKTa JOKYMEHTalUU
OCYILLECTBIISIOT:

e 3aKa3uuK;

e lcnonHuTtensb.

[lo oxOHYaHMM Ka)XJOTO M3 3TAIOB, MPEAYCMOTPEHHBIX B pazfene Ommoka! UCTOYHUK CCHIIKHM He
HaiiieH. HacTosAero 3aganus, 3aKa3uuKOM JO0JDKHA IPOU3BOANUTLCS IIPUEMKA pe3yIbTaToOB PadoT 3Tarna.

3aBepumieHre PabOT ODKHO OQOPMIIATBCA AaKTOM CHAYU-TIPUEMKU  PaboT, yTBEP>KAaeMbIM
YIIOJIHOMOYCHHBIMHU NPEACTAaBUTCIIAMU CTOpOH B COOTBETCTBHU C Tpe6OBaHI/ISIMI/I ﬂOFOBOpa.

JIOKyMEHTBl — pe3yJibTaThl 3TalOB K aKTaM CAa4u-IPUEMKH padoT [OJDKHBI MPEIOCTABISTHCA
COIJIACOBAHHBIMHU M YTBEPXKIEHHBIMH. [lepedeHp yTBEep:KatoNX U COTNACyOIIMX JIML OIpeAeiseTcs B pabouem
MOpsAIKE B paMKax 30H OTBETCTBEHHOCTH 3aka3uuka u McrnonHuTens.

IHocraBumuk: Hokynareusn:
3aMecTUTENb TEHEPATTBHOTO AUPEKTOpa JupexTop 1o nHPOPMAIOHHBIM TEXHOJIOTHAM

[Tectynor A.B. benokypor M.N.
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IlepeueHb TexHOJIOrHYecKUX MIomanok Oodmecrsa

IIpunoxenue 1
K nHacrosmemy 3amanuto

Ne Haumenosanune UCITIn YpOoBEHb 3alIMILIEHHOCTH Bnanenen

1. WudopmannonHas cucteMa ynpapieHUs! COBITOM 3JIEKTPOIHEPTHH OBITOBBIM V¥3-3 O0mecTBO
norpedutensim (MCYCD BIT)

2. WudopmannonHo-ananmurnueckas cucrema (MAC) V¥3-3 O0uiecTBO

3. WunuBuayansHelil kabunet ynpasnenus cueramu (MKYC) V¥3-3 OouiecTBO

4. Ennnas bunmnmuaroBas Cucrema s Pacderos ¢ FOpuamueckumu Jlumamu (EB FOJT) V3-4 OO6111ECTBO

5. Enunas bununarosas Cucrema ans Pacueros ¢ FOpuauueckumu Jlunamu B V3-4 OO6111ECTBO
nmnopro3ameneHnoi konpurypammu (Eb FOJI 1K)

6. CRM HOpunmyaeckux Jiaig V3-4 O0611EeCTBO

7. Curma. DIeKTpOHHBIN apXuB He onpenenen OO6mecTBO

8. CKY[J vV3-4 OO6mrecTBO

IHocraBumuk: Hokynareusn:

3aMecTHUTENb TCHECPAJIbHOTO JUPEKTOPa

[Tectynor A.B.

JupexTop 1o nHPOPMAITMOHHBIM TEXHOJIOTHAM

Bbenokypos M.H.
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[Ipunoxxenwne 2
K Hacrostmemy 3aganuto

Ilepeuyens Mep 3amIUTHI AJ1s1 HeliTpaau3anuu akryaabHbsix YBU pns HentpanuzoBanubix UCIIIu

Ne VB

HaumeHoBaHue
akTyanbHOU YBU

Mepa
3aIUTHI
(nmpuxa3

Ne 21
OCTIK
Poccun)

Oyukuun noacucteMsl 3amutel C3I11H

IToncucrema 3aniuThl
C3I1dun

YBU.006

VYrpo3a BHeApEHUs KoAa
WINA JaHHBIX

VII/L.2

Peanuzanus MexaHu3ma — pasrpaHUMYEHUI
mpaB JgocTyma K OOBeKTaM  (aiJioBOH
CHCTEMBI, K 3aIlyCKy IPOrpaMM U K IeYaTH
JOKyMEHTOB HE3aBUCHMOI'O OT MEXaHH3MOB
onepanmoHHo# cucteMsl (ganmee — OC)

IToncucrema 3amuThI
ABTOMATH3HPOBAHHBIX
pabounx MeCT
T0JIb30BaTENICH

OIlC.1
OIIC.2
OIIC.3

Bo3MOXHOCTh CO31aHMS AJSI MOJIB30BATENA
3aMKHYTOH NpOrpaMMHOMN CpeIbl

Tloncucrema 3amiuThl
ABTOMATH3HPOBAHHBIX
pabounx MECT
MOJIb30BaTeIeH

AB3.1

OOHapy>xeHue u YHUYITOKCHUE
BPEIOHOCHBIX  IIPOTPaMM B PEXKUME
MOCTOSHHOW ~ 3ammThl  (IpOBEpKa  BCeEX
3aIllyCKacMBbIX, OTKPbIBAEMBIX nu
COXpaHsAEMbIX Ha KOMIBIOTEPE OOBEKTOB HA
MPUCYTCTBHE BUPYCOB) W TPOBEPKH TIO
TpeOOBaHMIO, a TAKXKE MPOBEPKA MOGHITLHOTO
HCITOJHAEMOT0 KOJa, OJIOKHPOBKA OTIACHBIX
CKPHITTOB

IToacucrema
AHTUBUPYCHOU
3aILUTBI

AHamu3 IMOYTOBOTO TpaduKa HA TPEIMET
HaJlU4yusl  BPENOHOCHBIX  BJIIOXKEHHH U
HEXeJaTeNbHbIX  JJIEKTPOHHBIX  IHCEM,
CCBIJIOK Ha OIacHbIEC CANTHI

OTnpaBka Ha TIPOBEPKY BIOXKEHHBIX B
3JIEKTPOHHBIC MUChbMa (ailsibl B MOACUCTEMY
3ammuTeI OT atak O gHA

Hanuuue MexaHu3MOB NMPOBEPKU peryTaluu
OTIPABUTENSL, NPOTOKOJIA, COIAEPKUMOTO
nuceMa, penyraunu [P-anpeca tomena

Tloncucrema 3amiuThl
AIEKTPOHHON TIOYTHI

AB3.2

ABTOMaTHUYeCKOE oOHOBIICHNE
AQHTUBHPYCHBIX 0a3 W  NIPOrpaMMHBIX
MOTyJIeH 10 PACTIMCaHUI0

TToncucrema
AHTUBUPYCHOM
3aIIUTHI

AH3.1

BroisBenne w© - uaeHTHUKANWS — y3IIOB,
(YHKIMOHUPYIOIIHX B MOMEHT
CKaHWPOBAHUS M JIOCTYIIHBIX 110 OJHOMY U3
MIPOTOKOJIOB ~ MPHUKJIAJHOTO yPOBHSA, IO
CEeTEBBIM ajipecaM WM IMEHaM
BouiBenue © - uueHTH(DHUKALAST
TPaHCHOPTHOTO YPOBHS CEeTEeBBIX
MPOTOKOJIOB,  JIOCTYIHBIX B MOMEHT
CKaHMWPOBAHUsI, 10 MPOTOKOJIAM M HOMepam
BrusBiieHue v HACHTUPUKAIHS YSI3BUMOCTEH
(Bxmouast ommOkn  KoHQurypaumu) B
peanu3anu HACHTU(UITMPOBAHHBIX CETEBBIX
MIPOTOKOJIOB

COop cBeleHWII O HAIMYUM YSI3BHUMOCTEH
MIPOTPaMMHOTO 00eCTIeUeHHsI CKaHHPYEMOTO
y3ma

BrisBienue ys3BUMOCTEH B JOCTYIHBIX IO
nporokory ~ HTTP  BeG-mpunoxeHUsX,
00YCITOBJICHHBIX OIUOKAMHU, JOMYIIIEHHBIMHI
IpH pa3paboTKe ITHX MPIIIOKESHUHA

MIOPTOB

AH3.3

Cbop  cBemeHmit 0  KOH(pUTypanuu
MPOrPAaMMHOTO  o0ecreucHs B

-
obrnemve
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JIOCTaTOYHOM JUIS BBISIBIICHHS YS3BUMOCTEH,
00YCIIOBJICHHBIX OIMHUOKaMU KOHMHUTYPAIVH

COB.1

AHanu3 ceTeBOM aKTHUBHOCTH 3aIlUIIA€MBIX
CETMEHTOB C HCIIOIb30BaHNEM 0a3 CUTHATYD,
MIPEAOCTaBICHHBIX MIPOM3BOANTEIIEM
o00opynoBaHUs

ABTOMAaTHUYECKOE pearupoBaHHE B clydae
OOHapy)XEHHsl CETEBBIX aTak (MpUMEHEHHE
JercTBuit «oOHapyXeHHEe» WU
«OJIOKHPOBKaY)

OtmpaBka Ha TpoBepky  (aiioB B
MOJCHCTEMY 3ammTel oT arak 0 jHs,
nepenaBaeMbix 1o mporokoram HTTP(s),
(S)FTP, IM

IToncucrema
MEXKCETEBOTO
SKpPaHUPOBaHUS u
oOHapyKeHUS
BTOPKCHUM

Brimonnenne SMYIISIHH Koza B
M30JIMpPOBAaHHON 3aIMILEHHOW cpene uist
PacKphEITH TOBEIACHHSA U OOHApYKCHUSI
CIIO’KHBIX YTPO3 U IIeJICHANIPABICHHBIX aTak
BO3MO)KHOCTI) I/IHTeraIlI/II/I C KOMIIOHCHTaAMH
MO/ICUCTEMBI MEKCETEBOTO IKPAHUPOBAHUSI U
OOHApY)KCHHS BTOPXKCHHA M IMOJCHCTEMBI
3alIUThI BHGKTpOHHOﬁ I10YThI B qacTHu
Honyqum[ KOHTCHTA HA aHAJIN3

IToncucrema 3amuThI
OT aTaK HyJIEBOTO JHS

3UC.11

OunbTpalys CETEBBIX IAKETOB C YYCTOM
BXOJHOTO 4 BBIXOJHOTO  CETEBOTO
uHTepdeiica Kak  CPEACTBO  MPOBEPKH
MO/NTAHHOCTH CEeTEBBIX ajipecoB
(a"THCITY HUHT)

VL3

QunbTpanms  cereBoro  Tpaduka  Ipu
B3aUMOJCHCTBUH CEPBEPHBIX KOMIIOHEHTOB
HCII s ¢ APM nons3oBarenei
OunbTpanus  cereBoro  Tpaduka - Impu
B3aUMOJeiicTBUM  aaMuHMCTpaTopoB  UWT
UH(PACTPYKTYPBI c uHTepdeiicamu
yIIpaBJICHUSA KOMIIOHEHTOB uT
UH(PACTPYKTYPHI

OunbTpanus  cereBoro  Tpaduka  Impu
B3auMojeicTBuM agmuHuctpatopo C3I11H
c wuHTepdelicaMn ynpaBiIeHHs KOMIIOHEHT
C3lAx

WHenekiyss  nHQOpPManMOHHBIX  MOTOKOB,
OPTraHM3yEeMBIX C CepBepaMM 3allUIIaeMbIX
UCTI[IH Ha ypoBHE NPUIIOKEHUHN 3TaJOHHOMN
mozaenu OSI Ha mpeaMeT TpeaoTBpaICHHS
BTOP)KEHHH C HCIIOJIb30BAaHUEM Pa3IUIHBIX
po¢uIIeH 3aUTHI

QunbpTpanisi  CIY)X€OHBIX  IPOTOKOJIOB,
CITy’KaIlMX JUIS AMATHOCTHKH W YIPaBICHUS
paboToi CeTeBBIX YCTPOICTB

IToxcucrema
MEXCETEBOT0
9KPaHUPOBAHUS "
0oOHapyKeHUS
BTOP>KEHUH

YBU.008

Yrpo3a BoccTaHOBJICHUS
ayTeHTH()UKAITMOHHON
nHdopmannu

NAD 4

VYnpasieHue cpeicTBaMu ayTEeHTH()UKAITUH,
B TOM 4HCI€  XpaHEHHe, BblAaua,
WHHULUAIN3aus], OJIOKMPOBaHHE CPEJICTB
ayTeHTH(UKALMK U TIPUHATHE MEp B Cllydae
yTparsl W (WIM) KOMIIPOMETAallMH CpEJNCTB
ayTeHTH(UKaIMK

OpraHu3anuoHHbIE
MepbI

AH3.1

BoisiBnenne W uaeHTH(UKAUMSA  Y3JI0B,
(YHKIMOHHUPYIOIINX B MOMEHT
CKaHMPOBAHUS U JOCTYIHBIX MO0 OJHOMY U3
MIPOTOKOJIOB ~ MPHUKJIAJHOTO yPOBHSA, IO
CETEBBIM aJjpecaM WIH UMEHaM

BriBnenne W uOeHTH(UKAIUS — TIOPTOB

TPaHCIOPTHOIO YPOBHS CETEBBIX
IPOTOKOJIOB,  JOCTYIHBIX B MOMEHT
CKaHUPOBAHUS, 110 IIPOTOKOIAM I HOMEPAM
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BrisaBnenue u uneHTUGUKALINS YI3BUMOCTEH
(Bkmroyas OmMMOKKM  KOHQUTYpalw) B
peanu3aniy HACHTU(UIIPOBAHHBIX CETEBBIX
MIPOTOKOJIOB

COop cBeneHHWH O HAIMYHMA YSI3BUMOCTEH
MIPOrPaMMHOT0 00eCHeYeHUs] CKAHUPYEMOTO
y3na

BrisBneHue ysa3BUMOCTEH B JOCTYIHBIX IO
IPOTOKOITY HTTP BEO-TIPIIOKCHHUSX,
00YCJIOBJICHHBIX ONIHOKAMU, JOMYIICHHBIMU
IpH pa3paboTKe ITHX MPIIIOKESHHIHA

AH3.3

Coop CBelIeHHH O KOHHUTypanuu
MPOTPaMMHOTO OOecIie4eHus B o00BeMe,
JIOCTaTOYHOM JUISl BBISIBIICHUS YA3BUMOCTEH,
00YCITOBJICHHBIX OMMOKaMH KOH(MHUTYpaITIi

AH3.5

KonTpons mpaBmi TreHEepanmWd M CMEHBI
TapoJieH Mmojb30BaTeNen

VII/L.6

OrpaHnyYeHNE HEYCIEIHbBIX MONBITOK BXOAa
B MHOOPMALMOHHYIO CHCTEMY (ZOCTyHa K
nH}popManMOHHOI cucTeMe)

Tloncucrema 3amiuThl
ABTOMATH3HPOBAHHBIX
pabounx MECT
MOJIb30BaTeIeH

YBU.009

Yrpo3a BocCTaHOBJICHUS
TpeapIIyeil ya3BUMON
Bepcuu BIOS

VIIZ.2

KonTtpoms Bxoja nosip3oBaresei B CHCTEMY

Tloncucrema 3amiuThI
aBTOMATHU3 I/IpOBaHHLIX
pabounx MECT
MOJb30BaTENIeH

AH3.1

BoisiBnenne u  upeHTH(UKAUMS  Y3JIOB,
(YHKIMOHUPYIOLIHX B MOMEHT
CKaHMPOBAHUS U JOCTYNHBIX MO OJHOMY U3
MIPOTOKOJIOB ~ MPHUKIAJHOTO YPOBHA, IO
CETEBBIM aJpecaM WA UMEHAM
BoisiBnenne u - upeHTHUKALUSL
TPAHCHOPTHOIO YPOBHS CETEBBIX
NPOTOKOJIOB,  JOCTYHMHBIX B  MOMEHT
CKaHMPOBAHUS, 110 TPOTOKOJIAM M HOMEpaM
BrisiBnieHue 1 MIeHTU(UKALUS YSI3BUMOCTEH
(Bxmrouass ommOKM  KOH(pUTypaluu) B
peanu3aiiy uAeHTU(GUINPOBAHHBIX CETEBBIX
IPOTOKOJIOB

COop cBeneHHH O HAIMYHH YSI3BUMOCTEU
MIPOTPaMMHOTO 00eCHeYeHUs] CKAHUPYEMOTO
y3na

BoisBnenue ys3BHUMOCTEN B AOCTYIHBIX MO
mpotokory ~ HTTP  BeG-mpmiioxeHHsX,
00YCIIOBIICHHBIX OIIMOKaMH, JIOMYIIEHHBIMA
IpH pa3paboTKe ITHX NPIIOKESHUH

MOPTOB

AH3.3

C6op CBeIEHHH O KOHHUTypanuu
MPOrpaMMHOro oOecrieueHuss B 00BeMe,
JOCTAaTOYHOM /ISl BBISIBICHUS YSI3BUMOCTEHA,
00yCJIOBICHHBIX OMMOKaMH KOH(PHUTypauu

Iloncucrema anamuza
3aIMUIIEHHOCTH

YBN.012

VYrpo3a JeCTpyKTUBHOTO
HU3MEHEHHs
KoH(purypaunu/ cpest
OKpYXXEHHSI IPOrpamMm

VIII.2

Peanuzanmsi MexaHu3Ma pa3rpaHHYCHU
mpaB JgocTyma K OOBeKTaM  (aiIoBoH
CHCTEMBI, K 3aIlyCKy IpOrpaMM U K Ie4aTH
JIOKyMEHTOB HE3aBUCHMOI'O OT MEXaHHM3MOB
oC

IlogcucTrema 3amIuTHI
aBTOMATH3UPOBAHHBIX
pabounx MeCT
MOJIL30BaTEeIICH

3CB.1

AyTteHTH]HKALMA aJMHHUCTPATOPOB
BUPTYaJILHON UHQPaCTPYKTYpHI u
aJIMHHUCTPATOPOB 0€30MaCHOCTH

Ioncucrema 3amuThl
cpensl
BUPTYyaJIH3ALIN

3CB.7

KoHTponms  1eTOCTHOCTH  KOHQUTypaluu
BUPTY&JIBHBIX MAalIMH W WX JOBEpEHHAs
3arpyska

Ioncucrema 3amuThl
cpensl
BHPTYaJIH3AIIH

AH3.1

BroiBnenne w  uaeHTHQHKANWA — y3IIOB,
(YHKIMOHHAPYIOIIHX B MOMEHT
CKaHMPOBAHUS U JOCTYIHBIX MO0 OJHOMY U3
MIPOTOKOJIOB  MIPHUKJIIAIHOTO

IToncucrema anammuza
3aMIAIIEHHOCTH
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CETEBBIM aApecaM WX UMEHaM

BeisiBnenne u  upeHTHUKAnUs MOPTOB
TPaHCIIOPTHOTO YPOBHS CETEBBIX
MPOTOKOJIOB,  JIOCTYHHBIX B MOMEHT
CKaHMPOBAHUS, IO MPOTOKOIAM M HOMEpaM
BrisiBnieHue 1 MaeHTUQUKALUS YSI3BUMOCTEH
(Bxmouast ommOkn  KoHpurypaumu) B
peanM3aniy nASHTU(UINPOBAHHBIX CETEBBIX
MIPOTOKOJIOB

COop cBeleHUII O HAIMYUM YSI3BHUMOCTEH
MIPOTPaMMHOT0 00ECHEYEHNSI CKaHIPYEMOTO
y3na

BrisiBneHue ys3BUMOCTEH B JOCTYIHBIX IO
npotokory ~ HTTP  BeG-mpmioxeHHsX,
00yCIIOBICHHBIX OMMOKaMH, JOMYIICHHBIMA
TIpU pa3paboTKe ITUX MPHUIOKESHUH

AH3.3

Coop CBelICHHH O KOH(HUTypanuu
NporpaMMHOro obecriedeHuss B oObeMe,
JIOCTaTOYHOM JUIS BBISIBIICHHS YS3BUMOCTEH,
00YCIIOBJICHHBIX OLIMOKaMHU KOH(QUTYpALIHU

OLUL1

BO3MOXXHOCTP ~ KOHTpPOJII  IIEJIOCTHOCTH
IIporpaMMHO-alapaTHON cpensl (B TOM
YHcIIe OTAEIbHBIX BETOK peecTpa, KaTaloroB)
mpu 3arpyske IIOBM, mno xomanze
aJIMHHUCTPATOPA U 110 PACTIMCAHUIO, & TAKXKE
KOHTPOJIb IIETIOCTHOCTH (PaliIoB IIpH TOCTYIE
n OnoxupoBky Bxona B OC mpH BBISBICHUH
HM3MEHEHUH

Tloncucrema 3amiuThI
aBTOMATHU3 I/IpOBaHHLIX
pabounx MECT
MOJb30BaTENIeH

YBHN.013

VYrpo3a AeCTPyKTHBHOTO
HCIIONB30BAHHS
JeKIapUPOBAaHHOTO
¢yukimonana BIOS

VIIL.2

KoHTpous BX0oz1a ONB30BaTEINE B CHCTEMY
Peanmzaums MexaHM3Ma — pa3rpaHHYCHUI
mpaB JlocTynma K oObekTtaM  (paitnoBoit
CHCTEMEI, K 3allyCKy IPOrpaMM M K MeYaTd
JOKYMEHTOB HE3aBUCUMOI'0 OT MEXAaHU3MOB

oC

Tloncucrema 3amiuThl
ABTOMAaTH3HPOBAHHBIX
pabounx MeCT
MOJIb30BaTeIeH

3TC.2

OpraHu3zanusi KOHTPOJMPYEMOH 30HBI, B
npejeax KOTOPOH MOCTOSHHO pa3MeIaioTcs
CTal[IOHApHbIE  TEXHUYECKHE  CpEJICTBA,
obpabarsBaromue naGopMarmro, u Cp3U, a
TaKxKe cpencraa obecrieyeHus
(YHKIMOHUPOBaHHMS

OpraHuzaioHHbIE
MeEpBI

3TC.3

Konrpons wu ympasienue ¢Quznueckum
JIOCTYIIOM K TeXHUYeCKUM cpeactBam, Cp3U,
cpeacTBaM obecrieueHns
(YHKIIMOHWPOBAHUS, a TAK)KE B TOMEIICHUS
U COOpPYXEHHA, B  KOTOPBIX  OHH
YCTaHOBJICHBI, HCKITIOYAIOIINe
HECAaHKLIMOHUPOBAaHHBIN ¢busngeckuit
JOCTYTI K cpencTBaM 0b6paboTku
nHpOpMaNnHy, Cp31  wu cpencreaM
obecriedeHus (GYHKINOHHUPOBAHUSA
nH(OPMaAMOHHOH CHCTEMBI, B TIOMELIEHUS 1
COOPY’KEHHUS], B KOTOPBIX OHH YCTaHOBJICHBI

OpraHuzanoHHbIe
MepEI

OLUL1

B0O3MOXXHOCT ~ KOHTpPOJII ~ LEIOCTHOCTH
IIpOrpaMMHO-alapaTHON cpeasl (B TOM
YHCIIE OTAEIBbHBIX BETOK PEECTpa, KaTaloroB)
npu 3arpyske IIOBM, mno xomanze
aJIMUHHUCTPATOPA U [0 PACIUCAHUIO, a TAKXKE
KOHTPOJIb IIETIOCTHOCTH (aiIoB MPH TOCTYIIE
u 0510kMpoBKy Bxona B OC mpu BBISABICHUU
HM3MEHEHHI

TloacucreMa 3al{UTHI
ABTOMATH3HPOBAHHBIX
padounx MecCT
MOJIb30BaTeIe

YBU.014

VYrpoza JUTUTEIBHOTO

AH3.1

COop cBeneHWit O HANMYUU YSA3BUMOCTEH

yAepKaHUS HpOrpaMMHOTO 00€CTeYeH s CKAaHMPYEMOTO
BBIYUCITUTENbHBIX y3na
pecypcoB Coop  ceemenuii o xouburypaunuu

IToncucrema anHammn3a
3aMIAIIEHHOCTH
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TIOJIB30BATCIIAMU

MPOTPAaMMHOTO O0ecrieueHuss B 00beMe,
JIOCTATOYHOM JUIS BBISIBIICHHS YS3BUMOCTEH,
00YCITOBJICHHBIX OIMMOKaMU KOH(QUTYPAITHH

AH3.3

BriBnenne w  uaeHTHQHKANWA — y3IIOB,
(YHKIHOHHAPYIOIIHX B MOMEHT
CKaHMPOBAHUS U JIOCTYIHBIX MO OJHOMY U3
MPOTOKOJIOB  MPUKIAAHOTO  YpPOBHS, IO
CETEeBBIM aJjpecaM WM UMEHaM

AH34

MuBenTapuzanus 00BEKTOB UT-
nH}ppacTpyKTypHI

COop cBefieHUIT 0 coCTaBe MPOrPaMMHOTO H
amnmapaTHOrO0 O0ECHCUCHUs] CKaHHPYEMOTO

y3na

YBHN.015

VYrpoza  pmoctyma K
3aIuIaeMbeIM Qaiaam ¢
HCIIOJIb30BaHUEM
00XOIHOTO ITyTH

VII/L.2

KoHTponb Bxoaa nosp30Bateseil B cucteMy
Peanuzanus MexaHu3ma  pasrpaHUYEHUI
mpaB JgocTyma K OOBeKTaM  (aiJioBOH
CHCTEMBI, K 3aIlyCKy IPOrpaMM U K I€YaTH
JOKyMEHTOB HE3aBUCHMOI'O OT MEXaHH3MOB
oC

IToncucrema 3amuThI
ABTOMATH3HPOBAHHBIX
pabounx MeCT
MOJIb30BaTeICH

YBUN.017

VYrposa
JocTymna/mepexsara/
U3MEHEHHUS HTTP
cookies

AB3.1

OOHapyxeHHe u YHUYTOXKECHUE
BPEIOHOCHBIX  NPOrpaMM B pEXUMeE
IIOCTOSIHHOM ~ 3amuThl  (TIpOBEpKa  BCeX
3aMyCcKaeMbIX, OTKPBIBaEMBIX u
COXpaHJIEeMbIX Ha KOMIBIOTEpE 00BEKTOB Ha
MIPUCYTCTBUE BUPYCOB) U TIPOBEPKH IO
TpeGOBaHUIO, a TAKXKE MIPOBEpKa MOOUIBHOTO
UCTIONHSIEMOT0 KOAa, OJIOKMPOBKA OMACHBIX
CKPHIITOB

AB3.2

OOHOBJIEHHE
MPOTPAMMHBIX

ABTOMaTHUYECKOE
aHTUBHPYCHBIX 0a3 u
MOTyJIeH 10 PAaCcTIMCaHUI0

TToncucrema
AHTUBUPYCHOU
3aIUTHI

3UC.3

3amura nHGOPMAIIUH OT ee MOIU(PHUKALINT 1
repexpara Npu ee nepenavye yepe3 KaHalbl
CBA3M, IIpoJIeTalllue 3a  IpeaesaMu
KOHTPOJIUPYEMO 30HBI

TToncucrema
Kpunrorpaguueckon
3alIUTHl HHPOPMAIUN

VIII.2

KonTtpoms Bxoaa nosis3oBaresei B CHCTEMY
Peanuzanuss MexaHW3Ma  pasrpaHHYEHHUH
mpaB  JlocTynma K oObekTtaM  (paitnoBoit
CHCTEMBI, K 3allyCKy IPOrpaMM M K MeYaTu
JOKYMEHTOB HE3aBUCUMOI'0 OT MEXAaHU3MOB

oC

Tloncucrema 3amtuThI
AaBTOMATHU3 I/IpOBaHHI)IX
paboumnx MeCT
MOJB30BaTENICH

YBU.018

VYrposa
HemratHo OC

3arpy3Kku

V1.2

OpFaHI/ISaHI/IOHHHe MEpPbI

OpraHu3anoHHbIe
MeEpHI

YBU.019

Yrposa 3apaXKeHUsI
DNS-kemra

V1.3

@unbTpanms  cereBoro  Tpaduka  Ipu
B3aMMOJIEICTBUU CEPBEPHBIX KOMIIOHEHTOB
UCTIJH ¢ APM nonb3oBaTeneit
@dunbTpanms  cereBoro  Tpaduka - Ipu
B3auMoJeicTBUM  aaMuHucTpatopoB T
HHPPACTPYKTYPHI c nHTEepdeiicamu
YIIPaBJICHUSA KOMIIOHEHTOB uT
HHPPACTPYKTYPHI

QunpTpams  ceTteBoro  Tpadpuka  Opu
B3anMozeiicTeun agmuaAcTpaTopoB C3I11H
c wuHTepdelicaMn yNpaBiIeHHsS KOMIIOHEHT
C3Idu

WHenexkiyss  nHQOpManMOHHBIX  MOTOKOB,
OpPraHU3yeMBIX C CEpBEpPaMH 3alUIAEMbIX
HCIIH Ha ypOBHE NPUIIOKEHHU STaTOHHON
mozenu OSI Ha mpenMeT mpenoTBpaleHUs
BTOPKCHUH C HCIOIBb30BAHUEM Pa3INIHBIX
nipodusieit 3aMThI

QunbTpanys  CIy)X€OHBIX  IPOTOKOJIOB,
CITyXKaIUX ISl TUarHOCTUKU W YIPABICHUSA
paboTOM CETEBBIX YCTPONCTR
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COB.1

AHanu3 ceTeBOM aKTHMBHOCTH 3aIllUINA€MbIX
CETMEHTOB C HCIIOIb30BaHNEM 0a3 CUTHATYD,
MIPEAOCTaBICHHBIX MIPOM3BOANTEIIEM
00opynoBaHU

ABTOMaTHUYECKOE pEarupoBaHHE B CiIydac
OOHapy)XEHHsl CETEBBIX aTak (MpUMEHEHHE
JercTBuit «oOHapyXeHHEe» WU
«OJIOKHPOBKaY)

IToncucrema
MEXKCETEBOTO
9KPaHUPOBAHHS "
oOHapyKeHUS
BTOP>KEHUHI

AH3.1

BeisiBnenne W uneHTHUKALUSL
TPAHCIOPTHOTO YPOBHS CETEBBIX
MIPOTOKOJIOB,  JOCTYHNHBIX B  MOMEHT
CKaHMPOBAHUS, IO MPOTOKOIAM M HOMEpaM
BrisgBenue u HACHTUDHUKAINS YSI3BUMOCTEH
(Brmrowass  ommOKM  KOH(MWTypamuu) B
peanu3anuy HASHTU(GUNNPOBAHHBIX CETEBBIX
IIPOTOKOJIOB

COop cBeneHHH O HAMYHH YSI3BUMOCTEU
MIPOrpaMMHOT0 00eCHeYeHHUs] CKaHUPYEMOTO
y3na

MOPTOB

AH3.3

C6op CBeleHHH 0 KOH(pUTYpanuu
IpOrpaMMHOr0 obecneueHuss B o0beMe,
JIOCTaTOYHOM JUIS BBISIBIICHHSI YS3BUMOCTEH,
00YCIJIOBJICHHBIX OLIMOKaMHU KOH(QUTYpALIU

Iloncucrema anHanm3a
3alIUIIEHHOCTU

YBN.022

Yrpo3a  H30BITOYHOIO
BBIICJICHUS
OIlepaTUBHOMN MaMATH

AB3.1

OOHapy>xeHue u YHUYITOKCHUE
BPEIOHOCHBIX  IIPOTPaMM B PEXKUME
MOCTOSSHHOW ~ 3amuThl  (MpoBEepKa  BCEX
3aIyCKaeMBbIX, OTKPBIBAEMBIX "
COXpaHSEMbIX Ha KOMIBIOTEPE 0OBEKTOB Ha
MPUCYTCTBHE BUPYCOB) W TPOBEPKH TIO
TpeOOBaHMIO, a TAKXKE MPOBEPKA MOGHITLHOTO
HCIIOJTHSIEMOTO KO/[a, OIIOKHPOBKA OTACHBIX
CKPHUIITOB

AB3.2

0OHOBJICHHE
MPOrpaMMHBIX

ABTOMaTHYECKOE
AQHTUBHPYCHBIX 0a3 U
MOJYJIEH IO PACIIUCAHUIO

IToacucrema
AHTUBUPYCHOU
3aIUTEHI

AH3.1

BoisiBnenne W upeHTHUKALUSL
TPaHCIIOPTHOTO YPOBHS CeTeBBIX
HPOTOKOJIOB,  JOCTYMHBIX B MOMEHT
CKaHMWPOBAHUsI, 10 MPOTOKOJIAM M HOMEpaM
BrlsiBnienne n neHTUQUKALMS YSI3BUMOCTEH
(Brmrowass ommOKM  KOH(UTypamuu) B
peanu3aniy HASHTH(HUINPOBAHHBIX CETEBBIX
IIPOTOKOJIOB

COop cBeneHHH O HAIMYHH YSI3BUMOCTEU
MIPOTPaMMHOTO 00eCTIeYeHHsI CKaHHPYEMOTO
y3i1a

MOPTOB

AH3.3

C6op CBeIEHHH O KOH(HUTyparun
MPOrpaMMHOr0 oOecrieueHuss B 00BeMe,
JOCTAaTOYHOM /ISl BBISIBICHUS YSI3BUMOCTEHA,
00yCJIOBICHHBIX OMMOKaMH KOH(PHUTypauu

IToncucrema anamuza
3aIUIIEHHOCTH

YBU.023

VYrpoza W3MEHEHUS
KOMITOHEHTOB CUCTEMBbI

VIII.2

Peanuzanmsi MexaHu3Ma pa3rpaHHYCHU
mpaB jgoctyna K oObekram (aiiioBoii
CHCTEMBI, K 3aIlyCKy IpPOrpaMM U K Ie4aTH
JIOKyMEHTOB HE3aBUCHMOI'O OT MEXaHH3MOB
oC

KoHTposb BX0/1a 0JIb30BATEIICH B CUCTEMY

Ilogcucrema 3amIuTHI
ABTOMATH3HPOBAHHBIX
padounx MeCT
MOJIL30BaTeICH

3CB.1

AyTtenTuduKanms aJMHHUCTPATOPOB
BHPTYaJIbHOU HHPPACTPYKTYPHI u
aJMUHHICTPATOPOB 0€30MaCHOCTH

3CB.2

MasnaTHbIN IPUHIMIT KOHTPOJISL JOCTYIIA

3CB.3

Kontpons memocTHOCTH — KOHOUTYpAINH
BHPTYaJbHBIX MAaIlMH WM WX JOBEpEHHAS
3arpyska

IMoacucrema 3amuThI
cpenbl
BUPTYyaJIU3allnunu

OLUL1

B03MOXHOCTH  KOHTpPOJIS

iRt
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MIpOrpaMMHO-aIIapaTHON cpensl (B TOM
YHCIIe OT/ACIBHBIX BETOK peecTpa, KaTaloToB)
mpu 3arpyske I[IOBM, mo xomanze
aJIMUHHUCTPATOpA U IO PACIUCAHUIO, a TAKKE
KOHTPOJIb IIETIOCTHOCTH (haifyIOB IIPH TOCTYTIE
u 6510KkupoBKy Bxona B OC mpu BBISBICHUU
U3MEHEHU!

aBTOMATH3UPOBAHHBIX
paboumnx MeCT
TOJIL30BaTCIICH

AH34 WNuBenTapusanus 00BEKTOB UT- | Iloncucrema aHanusa
nH}ppacTpyKTypHI 3aIUIEHHOCTU
COop cBezieHUid 0 cocTaBe MPOTPAMMHOTO H
anmapaTHoOro oO0ecreueHHs CKaHWPYeMOro
y3na
AB3.1 OO0HapyxeHue u yamutoxernne | Ilogcucrema
BPEJOHOCHBIX  MHPOTrpaMM B PEXHME | aHTUBHUPYCHOH
MOCTOSTHHOW ~ 3ammMThl  (IPOBEPKAa  BCEX | 3AIIUTEHI
3aITyCKaeMBbIX, OTKPBIBAEMBIX u
COXpaHsAEMbIX Ha KOMIbIOTEPE OOBEKTOB Ha
MIPUCYTCTBHE BHPYCOB) M IIPOBEPKH IO
TpeGOBaHUIO, a TAK)KE MIPOBEpKa MOOUIBHOTO
UCIIONTHSIEMOr0 KOza, OJIOKMPOBKA OMAaCHBIX
CKPHIITOB
AB3.2 ABTOMaTHYECKOE 0OHOBJICHHE
AQHTUBHPYCHBIX 0a3 W  NPOrpaMMHBIX
MOZYJIEH IO paCIMCAHUIO
YBU.027 | Yrposa nuckaxenus | AB3.1 OOHapyxeHue u yauutoxxenue | [logcucrema
BBOJUMOM U BBIBOJIUMOM BPEIOHOCHBIX  IIPOrpaMM B PEXUME | aHTUBUPYCHOU
Ha nepudepuitapie MOCTOSTHHOW ~ 3amMThl  (IPOBEPKAa  BCEX | 3AIIUTEHI
ycTpoiicTBa 3aITyCKaeMBbIX, OTKPBIBAEMBIX u
nHdopmanun COXpaHsAEMbIX Ha KOMIbIOTEPE OOBEKTOB Ha
MIPUCYTCTBHE BHPYCOB) M IIPOBEPKH IO
TpeOOBaHMIO, a TAK)KE MPOBEPKAa MOOMIILHOTO
UCTIOJIHAEMOTO KO0J1a, OJOKHUPOBKA OIACHBIX
CKPHIITOB
AB3.2 ABTOMaTHYECKOE 0OHOBJICHHE
AQHTUBMPYCHBIX 0a3 W  NPOrpaMMHBIX
MOJYJIEH IO PACIIUCAHUIO
YBUN.028 | Yrpo3a ucnons3oBanus | YII[.2 | Peanmsamms wMexanmsma pasrpanuueHudl | [loacucrema 3amuThl
aNbTEPHATUBHBIX ITyTEH mpaB  JlocTynma K oOOBeKkTaM (paiiIoBON | aBTOMaTH3MPOBAHHBIX
JOCTyTIa K pecypcam CHCTEMBI, K 3aIyCKy HpOrpaMM M K IedaTH | paboumx MecT
JIOKyMEHTOB HE3aBUCHMOTO OT MEXaHHW3MOB | MOJIb30BaTEJICH
oC
KoHTposb BX01a I0JIB30BATEIICH B CHCTEMY
3CB.1 AyTteHTH(pUKAINSL agmuHucTpaTopoB | Iloacucrema 3amuThl
BUPTYaJIbHON UHQPaCTPYKTYpHI u | cpensl
aJIMHHUCTPATOPOB 0€30aCHOCTH BHUPTYyaJIU3aliu
3CB.2 Man1aTHBIH DPUHIUI KOHTPOJIS JOCTyIa
VYBUM.030 | Yrpo3a wucnoaszoBanus | YII/.2 KoHuTponb Bxoaa mosib3oBareseil B cucteMmy ITogcucTema 3amUTHI
nHdopmannu ABTOMAaTU3HPOBAHHBIX
naeHTuuKaum/ paboumx MECT
ayTeHTU(UKALINH, MoJib30BaTelen
3a1laHHOM mo | AH3.5 Peanuzanus HacTpoek cioxxHocTy naponeit u | Iloacucrema 3amuThl
YMOJTYaHHIO MEXaHU3M TeHepannu maposisi, | aBTOMAaTH3UPOBAHHBIX
COOTBETCTBYIOIIET0 HACTPOMKaM paboumx MECT
10JIb30BaTesIeH
BrisBnenue u naeHtudukamms ysazsumocre | [logcucrema ananmsa
(Bxmouast ommOKM  KOHQMrypamuu) B | 3alMIICHHOCTH
peanM3ayy nASHTH(UINPOBAHHBIX CETEBBIX
IIPOTOKOJIOB
BrisBneHne y4eTHBIX 3amuceil ¢ mapoisimu,
COJEPKALTUMUCS B CIPaBOYHMKAX,
3aJ]aBaeMbIX aJAMUHUCTPATOPOM B
HACTPOWKaX CKaHMWPOBAaHUS (CIOBapHBIMH
TIapOJISIMH)
YBN.031 | Yrpo3a wucnosp3oBanus | YIIJI.2 | Peanuzamus  MexaHH3Ma I1
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MEXaHH3MOB
aBTOpPHU3ALNHI
TIOBBIIIICHUS
MIPUBWIIECTUIT

JJIA

mpaB Joctynma K oObekraMm  (haiiioBoit
CHCTEMBI, K 3aIyCKy IpOTpaMM U K Te4aTu
JOKYMEHTOB HE3aBHCHMOTO OT MEXaHHU3MOB
ocC

KonTtposnp BX0a 1oJib30BaTeENIEH B CUCTEMY

ABTOMATH3UPOBAHHBIX
paboumnx MeCT
TOJIL30BaTCIICH

3CB.1

AyTteHTH(HKAIIA aJIMUHHCTPAaTOPOB
BUPTyaJIbHOU UHQPaCTPYKTYpHI u
AJIMHHUCTPATOPOB 0€30MaCHOCTH

3CB.2

ManaTHBIH IPUHIUI KOHTPOJIS TOCTYIIA

IToncucrema 3amuThI
cpenbl
BUPTYaIU3aIUU

AH3.1

BrisiBneHne W upeHTHUKALUS —OPTOB
TPAHCHOPTHOTO YPOBHS CEeTEBBIX
MIPOTOKOJIOB,  JOCTYHNHBIX B MOMEHT
CKaHMPOBAHUS, 110 IPOTOKOJIAM M HOMEpaM
BrisBenue u HACHTUDHUKAINS YSI3BUMOCTEH
(Brmrowass ommOKM  KOH(QWTypamuu) B
peanu3aniy HACHTH(UNNPOBAHHBIX CETEBBIX
IIPOTOKOJIOB

COop cBeneHHH O HAIMYHA YSI3BUMOCTEH
MIPOTPaMMHOTO 00ECIEYECHHUsI CKAaHUPYEMOTO
y3na

AH3.3

C6op CBelleHHH 0O KOH(UTYpanuu
IpOrpaMMHOr0 olecneueHuss B o0beMe,
JIOCTaTOYHOM JUIS BBISIBIICHHS YS3BUMOCTEH,
00YCIIOBJICHHBIX OLIMOKaMHU KOH(QUTYpALIU

Iloncucrema ananuza
3alIUIIEHHOCTU

YbU.034

VYrpos3a uCHOIB30BaHUS
cnabocTel MPOTOKOJIOB
CETEBOT0/JIOKATLHOTO
oOMeHa TaHHBIMHU

31C.3

Samura uHGOPMAITUH OT €€ MOAU(UKAIIUY U
nepexBaTa IpH ee Iiepeade uepe3 KaHalbl
CBSI3M, IIpOJiCTalolie 3a  IpeneslaMu
KOHTPOJIUPYEMOM 30HbI

IToxcucrema
KpunTorpaduueckoit
3alIUTHl HHpOPMaIUN

YBH.041

Yrpo3za MexXcaToBOro
CKPUITHHTa

AH3.1

BoisiBnenne u  uaeHTH(QUKanMsA  y3JIOB,
(YHKIIMOHHUPYIOIIIX B MOMEHT
CKaHMPOBAHUS U JOCTYMNHBIX MO OJHOMY U3
MIPOTOKOJIOB ~ MPHUKIAJHOTO YPOBHS, MO
CETEBBIM ajpecaM WA UMEHAM
BoisiBnenne W upeHTHUKALUSL
TPAaHCIOPTHOTO YPOBHS CEeTEBBIX
IPOTOKOJIOB,  JOCTYHNHBIX B MOMEHT
CKaHMPOBAHUS, 110 TPOTOKOJIAM M HOMEpaM
BeisiBnieHue 1 MIEeHTU(QUKALUS YSI3BUMOCTEH
(Bxmrouass ommOKM  KOH(pUTypaluu) B
peanu3aniy HASHTH(HUINPOBAHHBIX CETEBBIX
IIPOTOKOJIOB

COop cBeneHHH O HAIMYHA YSI3BUMOCTEU
MIPOTPaMMHOTO 00ECHeYeHNsI CKaHUPYEMOTO
y3na

BrisBneHue ys3BUMOCTEH B AOCTYIHBIX MO
TPOTOKOITY HTTP BEO-TIPUIIOKEHUSX,
00yCJIOBICHHBIX OMMOKaMHU, JOMYIIEHHBIMU
IpH pa3paboTKe ITHX NPIIOKESHUHA

MOPTOB

HO,I[CI/ICTCMa aHaJIn3a
3alMUIICHHOCTH

AB3.1

OO6HapyxeHue u YHUYTOXCHHE
BPEIOHOCHBIX  NPOrPaMM B PEKUME
MMOCTOSIHHOW ~ 3amuThl  (MpOBEpKa  BCeX
3aIyCKaeMBbIX, OTKPBIBAEMBIX u
COXpaHIEMBIX Ha KOMIIBIOTEpE OOBEKTOB Ha
MPUCYTCTBUEC BUPYCOB) © TIPOBEPKH IO
TpeOOBaHUIO, a TAKXKE MPOBEPKa MOOMITEHOTO
HCTIONHAEMOTO KO/, OJOKHPOBKA OIACHBIX
CKPHIITOB

AB3.2

0OHOBJIEHHE
MIPOTrPaMMHBIX

ABTOMaTHYECKOE
AHTHBHPYCHBIX 0a3 w
MOJTyJIEH 110 PACTIMCAHUIO

IToacucrema
AHTUBUPYCHOM
3aILUTBI

V1.2

Peanmuzanuss MexaHw3aMa — pa3rpaHUYEHUN
mpaB Joctynma K oObekraMm  (haioBoit
CHCTEMBI, K 3aIlyCKy IpOTpaMM U K Te4aTu
JOKYMEHTOB HE3aBHCHMOTO OT MexXa B

IToncucrema 3amuThI
aBTOMATH3UPOBAHHBIX
pabounx MecCT
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YBU.045

VYrpoza
H30IIIT

HapyIICHU

cpezbl

ncnoynHenus BIOS

V1.2

Peanmmzanuss MexaHw3aMa — pa3rpaHUYEHUN
mpaB JgocTyma K OOBeKTaM  (aiJioBOH
CHCTEMBI, K 3aIlyCKy IpPOTpaMM U K Ie4aTu
JOKYMEHTOB HE3aBHCHMOTO OT MEXaHHU3MOB
ocC

IToncucrema 3amuThI
ABTOMAaTH3HPOBAHHBIX
pabounx MeCT
TOJIb30BaTEIICH

OLUL1

B03MOXHOCTH ~ KOHTPOJNS  LEIOCTHOCTH
NporpaMMHO-aNIapaTHo cpeasl (B TOM
YHCIIE OTAEIBHBIX BETOK PEECTpa, KaTaloroB)
mpu 3arpyske IIDBM, mno komaHnze
aJIMHHUCTPATOPA U I10 PACIHCAHUIO, a TAKXKe
KOHTPOJIb LIEJIOCTHOCTH (paiiJIOB IIPH IOCTYIIE
u 61okupoBKy Bxona B OC mpu BBISIBICHHH
HU3MEHEHHH

IToncucrema 3amuThI
ABTOMaTU3UPOBAHHBIX
pabounx MECT
oJb30BaTelei

3TC.2

OpraHusanst KOHTPOJHMPYEMOH 30HBI, B
nperenax KOTOpoil MOCTOSIHHO Pa3MEIatoTCs
CTAllMOHAPHBIE ~ TEXHUYECKUE  CPEICTBa,
obpabartsBaromue napopMmaryro, u Cp3U, a
TaKKe cpencraa obecrieyeHus
(YHKIIMOHHPOBAHUS

Opraan3aniioHHBIC
MepBI

3TC.3

Konrpons u  ympaBieHne (QU3NYECKUM
JIOCTYIIOM K TeXHHUECKUM cpeacTBam, Cp3U,
CpecTBaM obecrieyeHuUst
(YHKIIMOHUPOBAHUS, a TAK)KE B MOMEIICHHUS
U COOpPYXEHHUS, B  KOTOPBIX  OHH
YCTaHOBJICHBI, HCKIIIOYAIoIe
HECaHKIIMOHNPOBAHHBIH ¢usmuecknit
JOCTYTI K CpencTBaM 00paboTkn
nHpOpMALH, Cp31 u  cpencrBam
obecriedeHUs (hYHKIIMOHUPOBaHUS
nH(GOPMaMOHHOH CHCTEMBI, B IOMELIEHUS 1
COOPY)KEHHS, B KOTOPBIX OHU YCTaHOBJICHbBI

OpraHuzanvoHHbIe
MepBI

YBU.046

VYrposa
NPOLELYPBI

HapyLICHUs

ayTeHTU(UKAIUH

CyOBEKTOB
BUPTYaJIbHOTO

nH(pOpMaLMOHHOTO
B3aHMO/ICHCTBUS

VI3

OunbTpanus  cereBoro  Tpaduka - Impu
B3aUMOJeiicTBUM  aaMuHMCTpaTtopoB  UWT
UH(PACTPYKTYPBI c uHTepdeiicamu
yIIpaBJICHUSA KOMIIOHEHTOB uT
UH(PACTPYKTYPHI

OunbTpanus  cereBoro  Tpaduka  Impu
B3auMojeicTBuM agmuHuctpatopo C3I11H
c wuHTepdelicaMn ynpaBiIeHHs KOMIIOHEHT
C3lAx

WHenekiyss  nHQOpPManMOHHBIX  MOTOKOB,
OPTraHM3yEeMBIX C CepBepaMM 3allUIIaeMbIX
UCTI[IH Ha ypoBHE NPUIIOKEHUI 3TaJOHHOMN
mozenn OSI Ha mpenMeT mpenoTBpameHHS
BTOPKEHUI C MCIIONB30BAaHHEM Pa3IHMIHBIX
po¢ e 3aUTHI

QunbpTpanisi  CIY)X€OHBIX  IPOTOKOJIOB,
CITy’KaIlMX JUIS AMATHOCTHKH W YIPaBICHUS
paboToi CeTeBBIX YCTPOICTB

IToacucrema
MEXXCETEBOTO
OKpaHUPOBaHUA u
oOHapy KeHHS
BTOPKECHUM

3CB.1

AyTteHTH]HKAIMA aJMHHUCTPATOPOB
BUPTYaJILHON UHQPaCTPYKTYpHI u
aJIMHHUCTPATOPOB 0€30aCHOCTH

3CB.2

3ammTa CpeAcTB YIpaBICHHS BUPTYaJIbHOM
nndpacrpykrypoit or HCJ]

3amura runepsuzopos ot HCJI

MaHAaTHBIA NPUHIUI KOHTPOJISL TOCTYNA

3CB.3

Kontpons nenocraoctu u 3amurta or HCJI
komnoHeHToB C3U

Ioncucrema 3amuThl
cpensl
BUPTYaIN3aIIN

YBU.049

VYrpoza
LIEIIOCTHOCTH
K312

HapyIICHUS

JaHHBIX

COB.1

Brimonnenne IMYJISAIHAN Koza B
WM30JIMPOBAHHON 3alIUIIEHHOW cpene A
PacKpBITUSL TIOBENCHUS W  OOHApYXEHHsS
CJIOKHBIX YIPO3 U ueneHaHpaBneHme arak
Bo03MOXHOCTh HHTETpAIINH C KOMIT 1Ta

IToncucrema 3amuThI
OT aTak HYyJIEBOTO JHS
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MTOJICICTEMBI MEKCETEBOTO SKPAHUPOBAHIS 1
OOHApYXCHHUS BTOPKEHHA M MOJICHCTEMBI
3aIIUTHl AJIEKTPOHHOH TIIOYTHI B YACTH
MTOJTyICHHSI KOHTEHTA Ha aHAJIN3

VII/L.2

Peanmuzanus MexaHu3ma  pasrpaHUYEHUH
mpaB JgocTyma K OOBeKTaM  (aiJioBOH
CHCTEMBI, K 3aIlyCKy IpPOrpaMM U K IeYaTH
JIOKYMEHTOB HE3aBHCHMOI'O0 OT MEXaHHU3MOB
OoC

IToncucrema 3amuThI
ABTOMAaTU3UPOBAHHBIX
pabounx MECT
oJb30BaTelei

AB3.1

OOHapyxeHue u YHUUTOXKEHUE
BPEJOHOCHBIX  NpPOrpaMM B PEXHME
MOCTOSIHHOW ~ 3amuThl  (IpOBEpKa  Bcex
3aIyCKaeMBbIX, OTKPBIBAEMBIX u
COXpaHAEMbIX Ha KOMIBIOTEPEe OOBEKTOB Ha
NPUCYTCTBHE BUPYCOB) M IPOBEPKH II0
TpeOOBAHMIO, a TAKKE ITPOBEPKa MOOHIHHOTO
UCIIONHAEMOT0 KoJa, GJIOKHPOBKA OIACHBIX
CKPHIITOB

AB3.2

ABTOMaTHYECKOE oOHOBIICHNE
AHTUBUPYCHBIX 633 u MpOTrpaMMHBIX
MOZYJIEH IO paCIMCAHUIO

IToacucrema
AHTUBUPYCHOM
3aIUTHI

YBU.053

Yrpo3a HEBO3MOKHOCTHU
YIpaBJI€HUs  IpaBaMu
nosib3oBareneit BIOS

VIIZ.2

Peanusanusi MexaHM3Ma pa3rpaHHYCHUIT
mpaB goctyna K oObektam (aiioBoii
CHUCTEMBI, K 3aIlyCKy MpOrpaMM U K II€YaTH
JOKYMCHTOB HE3aBUCUMOI'0 OT MEXaHU3MOB

oC

Tloncucrema 3amiuThI
aBTOMATHU3 I/IpOBaHHLIX
pabounx MECT
MOJb30BaTENIeH

3TC.2

OpraHu3zanusi KOHTPOJHMPYEMOH 30HBI, B
npernenax KOTOpOil MOCTOSTHHO Pa3MEIA0TCs
CTAllMOHAPHBIE ~ TEXHUYECKUE  CPEICTBa,
obpabartsBaromue napopMmaruro, u Cp3U, a
TaKxKe cpencraa obecrieyeHus
(YHKIMOHUPOBaHHMS

OpraHuzanoHHbIE
MEpBI

3TC.3

Konrpons u ympaBneHne QHU3NYECKUM
JOCTYIIOM K TeXHHUECKUM cpeacTBam, Cp3U,
CpeacTBaM obecrieyeHust
(YHKIIMOHUPOBAHUS, a TAK)KE B MOMEIIEHHUS
U COOpPYXEHHMs, B  KOTOPBIX  OHH
YCTaHOBJIICHBI, UCKITIOYAOII e
HECAaHKLMOHUPOBAHHBII ¢busnueckuit
JOCTYTI K CcpencTBaM 00paboTkn
nHpOpMaIH, Cp3d u  cpencrBam
obecriedeHus (hYHKIIMOHHPOBaHUS
nH(GOPMaMOHHOH CHCTEMBI, B TIOMELIEHUS 1
COOPY)KEHHSI, B KOTOPBIX OHU YCTAHOBJICHBI

OpraHnu3alluOHHBIE
Mepbl

YBU.059

VYrposa
HEKOHTPOJIUPYEMOTO
pocTta yucia
3ape3epBUPOBAHHBIX
BBIYUCIIUTCIbHBIX

pecypcoB

VI3

@OunbTpanus  cereBoro  Tpaduka - Ipu
B3auMoJeicTBUM  aaMuHuUcCTpatopoB UT
HHPPACTPYKTYPHI c nHTEepdeiicamu
YIIPaBJICHUSA KOMIIOHEHTOB uT
HHPPACTPYKTYPHI

QunpTpams  ceTteBoro  Tpadpuka  Opu
B3anMozeiicTeun agmuaAcTpaTopoB C3I11H
c wuHTepdelicaMn yNpaBiIeHHsS KOMIIOHEHT
C3I1au

Ioxncucrema
MEXKCETEBOTO
OKpaHUPOBaHUA u
oOHapyKeHHS
BTOPKEHUM

3CB.1

AyTteHTHU]HKAIHA aJMHHUCTPATOPOB
BUPTYaJILHON HHQPaCTPYKTYpHI u
aJIMHHUCTPATOPOB 0€30aCHOCTH

3CB.2

3ammTa CpeAcTB YIpaBICHHS BUPTYaJIbHOM
nndpacrpykrypoit or HCJJ

3amura runepsuzopos ot HCJI

MasnaTHbIN IPUHIMIT KOHTPOJISL JOCTYIIA

3CB.3

KouTpons menoctHoctr U 3ammra ot HCJ
komnoHerToB C3U

Ioncucrema 3amuThl
cpensl
BUPTYaIN3aIIN

YBU.062

Yrpo3a HEKOPPEKTHOTO
HCTIOJIb30BaHUS

AB3.1

OO6napyxeHue u YHUUTOXXCHHE
BPEJOHOCHBIX  OpOrpamm

HOI[CI/ICTCMa
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MPO3pPavyHOTO  TPOKCH-
cepsepa 3a cuéT
IUTarHHOB Opay3epa

IIOCTOSHHOW ~ 3aIuThl  (TpoBepKa  BCex
3aIlyCKaeMBbIX, OTKPBIBAEMBIX u
COXpaHAEMbIX Ha KOMIBIOTEpEe OOBEKTOB Ha
NPUCYTCTBHE BUPYCOB) M IPOBEPKH II0
TpeOOBaHMUIO, a TAKKE TPOBEPKa MOOHIHHOTO
UCIIOTHIEMOr0 KOza, OJIOKMPOBKA OMAaCHBIX
CKPHUIITOB

AB3.2

ABTOMaTHUYECKOE OOHOBJIEHHE
AQHTUBHPYCHBIX 0a3 W  NIPOrpaMMHBIX
MOJyJIei 0 pacIUCaHUIO

3alIUThI

VIIZ.2

Peamuzanmst MexaHu3Ma —pa3rpaHHYEHUIH
mpaB jgoctynma K oObektaMm (ailioBoit
CHCTEMBI, K 3aIlyCKy IPOTpaMM U K He4aTH
JOKYMEHTOB HE3aBHCHMOI'O OT MEXaHU3MOB
OoC

Iloacucrema 3amIuThI
ABTOMaTU3UPOBAHHBIX
pabounx MeCT
TOJIL30BaTCIICH

YBU.067

VYrposa
HETPAaBOMEPHOTO
03HAKOMJICHHS c
3aI[UIIAEMON
nHpopmanuei

VII/L.2

Peamuzanus MexaHu3ma  pasrpaHUYEHUMN
mpaB JgocTyma K OOBEKTaM  (ailJIoBOH
CHCTEMBI, K 3allyCKy IPOTrpaMM U K He4aTH
JOKYMEHTOB HE3aBHCHMOI'O OT MEXaHU3MOB
oC

IToncucrema 3amuThI
ABTOMATH3HPOBAHHBIX
pabounx MeCT
MOJIb30BaTeIICH

VI3

QdunbTpanms  cereBoro  Tpaduka  mpu
B3aMMOJICHICTBUN CEPBEPHBIX KOMIIOHEHTOB
UCTIJn ¢ APM nonb3oBaTeneit
QdunbTpanms  cereBoro  Tpaduka - Impu
B3aUMOJEUCTBUM  aaMuHucTpaTtopoB HT
nH}ppacTpyKTypHI c unrepdeiicamu
YIpaBJIECHUS KOMITOHEHTOB uT
nH}ppacTpyKTypHI

QunbTpanms  cereBoro  Tpaduka  Ipu
B3auMojeicTBul agmuauctpatopo C3I11x
c wuHTepdelicaMn ynpaBieHUs KOMIIOHEHT
C3Idn

WHcnekiyss nHQOPMAIMOHHBIX  MOTOKOB,
OpPraHU3yeMBIX C CEpBEpaMH 3allHIIaeMbIX
UCIII=H Ha ypOBHE NPHIIOKEHUH STAIOHHON
mozaenu OSI Ha mpeaMeT TpeaoTBpaICHHS
BTOP)KEHHH C HCIIOJIb30BAaHUEM Pa3IUIHBIX
npoduieit 3anyUThI

@unbTpanys  cIy)X€OHBIX  MPOTOKOJIOB,
CITyXaIUX JUISl TUarHOCTUKU W YHPaBICHHS
paboTOH CEeTEeBBIX YCTPOHCTB

IToncucrema
MEXXCETEBOT0
OKpaHUPOBaHUA u
oOHapyXeHHs
BTOPKCHUM

3CB.1

AyTteHTH]HKAIMA aJIMUHHCTPAaTOPOB
BUPTYaJIbHON UHQPaCTPYKTYpHI u
aJIMHHUCTPATOPOB 0€30MaCHOCTH

3CB.2

3amura CpeAcTB yNpaBJICHUS BUPTYaNbHOU
nHbppacTpykTypoit or HC/]

3amura runepsuzopoB ot HCJL

MaHAaTHbII NPUHIMI KOHTPOJIS 10CTyIa

3CB.3

KoHTpons  memocTHOCTH — KOHQUTYpaIiu
BHPTYaJbHBIX MAaIlMH WM WX JOBEpEHHAS
3arpyska

TloncucremMa 3amiuThl
cpensl
BHPTYaITU3AIIH

YBU.069

Yrpo3a HernpaBoMepHBIX
JIeHCTBMM B KaHallaX
CBSI3HU

3UC.11

@OunbTpalys CETEeBbIX I[aKETOB C y4YETOM
BXOJHOTO M BBIXOJHOTO  CETEBOTO
nHTep(deiica Kak  CPEACTBO  IMPOBEPKH
TIOJUTMHHOCTH CEeTEBBIX aJipecoB
(anTHCTYQHHT)

VI3

Ounprpanms  ceteBoro  Tpadpuka  IpU
B3aUMOJICHCTBUU CEPBEPHBIX KOMIIOHEHTOB
UCTIJn ¢ APM nonb3oBateneit

QunpTpams  ceTteBoro  Tpadpuka  Ipu
B3auMoOJieicTBUM  agMuHucTparopos  UT

HHGPACTPYKTYPHI c nHTepdericamMmu
yIIpaBJICHUS KOMITOHEHTOB uT
HHGPACTPYKTYPHI

IToxcucrema
MEXKCETEBOr0
9KpaHUPOBAHMS "
oOHapyXeHHs
BTOPXKEHUN
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Qunbtpanys  cereBoro  Tpaduka  mpu
B3auMoieiicTBuM agmuHucTpaTopoB C3I1/1H
¢ wuHTepdelicaMu ynpaBieHHs KOMIIOHEHT
C3I1/u

dunbTpanys  CIyXeOHBIX  HPOTOKOJIOB,
CITy)KaIHUX JUIS JUATHOCTHKH U YIPaBJICHUS
paboTOH CETEBBIX YCTPOICTB

UA®.1 | Unentudukanus, ayreHtuduxauus u yuer | [loncucrema
aJIMUHUCTPATOPOB MOJICUCTEMBI IIPU | MEXCETEBOr0
jgoctyne k IIO KOMIOHEHTOB MOACUCTEMBI | 3KpaHUPOBAHUS u
mocpencteoM WEB unTepdeiica, JokanbHOW | 0OHApYKEHUST
KOHCOJIM  yOpaBlI€HUS W YJAJIECHHOH | BTOPKEHUM
TEKCTOBOH KOHCOJIH 10 mpoTokony SSH
3UC.3 3amura nHQOpManuH oT ee Mmogudukanun u | [logcucrema
nepexBaTa IpH €€ Ieperade depe3 KaHaIbl | KpUOTOrpaduuecKoit
CBSI3HM, IIPOJICTAIOIIME 3a  INpeleIaMHy | 3allUThl HHYOPMALUH
KOHTPOJIUPYEMOH 30HBI
VYBUM.071 | Yrposa 3HU.8 Ounctka OCTaTOYHOH nHpopmanuu | [logcucTema 3ammTHI
HECaHKIIMOHUPOBAHHOTO (0cB0O60XTaEMOTO TUCKOBOTO IIPOCTPAHCTBA, | aBTOMAaTH3HPOBAHHBIX
BOCCTAQHOBJICHUS 3a4HMCTKY ONpEeeICHHbIX (PailJIoB 1 Mamnok 1o | pado4mx MeCT
yAanéHHou KOMaHJIe MIOJIB30BATEN), a TaKxXe | MOoJIb30BaTelei
3alUIaeMoi BO3MOKHOCTh TIOJIHOW 3a4MCTKH JAUCKOB H
nHpopmanuu pa3aenos
YBU.072 | Yrposa OILJL.l | Bo3MOXHOCTh  KOHTPOJS  LIEIOCTHOCTHU
HECAHKIIMOHUPOBAHHOTO IIporpaMMHO-alapaTHON cpensl (B TOM
BBIKJTIOUCHHUS WIH YHcIIe OTAEIbHBIX BETOK peecTpa, KaTalaoroB)
obxoma MeXaHu3Ma npu 3arpyske IIOBM, mno komange
3alUTBl OT 3alluCH B aJIMHHUCTPATOPA U 10 PACTIMCAHUIO, @ TAKXKE
BIOS KOHTPOJIb IIETIOCTHOCTH (DaifyIOB IIPH TOCTYTIC
n OnoxupoBky Bxona B OC mpH BBIBICHUH
HU3MEHEHUH
VYBUN.074 | Yrposa VIII.2 Peanuzanuss Mexanusma pasrpanuueHudl | [loacucrema 3amuThbl
HECAHKIIMOHMPOBAHHOTO npaB  JlocTynma K oOOBeKkTaM (paiiioBON | aBTOMaTH3MPOBAHHBIX
JoCTyma K CHCTEMBI, K 3aIlyCKy IpOrpaMM M K IedaT | paboumx MecT
ayTeHTU(UKAITMOHHON JOKYMEHTOB HE3aBHCHMOT'O OT MEXaHH3MOB | IOJIb30BaTeleH
nHpopmanuu ocC
OIIC.1 | BO3MOXHOCTh CO3JaHUS AJS TOJNB30BATEINA
OIIC.2 | 3aMKHYTOH IPOTPaMMHON Cpeabl
OIIC.3
AB3.1 OOHapyxeHue u ynuuroxxenue | Ilogcucrema
BPEJOHOCHBIX ~ NpPOrpaMM B  PEXHME | aHTUBHUPYCHOH
MOCTOSTHHOW ~ 3amMThl  (IPOBEPKAa  BCEX | 3AIIUTHI
3aITyCKaeMBbIX, OTKpPBIBAEMBIX u
COXpaHsAeMbIX Ha KOMIbIOTEpPE OOBEKTOB Ha
MIPUCYTCTBUE BUPYCOB) U TPOBEPKU IO
TpeOOBaHUIO, a TAK)KE IPOBEPKAa MOOMIILHOTO
HCTIOTHAEMOTO KO/a, OJOKHPOBKA OMACHBIX
CKPHIITOB
AB3.2 ABTOMaTHYECKOE 0OHOBIICHHE
AQHTUBHPYCHBIX 0a3 W  NPOrpaMMHBIX
MOAYJIEH 10 paCIMCAHUIO
YBU.075 | Yrposa 3CB.1 AyTeHTuduxars agmuHUCcTpaTopoB | [ToxcucTema 3amuThI
HECAHKIIMOHUPOBAHHOTO BHPTYaJIbHON HHPPACTPYKTYPHI U | cpelpbl
JI0CTyTIa K BUPTYaJIbHBIM aJIMHHUCTPATOPOB 0€30MaCHOCTH BHUPTYyaJIU3aliu
KaHallaM Iepeaadu 3CB.2 3amura CpeAcTB yNpaBJIECHUS BUPTYaNbHOU
nndpacrpykrypoit or HCJJ
3amura runepsuzopos ot HCJI
MaHaaTHBIA IPUHIMIT KOHTPOJIS IOCTYyTIa
VIIA.3 | ®uetpaunst  cereBoro  Ttpaguka npu | [loncucrema
B3auMojeiictBun  aaMmuHucrtparopos HT | mexcereBoro
nH}pacTpyKTypHI c uHTepdeiicaMu | dIKpaHUPOBaHUS u
yIIpaBJICHUS KOMIIOHEHTOB UT | oOHapyxeHuUs
HHGPACTPYKTYPHI BTOPKEHUM
OwIbTpalysi  CETEBOrO }
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B3auMo/ieiicTBun agmuaucTpaTopo C3I1/1H
¢ wuHTepdelicaMn ynpaBieHHs KOMIIOHEHT
C3I1/Iu

YBU.078

VYrposa
HECaHKIIMOHUPOBAHHOTO
JOCTyTIa K
3alUIaeMbIM
BUPTYaJILHBIM MaIliHAM
U3 BUPTYaJIbHOH U (WUIIH)
¢dusndeckoii cetn

AB3.1

OO0HapyxeHue u YHHYTOXXCHHE
BPEHAOHOCHBIX  INIPOTpaMM B PEXHUME
NOCTOSTHHOW ~ 3aIquThl  (TIpoBepka  BCeX
3aIlyCKaeMbIX, OTKPBIBAEMBIX u
COXpaHsAeMbIX Ha KOMIbIOTEpPE OOBEKTOB Ha
MIPUCYTCTBUE BHPYCOB) ¥ IPOBEPKH IO
TpeOOBaHUIO, a TAK)KE NPOBEPKAa MOOMIILHOTO
UCIIOTHSIEMOr0 KOza, OJIOKMPOBKA OMAaCHBIX
CKPHIITOB

AB3.2

OOHOBJICHHE
MPOTrPaMMHBIX

ABTOMaTHYECKOE
AHTUBHPYCHEIX 0az ®
MOJTyJIEH 110 PACTICAHUIO

IToncucrema
AHTUBUPYCHOM
3aIINTHI

VI3

QunbTpanmsa  cereBoro  Tpaduka  Ipu
B3aUMOJEUCTBUM  aaMuHUcTpaTopoB UT
HHPPACTPYKTYPHI c uHTEepdeiicamu
YIpaBJIECHUS KOMITOHEHTOB uT
nH}ppacTpyKTyphI

QdunbTpanms  cereBoro  Tpaduka - mpu
B3auMozeiicTeun agmuHucTpaTopoB C3I11H
c uHTepdelicaMu ynpaBieHHs KOMIIOHEHT
C3I1dn

TToncucrema
MEXKCETEBOTO
SKpaHUPOBaHUS u
0oOHapyKeHUS
BTOPKCHUM

3CB.1

Ayrentudukaiys aJMUHHUCTPATOPOB
BUPTYaJIbHOU nH}PaCTPyKTYpHI u
aJIMHHUCTPATOPOB OE30MaCHOCTH

3CB.2

3ammTa CpeAcTB YHPaBICHHUS BUPTYaJIbHOM
uHppacTpykTypoit or HC/]

3amura runepsuzopoB or HCJJ

MaHAaTHBIA IPUHIUI KOHTPOJIS IOCTYTIA

3CB.3

KoHTponms  1eNOCTHOCTH  KOHOUTYpaluu
BUPTYQJIbHBIX MalllMH ¥ WX JIOBEpPEHHas
3arpyska

Iloncucrema 3amuThl
cpenbl
BHPTYaIU3aIIH

YBU.079

VYrpoza
HECaHKIMOHUPOBAHHOTO
JoCTyma K
3aIUIaeMbIM
BUPTYAJIbHBIM MalllMHaAM
CO CTOPOHBI JPYTUX
BHPTYaJIBHBIX MAIIUH

AB3.1

OOHapyxeHue u YHHYTOKCHUE
BPEJOHOCHBIX  IIPOrpaMM B PEXHUME
NOCTOSIHHOW ~ 3amuThl  (IPOBEpKa  BCeEX
3allyCKacMBbIX, OTKPbIBAEMBIX u
COXpaHAEMbIX Ha KOMIIbIOTEPE OOBEKTOB Ha
MPUCYTCTBHE BUPYCOB) M TPOBEPKH TI0
TpeGOBaHMUIO,  TAKXKE POBEPKa MOOHITLHOTO
HCITOJHAEMOT0 KOJa, OJIOKAPOBKA OTIACHBIX
CKPHITTOB

AB3.2

0OHOBJIEHHE
MPOTPAMMHBIX

ABTOMaTHYECKOE
AHTHBHUPYCHBIX 0a3 w
MOAYJIEeH [0 paCIMCAHUIO

IToacucrema
AHTUBUPYCHOU
3aILUTBI

VI3

@dunbTpanms  cereBoro  Tpaduka  Ipu
B3aUMOJEHCTBUM  aaMuHucTpaTtopoB UT
HHPPACTPYKTYPHI c nHTEepdeiicamu
YIIPaBJICHUSA KOMIIOHEHTOB uT
HHPPACTPYKTYPHI

QunpTpars  ceTteBoro  Tpadpuka  Opu
B3auMoeiicTeun agMuHucTpaTopoB C3I11H
c wuHTepdelicaMn yNpaBiIeHHsS KOMIIOHEHT
C3I1au

Ioxncucrema
MEKCETEBOTO
OKpaHUPOBaHUA u
0oOHapyKeHUS
BTOPKEHUM

3CB.1

AyTteHTH]HKALMA aJMHHUCTPATOPOB
BUPTYaJILHON UHQPaCTPYKTYpHI u
aJIMHHUCTPATOPOB 0€30MaCHOCTH

3CB.2

3amuTa CpeACTB YIPaBJICHUS BUPTYATBHON
nndpacrpykrypoit or HCJJ

3ammura runepsu3zopoB ot HCJJ

ManaTHpI TPUHIUIT KOHTPOJIS JIOCTyl'la

3CB.3

Kontpons  1menoctHocTH

Ioncucrema 3amuThl
cpensl
BUPTYaIN3a1N
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BUPTYaIbHBIX MalIMH W WX JOBEpEHHAs
3arpyska

YBU.084 | Yrposa 3CB.1 AyTteHTH(pUKAINSL agMuHUCTpaTOpoB | Ilogcuerema 3amiuTh
HECaHKIIMOHUPOBAHHOTO BUPTYaJIbHOMN nH(PaACTPYKTYpHI u | cpensl
JOoCTyma K  CHCTEME aJIMHHUCTPATOPOB O€30MaCHOCTH BUPTyaIN3aIlN
XpaHeHus JaHHBIX u3 | 3CB.2 3amuTa CpeAcTB yIpaBICHUS BUPTYATbHOU
BUPTyaJlbHOH U  (MJIH) uHppacTpykTypoit or HC/]
¢du3nyeckoii cetn 3amura runepsuzopos ot HCJI
MaHAaTHBIA IPUHIMI KOHTPOJIS IOCTYyTIa
VI3 @Ounbrpamms  cereBoro  Tpaduka 1pu | Iloacucrema
B3auMojeiictBun  aaMuHuctparopos HT | mexcereBoro
nH}ppacTpyKTypHI c uHTepdeiicaMu | FIKpaHUPOBAHUS u
yIpaBJIeHUs KOMIIOHEHTOB UT | obGHapyxeHus
nH}ppacTpyKTypHI BTOPKCHUI
QunbTpanmsa  cereBoro  Tpadpuka  Ipu
B3auMoeiicTBun agMuaACTpaTopoB C3I11H
c uHTepdelicaMn ynpaBIeHHsS KOMIIOHEHT
C3 =
VYBIN.086 | Yrposa AB3.1 OO0HapyxeHHe u yHuuroxenue | Ilopcucrema
HECaHKIIMOHUPOBAHHOTO BPEJOHOCHBIX ~ HpPOrpaMM B PEXHME | aHTUBHUPYCHOH
HU3MEHEeHHUS MIOCTOSTHHOM ~ 3amuThl  (TIpOBEepKa  BCEX | 3allUTHI
ayTeHTH()UKAIIMOHHON 3aMyCcKaeMbIX, OTKPBIBaEMBIX u
nHpopmanuu COXpaHsAeMbIX Ha KOMIIbIOTEpPE OOBEKTOB Ha
MIPUCYTCTBUE BUPYCOB) U TIPOBEPKH IO
TpeGOBaHUIO, a TAKXKE MIPOBEpKa MOOUIBHOTO
UCIIONTHSIEMOr0 KOz, OJIOKMPOBKA OMAaCHBIX
CKPHUIITOB
AB3.2 ABTOMaTHYECKOE 0OHOBIICHHE
AaHTUBHPYCHBIX 0a3 W  NIPOrpaMMHBIX
MOJIyJIEH 110 PacTIMCaHUI0
VIII.2 KouTpons Bxoaa nmosb3oBareneil B cuctemy | [loacucrema 3amuThl
Peammzanmst MexaHnW3Ma — pasTpaHWYEHUH | aBTOMATH3MPOBAaHHBIX
mpaB JgocTyma K OOBeKTaM (QaiioBoil | paboumx MeCT
CHCTEMBI, K 3aIyCKy HpOrpaMM M K Ie4aTH | MOJb30BaTeen
JIOKYMEHTOB HE3aBHCHMOT'O OT MEXaHHU3MOB
oC
OIIC.1 | Bo3MOXHOCTh co3maHus I mosib3oBaTens | Ilogcucrema 3amuThl
OIIC.2 | 3aMKHYTOI MPOTrPaMMHOM Cpebl aBTOMAaTHU3UPOBAHHBIX
OIIC.3 pabounx MecT
10JIb30BaTesIeH
YBUN.087 | Yrposa VIIJA.2 | Kontponb Bxoja moss3oBateneit B cuctemy | [loacucrema 3ammThbl
HECaHKIIMOHUPOBAHHOTO ABTOMATH3MPOBAaHHBIX
UCTIONIb30BAHUS pabounx MecT
TIPUBUJIETUPOBAHHBIX TI0JIb30BaTeNIeH
¢yukuuit BIOS OLJI.1 Bo3MOXHOCTE ~ KOHTPOJISt nenoctHocTu | ITomcucrema 3amuThI
MIPOrpaMMHO-aNIapaTHOW cpensl (B TOM | aBTOMATH3MPOBAHHBIX
YHCIIe OTAEIBHBIX BETOK PEECTpa, KaTalloroB) | pabounx MECT
npu 3arpyske IIDBM, mno komanje | monb3oBaTenei
aJIMUHHUCTPATOPA U [0 PACIUCAHUIO, a TAKXKE
KOHTPOJIb IIETIOCTHOCTH (aiIoB MPH TOCTYIIE
u 0510kMpoBKy Bxona B OC mpu BBISABICHUU
HU3MEHEHUH
YBUN.088 | Yrpo3a 3HU. 2 | PasrpannyeHune JocTyma moJib3oBareiei k | [loacucrema 3ammuThl
HECAHKIIMOHUPOBAHHOTO YCTPOHCTBAM H  KOHTPOJb  allapaTHOM | aBTOMAaTH3WPOBAHHBIX
KOIIMPOBAHUS KOH(Urypauuu pabounx MECT
3auaeMon VIIA.4 | Peanmusauus MexaHWU3Ma pasrpaHHYCHH | MMOJIL30BaTENEH
nHdopmannu mpaB jgoctyna K oObekram (aiiioBoii
CHCTEMBI, K 3aIyCKy IpOrpaMM U K MedaTu
JOKYMEHTOB HE3aBHCHMOIO0 OT MEXaHU3MOB
OoC
3UC.3 3ammra nadopmannu ot ee Mmogudukanuu u | Iogcucrema
repexBara IpH €€ Iepejnaue yepe3 KaHaIbl | KpUnTorpaduueckoit

CBSI3M,  IIPOJICTAOIIHNE
KOHTPOJIMPYEMOM 30HBI

32  TIpemeIaMu

3aIUTHl HHOPMAITAN
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YBUN.089 | Yrposa OIIC.1 BosMoxxHOCTE co3manus Ut ToJib3oBarens | [lomecucrema 3amuTel
HecanknuoHuposanHoro | OIIC.2 | 3aMKHYTOH POTpaMMHOM CpeIbl ABTOMATH3UPOBAHHBIX
penaKTHPOBAHUS OIIC.3 pabounx MeCT
peectpa VII[1.4 | Peanu3amust MexaHu3Ma pasrpaHHYeHHid | IOJIB30BaTeIICH

mpaB JgocTyma K OOBeKTaM  (aiJioBoOH
CHCTEMBI, K 3aIlyCKy IpOTpaMM U K Ie4aTd
JIOKYMEHTOB HE3aBHCHMOI'O0 OT MEXaHHU3MOB
ocC

YBHM.090 | Yrposa OIIC.1 | Bo3aMoxHOCTh co3aaHus Jyisl moib3oBatens | [loacucrema 3amuThl
HecaHkuuoHupoBaHHoro | OIIC.2 | 3aMKHYTOH IpOrpaMMHOMN Cpeabl ABTOMATH3HPOBAHHBIX
CO3/1aHus yuétnoit | OIIC.3 pabounx MeCT
3aIIUCH MOJIb30BATENA VIIA.4 | Peanmzanuss MexaHM3Ma pasrpaHHUYCHUH | MOIb30BaTEIEH

mpaB goctyna K oObektam (aiioBoii
CHCTEMBI, K 3aIlyCKy IpOTpaMM U K Ie4aTd
JOKYMEHTOB HE3aBHCHMOTO OT MEXaHU3MOB
ocC

VYBUN.091 | Yrposa VII[.4 | Peanuzanuss MexaHu3ma pasrpanuuyeHuil | Iloacucrema 3amurthl
HECAaHKIIHOHUPOBAaHHOTO mpaB JgocTyma K OOBeKTaM (hailiIoBOH | aBTOMAaTH3UPOBAHHBIX
yAaJeHAs 3alluIIaeMOi CHCTEMBI, K 3aIlyCKy HpOrpaMM H K IedaT | paboumx MeCT
nHpOpMALUH JOKYMECHTOB HE3aBHCHMOTO OT MEXaHWU3MOB | IOJIb30BaTEICH

oC

YBU.093 | Yrposa AB3.1 OOHapyxeHue u yauutoxxenue | [logcucrema
HECAHKIIMOHUPOBAHHOTO BPEIOHOCHBIX ~ NpPOrpaMM B PEXHUME | aHTUBUPYCHOMH
yrpasieHus 0ypepom MIOCTOSTHHOM  3amuThl  (TIpOBEepKa  BCEX | 3allUTHI

3aMyCcKaeMbIX, OTKpPBIBAEMBIX u
COXpaHsIeMbIX Ha KOMIIBIOTEpE 0OBEKTOB Ha
MPUCYTCTBUE BHPYCOB) ¥ IPOBEPKH IO
TpeOOBAHMUIO, a TAK)KE IIPOBEPKa MOOHIBHOTO
HCTIONHAEMOTO KOJa, OJOKHPOBKA OIACHBIX
CKPHIITOB

AB3.2 ABTOMaTHYECKOE 0OHOBIICHHE
AHTHBHPYCHBIX 0a3 ®  NPOrpaMMHBIX
MOJIyJIeH [0 PacIUCaHUIO

VIII.2 KouTpons Bxoaa nosp3oBareneil B cuctemy | [loacucrema 3amuThbl
Peanmmzanuss MexaHM3Ma  pasTpaHHYEHHH | aBTOMAaTH3MPOBAaHHBIX
mpaB JlocTynma K oObekTaM (aiiioBoil | paboumx MecT
CHCTEMBI, K 3aIlyCKy HpOrpaMM M K Ie4aTH | MOJb30BaTelen
JIOKYMEHTOB HE3aBHCHMOT'O OT MEXaHHU3MOB
ocC

COB.1 ABTOMaTHuUecKoe pearupoBanue B ciydae | [lomcucrema

COB.2 | oOHapyXeHHUsI CEeTeBbIX aTak (IIPUMEHEHHE | MEXCETEeBOro
JercTBUI «0OHaApyXKEHUE» WIA | SKPaHUPOBAHUS u
«OIIOKUPOBKAY) oOHapyKeHUS

BTOP>KEHUH

YBU.098 | Yrpoza oOHapyxenus | COB.1 AHanu3 cereBod akTHUBHOCTHM 3amuiiaembix | Iloacucrema
OTKPBITBIX IIOPTOB U CETMEHTOB C HCIOJIb30BaHNEeM 0a3 CUTHATYp, | MEXCETeBOro
neHTHUKALH IIPE0CTaBICHHBIX MIPOM3BOANTEIIEM | SKPAaHUPOBAHUS "
NPUBSI3aHHBIX K HHUM 000py10BaHUS oOHapyXeHHs
CETEBBIX CIIYXO ABTOMAaTHYECKOE pearupoBaHHE B CIy4dae | BTOPKCHUH

OoOHApY>XEHHS CETeBBIX aTak (IpPHMEHEHHE
JEeNCTBUI «0OHapyXeHHE» WU
«OJOKHPOBKAY)

AH3.1 BroiBnenne wu  upeHTHQUKanms  y31o0B, | [lomcucrema ananmza
(bYHKIHMOHUPYIOLIIX B MOMEHT | 3aIIWIIEHHOCTH
CKaHMWPOBAHUS M JIOCTYIIHBIX 110 OJHOMY U3
MIPOTOKOJIOB ~ TIPHKJIQJHOTO  yPOBHS, IIO
CETEBBIM ajpecaM WM IMEHaM
BoisiBnenne W wpeHTHUKANUS — OPTOB
TPAHCHOPTHOTO YPOBHS CEeTEBBIX
NIPOTOKOJIOB, ~ JIOCTYIHBIX B~ MOMEHT

CKaHMPOBAHUS, 110 MTPOTOKOJIAM H HOMEpaM

BrisaBnenue u uneHTUGUKALINS YI3BUMOCTEH
(Bxmrowass ommOKM  KOHGMWTypamuu) B
pear3anuy HACHTUPHUITIPOT
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MIPOTOKOJIOB
COop cBeneHWl O HaIWMYWU YSI3BHUMOCTEH
MPOTrPaMMHOTO 00ECHEeYCHHUs] CKAHUPYEMOTO
y3na

YBUN.099

VYrposa
XOCTOB

0oOHapyKeHUS

COB.1

AHanu3 ceTeBOM aKTHUBHOCTH 3aIlUIIA€MBIX
CETMEHTOB C UCTIONB30BaHNEM 0a3 CHTHATYD,
MIPEIOCTABICHHBIX MPOM3BOIUTENEM
o0opya0BaHUs

ABTOMaTHYECKOE pearupoBaHHE B Ciyyae
OOHapy)XEHHsl CETEBBIX aTak (MpUMEHEHHE
JeicTBuit «oOHapyXeHHEe» WU
«OJOKHPOBKAY)

TToncucrema
MEXKCETEBOTO
SKpaHUPOBAHUS u
oOHapyXeHHs
BTOPKCHUM

AH3.1

BeisiBnenne u  uaeHTH(QUKAnWsA — y3JIOB,
(YHKIIMOHNPYIOIIHX B MOMEHT
CKaHMPOBAHUS U JOCTYMNHBIX [0 OZHOMY U3
MIPOTOKOJIOB  MPHUKIAJHOTO  YPOBHS, IO
CETEBBIM aJpecaM WA UMEHAM
BoisiBnenne u - uneHTHUKALUSL
TPaHCIIOPTHOTO YPOBHS CETEBBIX
MIPOTOKOJIOB,  JOCTYHNHBIX B MOMEHT
CKaHHPOBAHUS, 110 IPOTOKOJIAM M HOMEpaM
BrisiBnieHue 1 MIeHTUQUKALMS YSI3BUMOCTEH
(Brirouass  OmMMOKKH  KOHUTYpaluu) B
peanu3anyy uAeHTU(GUINPOBAHHBIX CETEBBIX
IIPOTOKOJIOB

COop cBeneHHWH O HAIMYHH YSI3BUMOCTEU
MIPOTPaMMHOTO 00ECIEYECHHUsI CKAaHUPYEMOTO
y371a

MIOPTOB

IToncucrema anammuza
3aMIAIIEHHOCTH

YBU.100

VYrposa obxona
HEKOPPEKTHO
HACTPOCHHBIX
MEXaHU3MOB

ayTeHTU(UKAIUH

HNAD.1

WneHTndukanys u mpoBepka MOUIMHHOCTH
MIOJIb30BAaTeNIeH PH BXOJIEC B ONEPAITIOHHYIO
CUCTEMY

Tloncucrema 3amiuThl
ABTOMAaTH3HPOBAHHBIX
pabounx MeCT
MOJIb30BaTeIeH

YBU.103

VYrpo3a  omnpeneneHus
THUIIOB 00BEKTOB
3alIUThI

NAD.1

Wnentndukanus, ayreHTUQUKALMS U yder
aJIMUHHCTPATOPOB MIOJICICTEMBI npu
noctyne kK IO KOMIOHEHTOB MOJCHUCTEMBI
nocpenctsom WEB untepdeiica, noxansHON
KOHCONIM  YNpaBJICHUS W  yAAJICHHOH
TEKCTOBOM KOHCOJIU 1O MpoTokosy SSH

V1.3

@unbTpanys  cIy)XeOHBIX  IPOTOKOJIOB,
CITyXaIUX JUISl TUarHOCTUKU W YHPaBICHHS
paboTOH CEeTEeBBIX YCTPOHCTB

IToacucrema
MEXXCETEBOTO
OKpaHUPOBaHUA u
oOHapy >KeHHS
BTOP>KEHUH

YBU.104

VYrposa
TOIIOJIOT U
BBIUUCIIUTENBLHOU CeTU

OIIpeaACIICHUA

PCB.3

Perucrpanus (hakToB
CETEBBIX CeCcCHit
Peructpauus
Tpapuka © Tmepeaadya B KOMIIOHEHT
LEHTPATU30BAHHOTO cbopa COOBITHIH
JIEWCTBUI aIMUHUCTPATOPA 3a CeaHC
Perucrpamuss  coObIThit oOHapy>XeHUs
OIIACHOM CE€TEBOM AKTUBHOCTHU

YCTAHOBJICHHUA

COOBITHI ¢dmIbTpanuu

TToncucrema
MEXKCETEBOTO
SKpaHUPOBaHUS u
OoOHapyKeHHS
BTOPKEHUM

AH3.1

BoisBnenne u  uicHTH(HKAIUS — y3JI0B,
(O YHKIIMOHHUPYIOIITHX B MOMEHT
CKaHHUPOBAHUA U JOCTYIHBIX 110 OJHOMY M3
MPOTOKOJIOB  MNPUKIAAHOIO  YpPOBHS, IO
CETEeBBIM aJjpecaM WIH UMEHaM
BroisBienue w - uneHTH(QHKAIUSA
TPaHCIIOPTHOTO YpOBHS CETEBBIX
MPOTOKOJIOB,  JIOCTYITHBIX B MOMEHT
CKaHHUPOBAHMS, TIO MPOTOKOJIAM U HOMEpaM
BrisaBnenue u uaeHTUGUKALINS YI3BUMOCTEH

HOPTOB

(Bkmroyas OmMMOKKM  KOHQUTYpalw) B
peanu3aiuy uIeHTUHUINPOBAHHBIX CETEBBIX
MIPOTOKOJIOB

COop cCBENCHHMU O HAIWYNN VSI3BUMOCTEI
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MPOrPaMMHOTO 00ECHeYEeHHUs] CKAHUPYEMOTO
y3na

YBU.108 | Yrposa ommbku | 3CB.1 AyTteHTH(pUKAINSL agMmuHUCTpaTopoB | [logcucrema 3amiuTh
OOHOBIICHHS BHPTYaJIBHOU HHPPACTPYKTYPHI 1 | cpensl
THIIEPBH30PA aJIMIHUCTPATOPOB OE30MMaCHOCTH BHPTYaITH3aIIH

3CB.2 MaHaaTHBIN IPUHITMI KOHTPOJIS IOCTYIIa

3CB.3 Perucrpamust  coOBITHII, CBSI3aHHBIX C
nH(GOPMAIMOHHON 0€301TaCHOCTHIO

3CB.7 KoHTpons memocTHOCTH — KOHQUTYpAINH
BUPTYQJbHBIX MAIlMH W WX JOBCPCHHAS
3arpyska

VYBU.113 | Yrpo3a mepesarpy3ku | YIIJ.2 | Peanuzanmusi wmexanusma pasrpanuueHuit | [loacucrema 3amuthbl
ammapaTHbIX " mpaB Joctynma K oObekTaMm (hailyioBOil | aBTOMAaTH3UPOBAHHBIX
MIPOrpaMMHO- CHCTEMBI, K 3ayCKy HpPOrpaMM W K TeyaTH | paboumx MeCT
amnmapaTHbIX  CPEJCTB JIOKYMEHTOB HE3aBHCHMOI0 OT MEXaHU3MOB | MOJIb30BaTele
BEIYUCITUTEIEHON ocC
TEXHUKU VIII.4 Pasnenenue HOJIHOMOYHN (pomeit) | Opranu3anOHHBIC

MOJIb30BaTeIe, aIMUHHUCTPATOPOB W IIHI], | MEPHI
o0ecTeYnBarOIX (YHKIIMOHHPOBaHUE

WHPOPMAMOHHONW CHCTEMBI

VIII.5 Haznauenme MHHMMaNbHO HeoOXomuMmbIx | OpraHH3allMOHHEIC

IMpaB W TPHUBWICTHH  IIONB30BATEISIM, | MEPHI
aJIMIHUCTPAaTOpaM u JUIIAM,

o0ecreuynBaOIIM (yHKIMOHUPOBaHKE

nH(pOpMaAMOHHOI CHCTEMBI

YBU.115 | Yrposa nepexsara | AB3.1 OOHapyxeHue u yHuutoxxenue | [logcucrema
BBOJUMOM U BBIBOJIUMOM BPEIOHOCHBIX  IIPOrpaMM B PEXUME | aHTUBUPYCHOU
Ha nepugepuitHpie MIOCTOSTHHOM ~ 3amuThl  (TIpOoBEepKa  BCEX | 3allUTHI
yCTpOMCTBa 3aMyCcKaeMbIX, OTKPBIBAEMBIX u
nHpOpPMALIUH COXpaHACMBIX Ha KOMIBIOTEpE O0OBEKTOB Ha

MPUCYTCTBHEC BUPYCOB) H TIPOBEPKH IIO

TpeOOBaHUIO, a TAKXKE MPOBEpKa MOOMIEHOTO

HCTIONHAEMOTO KOJa, OJOKHPOBKA OITACHBIX

CKPHIITOB
AB3.2 ABTOMaTHYECKOE 0OHOBIICHHE

AHTHBHPYCHBIX 0a3 ®  NPOrpaMMHBIX

MOJYJIEH IO PACIIUCAHUIO
OIIC.1 | Bo3mMOXHOCTh co3maHus Al monb3oBaTens | Ilogcucrema 3amuThl
OIIC.2 | 3aMKHYTOI MPOTPaMMHOM Cpebl aBTOMAaTHU3UPOBAHHBIX
OIIC.3 pabounx MecT

10JIb30BaTesIeH

YBU.116 | Yrpo3a nepexsata | 31C.3 Samura uHGOpMaIu oT ee Moaudukanuu u | [logcucrema
JAHHBIX, TepelaBaeMbIX nepexBara IpH ee Iepejade 4yepe3 KaHallbl | Kpunrorpaduueckoit
1o BBIYUCIIUTEIEHON CBsI3M, IIpOJITAlolMe 3a  IpeleliaMy | 3al(uThl HHHOpMALUH
ceTu KOHTPOJIHPYEMOU 30HBI

VYBU.121 | Yrpo3a mnoBpexnaenus | YIIJ.2 | Peanuzanuss wmexanusma pasrpanuueHudl | [loacucrema 3amuThbl
CHUCTEMHOTI'0 peecTpa mpaB JocTynma K OOBekTaM (hailyioBOH | aBTOMAaTH3UPOBAHHBIX

CHCTEMBI, K 3aIlyCKy HpOrpaMM H K TedaTH | paboumx MecCT
JIOKyMEHTOB HE3aBHUCHMOI'0O OT MEXaHU3MOB | IMOJIb30BaTese
ocC

VIIJ1.4 | Pazgenenue MOJTHOMOYUI (poneit) | OpraHu3annoOHHbBIE
MOJIb30BaTeNIeH, aIMHUHHUCTPATOPOB W JIUI], | MEPHI
o0ecTIeYnBarONTNX (YHKIIMOHUPOBAHKE
HHPOPMAIMOHHOM CHCTEMBI

VIIA.5 | Haznauenwme MHHHMANbHO HEOOXoauMbIX | OpraHH3alMOHHEIC
mpaB W  TPUBHWIETHHA  TOJB30BATENSAM, | MEPHI
aJMUHHUCTPAaTOpaM " JUIAM,
o0ecTeYnBarOIIIM (byHKIIMOHUPOBAHKE
WH(POPMAIMOHHOW CHCTEMBI

OLJL.1 | Bo3amoxkHOCT,  KOHTposis  menoctHoctH | [loacucrema 3aimiuthl

IIporpaMMHO-alnapaTHoOil cpeasl (B TOM
ylcIie OTAEIbHBIX BETOK peecTpa, KaTanoros)
mpu 3arpyske IIDBM, mno xomanze
aJIMUHHCTPATOpa U IO PacI

ABTOMATH3HPOBAHHBIX
pabounx MeCT
MoJIb30BaTese
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KOHTPOJIb LIETIOCTHOCTH (PaiiIIoB MPH OCTYIIE
u 05okupoBKy Bxona B OC mpu BBISBICHUU
HU3MEHEHU

YBU.123 | Yrposza nogbopa mapomst | OIC.1 BosMoxHOCTE co3manus Ut ToJib3oBarens | [lomecucrema 3ammThl
BIOS OIIC.2 | 3aMKHYTOW IPOTPaMMHON Cpeabl ABTOMAaTH3HPOBAHHBIX
OIIC.3 pabounx MeCT
TOJb30BaTENIeH
VIIJI.4 | Pa3znenenue IIOJIHOMOYUI (poneii) | OpraHu3anuoOHHbBIE
M0JIb30BaTeNe, aAMUHUCTPATOPOB M JIUI, | MEPHI
00eCIeYrBaroIINX (YHKIIMOHUPOBaHUE
WH(POPMAIIMOHHOW CHCTEMBI
VIIA.S HasHauenne MHUHHMANIBHO HeoOXomumbiX | OpraHH3alMOHHEIC
mpaB ¥  TPUBWIETHHA  TOJB30BATENSAM, | MEPHI
aJIMUHUCTPAaTOpaM " JIULIAM,
o0ecTieYnBarOINM (hyHKIIMOHHUPOBAHME
HHG)OPMAITMOHHONW CUCTEMBI
VIII.6 OrpaHuueHre HEYCIEUIHbIX NONbITOK BXxoAa | Ilomcucrema 3amuThl
B MHM)OPMAIMOHHYIO CHCTEMY (IOCTyNa K | aBTOMAaTH3WPOBAaHHBIX
WHPOPMALIMOHHON CHCTEME) pabounx MeCT
M0JIb30BaTEICH
VYBUN.124 | Yrpo3a mogmenku | YII.2 Peanuzanus Mexanusma pasrpanuueHudl | [loacucrema 3amuThbl
3anucei JKypHasa mpaB JocTynma K o0ObekTam (hailyioBO#l | aBTOMAaTH3UPOBAHHBIX
pETUCTpAIK COOBITHIA CHCTEMBI, K 3aIlyCKy HpPOrpaMM M K IedyaTH | paboumx MecT
JIOKyMEHTOB HE3aBHCHMOT'O OT MEXaHH3MOB | IMOJIb30BaTEJeH
oC
VIIJI.4 | Pa3znenenue IIOJIHOMOYU I (poneit) | Opranu3alOHHBIE
M0JIb30BaTeNe, agMUHUCTPATOPOB M JHUI], | MEPHI
o0ecreynBaOIINX (YHKIMOHUPOBaHUE
HH()OPMAITMOHHONW CUCTEMBI
VIII.5 Haznauenme MHHHMaNbHO HeoOXomumbIx | OpraHH3allMOHHEIC
NMpaB W TPHUBWIETHH  IIONB30BATEISAM, | MEPHI
aJIMIHUCTPAaTOpaM " JIALAM,
o0ecreunBarOIM (hyHKIIMOHHUPOBaHUE
HHPOPMAIMOHHOW CHCTEMBI
VYBUM.128 | Yrpo3a noaMmeHsl | UAD.1 Unentudukanms, ayreHrudukamus u yder | [logcucrema
JIOBEPEHHOTO aJIMUHHUCTPATOPOB MTOJCUCTEMBI MpH | MEXKCETEBOTO
MOJIb30BATEIS noctyne kK IO KOMIOHEHTOB TOJCHUCTEMBI | SKpaHUPOBAHUS U
nocpeactBoM WEB unrtepdeiica, JokanpHOi | oOHApyKEeHHS
KOHCOJM  yNpaBlI€HUs U YJAJICHHOM | BTOPKEHUM
TEKCTOBOU KOHCOJIM IO MpoTokoay SSH
3UC.11 | OunpTpanus CETeBBIX IAKETOB C YYETOM
BXOJIHOTO " BBIXOJTHOT'O CETEeBOro
uHTepdeiica Kak CPeICTBO  MPOBEPKH
MO JUTHHHOCTH CETEeBBIX aapecoB
(aHTHCTTYDUHT)
VIIA.3 | ®wistpanmst  cereBoro  Tpaduka — IpH

B3aUMOJICHCTBUU CEPBEPHBIX KOMIIOHEHTOB
HCIIdu ¢ APM nons3oBarenei

@dunbTpanms  cereBoro  Tpaduka  Ipu
B3aUMOJEHCTBUM  aaMuHucTpaTtopoB UT
HHPPACTPYKTYPHI c nHTEepdeiicamu
YIIPaBJICHUSA KOMIIOHEHTOB uT
HHPPACTPYKTYPHI

QunpTpams  ceTteBoro  Tpadpuka  Opu

B3auMoeiicTeun agMuHucTpaTopoB C3I11H
c wuHTepdelicaMn yNpaBiIeHHsS KOMIIOHEHT
C3Idu

WHenexkiyss  nHQOpPManMOHHBIX  MOTOKOB,
OpPraHU3yeMBIX C CEpBEPaMU 3alUIIAEMbIX
HCIIIH Ha ypoBHE NPUI0KEHUH dTalIOHHOM
mozaenu OSI Ha mpeaMeT MpenoTBpaIICHIS
BTOPKCHUI C HCHOIBb30BAHUEM Pa3INIHBIX
nipodusieit 3aMThI
OurbTpanysi  CIy)KEeOHBIX
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CITY)KAUUX ISl TUATHOCTUKU U YIPaBICHHS
paboTOl CETEBBIX YCTPONCTB

YBU.129 | Yrposa moamensl | OIJI 1 Bo3MOXHOCTE ~ KOHTpPOJISL neaoctHocTH | [lomcucrema 3amiuThl
pesepBHoit kommm 1O MpOrpaMMHO-aNIapaTHON cpensl (B TOM | aBTOMAaTH3WPOBAaHHBIX
BIOS YHCIIe OT/ACIBHBIX BETOK peecTpa, KaTaloroB) | paboumx MeCT

mpu 3arpyske I[IOBM, mo komaHZe | moib30BaTelNeH
aJIMUHHICTPATOpa U MO PACHUCAHUIO, a TAKXKE
KOHTPOJIb LIEJIOCTHOCTH (paiiJIOB IIPH IOCTYIIE
u 65okupoBky Bxona B OC mpu BBISBICHUU
U3MECHEHUH

OIIC.1 | B0o3MOXHOCTb CO3HaHUS AJS TOJB30BaTeNs

OIIC.2 | 3aMKHYTOH IPOrpaMMHOM Cpeabl

OIIC.3

VIIJI.4 Pasnenenne TOJTHOMOYHH (pomeit) | Opranu3annOHHBIC
M0JIb30BaTeNell, aAMHHNUCTPATOPOB W JIUI, | MEPHI
o0ecTeYnBarOIINX (YHKIIMOHUPOBAHUE
nH(pOpMaNMOHHON CHCTEMBI

VIII.5 Haznauenme MHHMMaNbHO HeoOXomumbIx | OpraHH3allMOHHEIC
IpaB W TNPUBWIETHH  TONB30BATENSAM, | MEPHI
aZIMIHUCTPATOPaM n THnam,
o0ecreunBaOIIM (yHKIMOHUPOBaHKE
nH(pOpMaAMOHHOI CHCTEMBI

VIIA.11 | Paspemienue (3amper) nerictBuil | OpraHu3aloHHbIE
MOJIb30BaTeNIeH, Ppa3peleHHbIX J0 | Mepbl
UACHTU(DHUKAIMA U aYyTCHTH)UKAIIMA

YBU.130 | Yrposa moamensl | YIII.2 | Peanuszanus wMexaHusma  pasrpanuueHuil | [loacucrema 3amuTh
COJIEPKUMOT0  CETEBBIX mpaB jgoctyna K oObektam (ailyioBOi | aBTOMAaTH3MPOBAHHBIX
pecypcoB CHCTEMBI, K 3aIlyCKy IPOrpaMM U K IedaTH | pabouux MeCT

JOKyMEHTOB HE3aBHCHMOTO OT MEXaHHW3MOB | MOJB30BaTENICH
oC

VIII.4 Pasnenenue HOJIHOMOYHUN (poneit) | OpraHu3anOHHBIC
TIoJIb30BaTeNell, aJAMHHUCTPATOPOB W JIUI, | MEpHI
o0ecreuynBaroIINX (YHKIIMOHUPOBaHNE
nH(pOpMaMOHHOH CHCTEMBI

VIII.5 Haznauenme MHHHMaNBbHO HeoOXomuMmbIX | OpraHH3alMOHHEIC
npaB W INPHUBMIETHIl  ITOIB30BATEISIM, | MEpPHI
aJIMUHHUCTpaTOpamM U JUIAM,
o0ecrieunBaOIIM (yHKIMOHUPOBaHKE
UH(OPMALIMOHHOM CHCTEMBI

3UC.11 | ©OunpTpanus ceTeBbIX MakeToB ¢ ydeToMm | ITopcucrema
BXOJ/IHOTO u BBIXOJTHOTO CETEBOTO | MEKCETEBOTO
uHTepdeiica Kak CpPEeICTBO  NPOBEPKU | SKPAHUPOBAHUS u
TIOJUTMHHOCTH CEeTEBBIX aZpecoB | OOHApYKEeHHS
(arTHCTTYDUHT) BTOPXKCHUH

YBU.140 | Yrposa npusenenns | YII.3 | UHcneknus wnHpopManuoHHBIX 1OTOKOB, | IToxcucrema
CUCTEMBI B COCTOSIHHE OpPraHU3yEeMBIX C CEPBEPAMHU 3alUIAEMBIX | MEXKCETEBOIO
«OTKa3 B HCIIIH Ha ypoBHE NPUI0KEHUI 3TAIOHHON | 3KpaHUPOBAaHUS u
00CITyKMBaHUN mogenu OSI Ha mpexmer npenoTBpalieHus | oOHApYKEHHs

BTOPKEHUI C UCTONB30BAaHHEM PA3IMYHBIX | BTOPXKEHUN
po¢HIIeH 3aIUTHI

COB.1, | Ananu3 ceTeBOM AKTUBHOCTHU 3allMIIAEMBIX

COB.2 | cerMeHTOB ¢ HCTIOJIF30BaHUEM 0a3 CHTHATYD,
MIPEIOCTABICHHBIX MIPOU3BOTUTETIEM
obopymoBaHus
ABTOMAaTHYECKOE pearupoBaHHE B CIydae
OOHapy)XEHHsl CETEBBIX aTak (NpUMEHEHHE
JaecTBuil «0OHapyXeHHEe» WU
«OJIOKHPOBKaY)

VYBUN.144 | Yrpo3a mnporpammuoro | OIJI.1 Bo3moxxHocTh  KOHTpOJdst  uenoctHocTd | [loacucrema 3amuThbl
copoca napoist BIOS IIpOrpaMMHO-aNNapaTHON cpensl (B TOM | aBTOMAaTU3MPOBaHHBIX

YHCIIe OTAEIBHBIX BETOK PEECTpa, KaTajloroB) | pabodnx MeCT
npu 3arpyske IIDBM, mno xomanze | mosb3oBaTeneit

AJIMHHUCTPATOPA U MO PACTIMCAHUIO, & TAKKE
KOHTPOJIb LIEJIOCTHOCTH (haii
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u 0sokupoBKy Bxona B OC TpH BBISBICHUU
HU3MEHEHUH

OIIC.1
OIIC.2
OIIC.3

B03MOXHOCTh CO31aHMS AJSI MOJB30BATEIA
3aMKHYTOH NpOrpaMMHOMN Cpe.Ibl

VII/1.4

PaznencnHue TTOJTHOMOYHH (poeit)
MoJIb30BaTeleil, aJMHHUCTPATOPOB H JIHII,
o0ecreynBaoIINX (YHKIIMOHHPOBaHUE
WH(POPMAIMOHHOM CHCTEMBI

Oprasn3anioHHBIC
MepBI

VIS

Ha3HnadueHue MHHMMAJIBHO HEOOXOIUMBIX
NMpaB W MNPHUBWICTHH  TOJIb30BATEIISM,
aJIMUHUCTPATOpaM u JIUIIAM,
o0ecreuynBaoIIM (hYHKIIMOHUPOBaHUE
HHG)OPMAITMOHHON CUCTEMBI

Oprasu3aluoOHHbIE
MepbI

VIIL11

Paspemrenne (3amper) JercTBuit
TIOJIB30BATEJICH, pa3pelLIeHHBIX 10
UICHTH(OUKALNY 1 ayTeHTUQUKAIUH

Opraan3anioHHBIC
MeEpBI

YBU.151

VYrpo3a CKaHUPOBaHUS
Be0-CEPBHCOB,
pa3paboTaHHBIX Ha
OCHOBE SI3bIKa OIHCAHUS
WSDL

VL3

Wncnekunss wHGOPMAIMOHHBIX — ITOTOKOB,
OpPTraHU3yEeMBIX C CEpBEPaMHU 3aIIUIIACMBIX
UCTI[IH Ha ypoBHE NPUIIOKEHUI 3TaJOHHOMN
mozaenu OSI Ha mpeaMer MperoTBpaLIeHUs
BTOP>KEHUH C HCTONB30BAHUEM DPA3TUYHBIX
npoduIcH 3aUThI

COB.1,
COB.2

AHanu3 ceTeBOM aKTHMBHOCTH 3all[HIaeMBbIX
CETMEHTOB C UCIIOIb30BaHUEM 0a3 CUTHATYD,
IIPEOCTaBICHHBIX MIPOU3BOIUTEIIEM
00opyI0BaHuUs

ABTOMAaTHUYECKOE pearupoBaHHE B clydae
OOHapy)XCHHsI CETEBBIX aTak (MpPUMCHEHHE
JIeNCTBUI «0OHapyKEHUEH» WU
«OJIOKUPOBKAY)

IMoxcucrema 3amUThI
web-npunoxenmii

AH3.1

BoisiBnenne u - upeHTHUKALUSL
TPAHCHOPTHOIO YPOBHS CETEBBIX
MPOTOKOJIOB,  JOCTYHNHBIX B MOMEHT
CKaHMPOBAHUS, 110 TPOTOKOJIAM B HOMEpaM
BeisiBnieHHe 1 MIEHTU(QUKALUS YSI3BUMOCTEH
(Bxmrouass ommOKM  KOH(pUTypalmuu) B
peanu3aiiy uAeHTUUINPOBAHHBIX CETEBBIX
IPOTOKOJIOB

CO6op cBeneHHMH O HAIMYMK YSI3BUMOCTEH
MIPOTPaMMHOT0 00ECHeYEeHNs] CKaHUPYEMOTO
y3na

MOPTOB

AH33

Coop CBeICHHH O KOH(UTypamnuu
NpOrpaMMHOr0  obOecriedeHuss B o0beMe,
JIOCTaTOYHOM JUTS BBISIBJIICHHS YS3BUMOCTEH,
00YCIIOBJICHHBIX OIIMOKaMHU KOH(QUTIYpAIIHH

HO,I[CI/ICTGMEI aHaJin3a
3allIUIICHHOCTH

YBU.152

VYrposa ynaneHus
ayTeHTH()UKAITMOHHON
nHpOpMaIUN

HNAD.1

WnenTndukanus u rnpoBepka MOTHHHOCTH
M0JIb30BaTeNIe! MPU BXOJE B ONEPAHOHHYIO
CHCTEMY

VIII.2

Peanuzanmsi MexaHu3Ma pa3rpaHHYCHU
mpaB JgocTyma K oOOBeKTaM  (aiIoBoH
CHCTEMBI, K 3allyCKy IIPOrpaMM H K I€4aTh
JOKYMEHTOB HE3aBUCUMOI'0 OT MCXAaHU3MOB

oC

TloacucreMa 3al{UTHI
ABTOMATH3HPOBAHHBIX
paboumx MecCT
MOJIB30BaTEIeH

V4

Paznenenue ITOJTHOMOYHH (poneit)
TI0JIb30BaTeNell, aJMHHUCTPATOPOB M JIII,
o0ecreynBaroIInX (YHKIMOHUPOBaHNE
nH(pOpMaMOHHON CHCTEMBI

OpraHu3anoHHbIE
MepbI

VIS

Hasnauenue MUHHMANBHO HEOOXOIUMBIX
NMpaB W MNPHUBWICTHH  IOJIb30BATEIISIM,
aJIMUHUCTPATOpaM u JIULIAM,
o0eCreYnBarOIUM (hYHKIIMOHHPOBAHUE
HH)OPMAIMOHHON CUCTEMBI

OpraHu3aluOHHBIE
MepbI

YBU.153

Yrpoza YCUJICHUS

VII/L.3

WHcneknus  wHGOpMAITNO
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BO3/eCTBUS Ha OpraHM3yeMbIX C CepBepaMM 3alIUINAeMBIX | WeD-mpumoxeHui
BBIYUCITUTEIbHBIC HCTI/IH Ha ypoBHE npuioxeHui stanonnoit | IMoacucrema
pecypcbl Tonb30BaTeNnel mogenn OSI Ha mpexMeT HpenoTBpAIEHHS | MEKCETEBOTO
IIPY OMOIIX CTOPOHHUX BTOPKCHUI C HCIONB30BAHUEM Pa3UYHBIX | SKPAaHHPOBAHUS "
cepBepoB TpoUIIeH 3aIUTHI oOHapyKeHUS
BTOPKCHUM
COB.1, | Ananu3 ceTeBOM aKTHBHOCTHU 3amiuinaeMbIx | IlomcucTema 3ammmThI
COB.2 | cerMeHTOB C UCMOJBb30BaHHEM 0a3 cUTHATYD, | Web-npunoxeHuit
MIPEJOCTaBIEHHBIX npousBonuteneMm | Ilogcucrema
o0opyI0BaHUs MEKCETEBOTO
ABTOMAaTHUYECKOE pearupoBaHHE B Clyyae | 3KpaHHPOBAHUS u
OOHApY)KEHHUS CETeBBIX aTak (TIpHMEHEHHEe | OOHapyKEHUS
JEeNCTBUI «0oOHapyXeHHE» WM | BTOPKEHUI
«OJOKHPOBKAY)

YBU.155 | Yrposa yrparel | YII[A.3 | @uwetpamus  cereBoro  tpaduka mpu | [lomcucrema
BBIYHMCITATEIBHBIX B3aUMOJACHCTBUH CEPBEPHBIX KOMIIOHEHTOB | MEKCETEBOTO
pecypcoB UCIIH ¢ APM nonb3oBateneit SKpaHUPOBAHUS u

0oOHapyKeHUS
BTOPKCHUH
WHcnekuyss wHpOpManMOHHBIX NOTOKOB, | ITogcucrema 3aimuThl
OpraHM3yeMbIX C CepBepaMi 3allUINaeMbiX | Web-mpunoxeHuit
HCIIx Ha ypoBHe npunokeHuil atanonnoit | [logcucrema
Mozenu OSI Ha mpenMeT MpenoTBpaLCHHUS | MEXCETEBOIO
BTOPKEHUI C HCIONB30BAaHHUEM DA3IUUYHBIX | 3KpAaHUPOBAHUS u
npoduiei 3anmThl oOHapyXeHHs
BTOPKEHUU
COB.1, | AHaimu3 ceTeBOM aKTHBHOCTH 3alldIaeMbIX | ITomcmcrema 3amuThl
COB.2 | cerMeHTOB C HCHOJIL30BaHUEM 0a3 CUTHATYp, | Web-npunoxenmuii
MIPEAOCTaBICHHBIX npomsBoauteneM | Iloacucrema
000pyIOBaHUS MEXXCETEBOTO
ABTOMaTHUYECKOE pearupoBaHHE B Cilydae | SKpPaHHPOBAHUS "
OOHapy)XeHHsl CETeBBIX aTak (IpUMEeHeHHEe | OOHApPYKEeHUs
JEeNCTBUI «0OHapyXxeHue» WIH | BTOP>KEHUN
«OJOKHPOBKaY)

YBU.156 | Yrposa yrpatsl | 3HN.3 KonTtpons nepeMeleHUs MaImuHHBIX | OpraHu3aluoHHbIC
HOCHUTENeH HOCHTENIEH TepCOHANBHBIX  JAHHBIX 32 | MEphI
nHpopmanuu npeAesnsl KOHTPOJIUPYEMOH 30HBI

3HU.4 udpoBanre gaHHBIX, XpaHsmmxcs B | [lomcucrema 3amuThI
KPUINTOKOHTEHHEpax ABTOMAaTH3HUPOBAHHBIX
pabounx MeCT

1oJIb30Barenei

YBU.157 | Yrpo3za  ¢usuaeckoro | 3TC.2 Opranuzauuss KOHTPOJIMPYEMOM 30HbI, B | OpraHu3zallMOHHbIE
BBIBEZICHUSI M3  CTpOs TIpezienax KOTOpOH MOCTOSTHHO pa3MENIaloTCs | MepHhl
cpencTB XpaHeHHs, CTaI[IOHApHBIE  TEXHWYECKHE  CPE/CTBaA,
obOpabotkn u  (wiam) obpabatsiBaromue nadopmanuto, u Cp3HU, a
BBOJIa/BBIBOIa/TIEpeIadn TaKxKe CpencTBa obecrieueHuns
nHpOpMaIUN (O YHKIMOHHPOBAHHUS

3TC.3 KouTpons wu ympaBnenune ¢usndeckuMm | OpraHn3auoHHbIE

JOCTYIIOM K TeXHUUECKUM cpeactBam, Cp3U, | meps
cpelcTBamM obecrnieveHus
(YHKIMOHUPOBAHUS, a TAK)KE B MIOMEIICHUS

U COOpPYXEHHA, B  KOTOPBIX  OHH
YCTaHOBIIEHBI, UCKJTIOUAKoI1e
HECAHKIIMOHUPOBAaHHbBII ¢usmuecknit
JOCTYI K cpeacTBaM 00paboTKH
nHdopmanny, Cp3U  u  cpeactBam
obecrieueHus (YHKIIMOHMPOBaHUS
nH(OPMAMOHHOH CHCTEMBI, B IOMELIEHUS 1
COOPYKEHHS, B KOTOPHIX OHHM YCTaHOBJICHBI

YBU.158 | Yrpo3a 3HU. 2 | YnopaBnenue nocTynoM K  MammHHBIM | [lojmcucrema 3ammiuTh
(dopmaTupoBaHUs HOCHTEIISAM NEPCOHAIBHBIX TaHHBIX aBTOMATH3HPOBaHHBIX
HOCHTENEH paboumnx MecCT
nHpOpMATAN ToJib30Bareneit

VIS5 Hasnauenne MUHHMAaILHO 9 O
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npaB M  NPUBWIETUH  IIOJB30BATENIM,
aIMHHHCTPATOPaM " THLAM,
o0ecTIieYnBarOINM (hyHKIIMOHUPOBAHHE

HHG)OPMAITMOHHONW CUCTEMBI

MepbI

YBU.159

VYrposa
«topcupoBaHHOTO BEO-
Opay3uHra»

VI3

WHcnekims  nHQOpPMAnMOHHBIX  MOTOKOB,
OPTaHM3yEMBIX C CEpBEpaMM 3alUIIaEMbIX
NCIIIH Ha ypoBHE NPUIIOKEHHUH 3TalIOHHON
Mozenu OSI Ha mpeaMeT mpenoTBpalleHUs
BTOPKEHUI C HCTONB30BaHHEM Pa3IHUHBIX
npoduIeH 3aUThI

IToncucrema 3amuThI
web-nprokeHumi

AH3.1

BoisiBienue u - uaeHTH(UKANKS ~ y3IIOB,
(O YHKIIMOHUPYIOIIIHX B MOMEHT
CKaHMPOBAHUS U JIOCTYIHBIX MO OJHOMY U3
MPOTOKOJIOB ~ MPHUKIAJHOTO yPOBHA, IO
CETEBBIM ajjpecaM WA NMEHAM

BrisBenue u HACHTUPHUKAINS YSI3BUMOCTEH
(Brmrowass ommOKKM  KOH(UTypamuu) B
peanu3aniy HACHTU(UITIPOBAHHBIX CETEBBIX
MIPOTOKOJIOB

C6op cBeneHHMH O HAIMYMK YSI3BUMOCTEH
MIPOrPaMMHOTO 00CCIICYCHHST CKAaHHPYEMOTO
y371a

BrisBieHue ys3BUMOCTEH B AOCTYIHBIX IO
mpotokory ~ HTTP  BeG-mpmiiokeHHSX,
00yCIIOBICHHBIX OMNOKaMHU, JOMYIICHHBIMA
TIPH pa3paboOTKe ITUX MPHIOKESHUH

AH33

Coop CBeICHHH O KOH(HUTypanuu
MpOrpaMMHOr0  obecrieueHuss B o0Obeme,
JIOCTATOYHOM JUTSL BBISIBIICHHS YA3BUMOCTEH,
00YCITOBJICHHBIX OIMOKaMU KOH(QUTYpAIHH

Iloncucrema ananuza
3alIUIIEHHOCTU

YBU.160

VYrposa XUIIEHUS
CpE/ICTB XpaHCHUS,
obOpabotkn u  (uam)
BBO/1a/BBIBO/Ia/TIEpeIau U
nHpopmanuu

3TC.2

OpraHuzanyss KOHTPOJHMPYEMOH 30HBI, B
npejesax KOTOPOH MOCTOSHHO pa3MeIaioTes
CTal[IOHAapHbIE  TEXHUYECKHE  CpEJICTBA,
obpabatsiBatronne nudopmanuto, u Cp3HU, a
TaKxKe cpencTaa obecrieueHus
(YHKIIMOHUPOBAHUS

OpraHnu3alluOHHBIE
Mepbl

3TC.3

KonTpons wu ympaBieHune QU3NIECKUM
JOCTYIIOM K TeXHHUECKUM cpeacTBam, Cp3U,
cpeacTBaM obecrieueHns
(YHKIIMOHWPOBAHUS, a TAK)KE B TOMEIICHUS
U COOPYXEHHS, B  KOTOPHIX  OHH
YCTaHOBIICHBI, HCKITIOYAIOIINe
HECaHKIIMOHNPOBAHHBIHI ¢usmuecknit
JOCTYTI K cpencTBaM 00paboTkn
nHpOpMaNnHy, Cp31  wu cpencreaM
obecriedeHus (hyHKIIMOHUPOBAHUS
nH(OPMAIMOHHOHN CHCTEMBI, B IOMELICHUS 1
COOPYKEHHS, B KOTOPHIX OHHM YCTaHOBJICHBI

OpraHu3aivoHHbIE
MepBI

YBU.162

VYrposza skcruryaTanuuu
nudpoBoi MOJITUCH
MIPOTrPaMMHOT0 KOAa

VIII.2

Peanuzanmsi MexaHu3Ma pa3rpaHHYCHU
mpaB JgocTyma K OOBeKTaM  (aiIoBoH
CHCTEMBI, K 3aIlyCKy IpOrpaMM U K Ie4aTH
JIOKyMEHTOB HE3aBUCHMOI'O OT MEXaHHM3MOB
oC

IlogcucTrema 3amIuTHI
aBTOMATH3UPOBAHHBIX
padounx MecCT
MOJIL30BaTeIICH

OIIC.1
OIIC.2
OIIC.3

Bo3MoXHOCTh CO3aHMs I MOJIb30BATENS
3aMKHYTOH NPOrpaMMHOH cpebl

TloacucreMa 3al{UTHI
ABTOMATH3HPOBAHHBIX
padounx MecCT
M0JIb30BaTeIe

VL4

Paznenenue MOJTHOMOYUI (pomeit)
MoJIb30BaTeeil, aJMHHUCTPATOPOB M JIHII,
obecreunBaronx (byHKIMOHHPOBAHKE
HH)OPMAIIMOHHONW CUCTEMBI

Oprasu3aliluOHHBIE
Mepbl

VLS

Hasnauenme MHHMMANTBHO HEOOXOIUMBIX
MpaB W TPHUBWIETHH  ITOJE30BATEISIM,
aJIMUHHUCTPAaTOpaM TATIaM

OpraHu3anuoHHbIE
MEpBI
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00ecreTnBarOIINM (OYHKIIMOHHPOBAHKE
HH)OPMAIIMOHHON CUCTEMBI

YBU.167

VYrposa
KOMIBIOTEpa
MOCEIIEHNN
HeOIaroHaaéKHBIX
calToB

3apaKeHUS
pu

AB3.1

OO0HapyxeHue u YHHYTOXXCHUE
BPEHOHOCHBIX  IIPOTpaMM B PEXHUME
NOCTOSTHHOW ~ 3aIquThl  (TIpoBepka  BCeX
3aIyCKaeMBbIX, OTKPBIBAEMBIX u
COXpaHseMbIX Ha KOMIbIOTEpPE OOBEKTOB Ha
MIPUCYTCTBUE BHPYCOB) ¥ IPOBEPKH IO
TpeOOBaHUIO, a TAK)KE NPOBEPKa MOOMIILHOTO
UCIIONTHSIEMOr0 KOza, OJIOKMPOBKA OMAaCHBIX
CKPHUIITOB

AB3.2

OOHOBJICHHE
MPOrPaMMHBIX

ABTOMaTHYECKOE
AHTUBHPYCHEIX 0az w
MOJTyJIEH 110 PACTICAHUIO

IToncucrema
AHTUBUPYCHOM
3aIINTHI

COB.1,
AB3.1

Brimonnenne SMYJISIIH Koza B
M30JIMPOBAaHHON 3aIMILEHHOW cpene uist
PacKphEITH TIOBEIACHHUSA U OOHApYKCHUS
CIIO’KHBIX YTPO3 U IIeJICHANIPABIICHHBIX aTak
B03MOXXHOCTS HHTETPALINU ¢ KOMITOHCHTAMH
MO/ICUCTEMBI MEXKCETEBOTO IKPAHUPOBAHUSI U
OOHApY)KECHHUST BTOPKCHUA U IMOJICHUCTEMBI
3alIUThI BHGKTpOHHOﬁ I10YThI B qacTHu
HOJ'Iy‘-IeHI/IH KOHTCHTA HAa aHAJIN3

IToncucrema 3amuThI
OT aTaK HyJIEBOTO JHS

OLUL1

BO3MOXXHOCTE ~ KOHTpPOJII  IIEJIOCTHOCTH
IIporpaMMHO-alapaTHON cpensl (B TOM
YHcIIe OTAEIbHBIX BETOK peecTpa, KaTalaoroB)
npu 3arpyske IIOBM, mno komange
aJIMHHUCTPATOPA H MO PACTIMCAHUIO, @ TAKKE
KOHTPOJIb IIETIOCTHOCTH (haliIoB IIpH TOCTYIIE
n OnoxupoBky Bxona B OC mpH BBIBICHUH
U3MEHEHHI

Ilogcucrema 3amIuThHI
ABTOMATH3HPOBAHHBIX
pabounx MECT
MOJIL30BaTeIICH

YBU.168

VYrposa
Y4ETHOM
JoCTyma K
cepBUCaM

«Kpaxxun»
3alluCH
CCTCBbIM

VL1

Wnentndukanms u npoBepKy MOTHHHOCTH
NIOJIH30BAaTEJIEH IIPU BXOJE B ONEPAI[HOHHYIO
cucTeMy

TloncucremMa 3amiuTh
AaBTOMATHU3 I/IpOBaHHI)IX
pabounx MeCT
MOJIb30BaTeIeH

YBU.170

VYrposa
HENpaBOMEPHOTO
b poBaHUst
nHpopmanuu

AB3.1

OOHapy>xeHue u YHHYTOKCHUE
BPEJOHOCHBIX  IIPOrpaMM B PEXHUME
NOCTOSIHHOW ~ 3amuThl  (IpOBEpKa  BCEX
3allyCKacMBbIX, OTKPbIBAEMBIX u
COXpaHSEMBIX Ha KOMIBIOTEPE OOBEKTOB Ha
MPUCYTCTBHE BUPYCOB) M TPOBEPKH TIO
TpeGOBaHMUIO, a TAKXKE MPOBEPKA MOOHITLHOTO
HCITOJHAEMOT0 KOJa, OJIOKAPOBKA OTIACHBIX
CKPHITTOB

AB3.2

OOHOBJIEHHE
MPOTPAMMHBIX

ABTOMaTHUYECKOE
AaHTUBHPYCHBIX 0a3 W
MOAYJIEH 10 paCIMCAHUIO

IToacucrema
AHTUBUPYCHOU
3aILUTBI

COB.1,
AB3.1

BBIHOJ'IHCHI/IC 3MyII$[HI/II/I KOaa B
WU30JIMPOBAHHOM 3alUIIEHHOW cpene s
paCKpBITI/IH IIOBCACHUS nu OGH&py)KGHI/If{
CJIOXHBIX YTPO3 U IeJIeHANPaBICHHBIX aTaK
BOBMO)KHOCTB I/IHTeraHI/II/I C KOMIIOHCHTaAMH
M0/ICUCTEMBI MEKCETEBOT0 IKPAHUPOBAHUS U
OOHApY)KCHHUS BTOPXKEHUA M MOJCHCTEMBI
3allMThl  JJEKTPOHHOM TMOYTHI B YacCTH
M0JIYYEHHUs] KOHTEHTa Ha aHaJlu3

IToncucrema 3amuTh
OT aTakK HyJ'IeBOFO JHS

OIIC.1
OIIC.2
OIIC.3

Bo3MoXHOCTh CO3aHMs I MOJIb30BATENS
3aMKHYTOH NPOrpaMMHOI1 cpeJibl

IMoxcucrema 3amuTHI
ABTOMATH3HPOBAHHBIX
pabounx MeCT
110JIb30BaTeNei

YBU.171

VYrpoza
BKITIOYCHUS
BBIYHCIIUTEIEHOTO
YCTpOMCTBA B COCTaB

CKPBITHOTO

AB3.1

OO6napyxeHue u YHUYTOXKCHHE
BPEIOHOCHBIX  HPOrpaMM B PEXHME
MOCTOSIHHOW ~ 3ammThl  (IpoBepka  Bcex
3ayCKaeMbIX, OTKPBIE
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6oT-ceTn

COXpaHAEMbIX Ha KOMIBIOTEPEe OOBEKTOB Ha
NPUCYTCTBUE BUPYCOB) M IPOBEPKH II0
TpeOOBAHMIO, a TAKKE ITPOBEPKa MOOHIHHOTO
UCIIOJNHAEMOT0 KoJa, GJIOKHPOBKA OIIACHBIX
CKPHIITOB

AB3.2

ABTOMaTHYECKOE OOHOBJICHHE
AQHTHBHUPYCHBIX 0a3 ®  NPOrpaMMHBIX
MOJyJIei 0 pacIUCaHUIO

COB.1,
AB3.1

Brinonunenue SMYJISIIUU Kozaa B
M30JIMPOBAaHHON 3alllMIIEHHOW cpene s
pPacKpbITHS TOBENCHUS W  OOHApyKEHHS
CJIO’KHBIX YTPO3 U IIeJICHAIIPABICHHBIX aTaK
B03MOXXHOCTh HHTETPAIINH C KOMIIOHEHTAMH
TIOJICHCTEMBI MEKCETEBOTO 3KPaHUPOBAHUS U
OOHapy)XEHHsI BTOP)KCHHH W IOJCHCTEMBI
3alIATBl  JIEKTPOHHOH TMOYTEI B YaCTH
TIOTY4eHHs] KOHTCHTA Ha aHAJIH3

Iloncucrema 3aniuThl
OT aTak HyJIEBOTO JHA

YBU.172

VYrposa
pacnpoCcTpaHEeHHs
«TI0YTOBBIX YEpBEN»

AB3.1

OOHapyxeHHe u YHHYTOXXCHHUE
BPEJOHOCHBIX  HpPOrpaMM B PEXHME
MIOCTOSIHHOM ~ 3amuThl  (TIpOBEpKa  BCeX
3aMyCcKaeMbIX, OTKpPBIBAEMBIX u
COXpaHsIEeMbIX Ha KOMIBIOTEpE 0OBEKTOB Ha
MIPUCYTCTBUE BUPYCOB) U TIPOBEPKH IO
TpeGOBaHUIO, a TAKXKE MIPOBEpKa MOOUIBHOTO
UCIIONTHSIEMOr0 KOz, OJIOKMPOBKA OMAaCHBIX
CKPHUIITOB

AB3.2

ABTOMaTHYECKOE oOHOBIICHNE
AaHTUBHPYCHBIX 0a3 W  NIPOrpaMMHBIX
MOJIyJIEH 110 PAcTIMCAHUIO

TToncucrema
AHTUBUPYCHOM
3aIUTHI

COBL.1,
AB3.1

Brmonaenne OMYIISIIH Kozma B
M30JIMPOBAaHHON 3aIllMIICHHOW cpene Juis
PACKpBITHS TIOBEIACHUS U OOHApYKCHUS
CJIO’KHBIX YTPO3 U IIeJICHAIIPABICHHBIX aTakK
Bo03MOXXHOCTh HHTETpaIiK ¢ KOMIOHEHTAMHU
MOJICUCTEMBI MEYKCETEBOTO IKPAHUPOBAHUSI U
OOHApY)KEHHST BTOPIKECHHH U IMOICHUCTEMBI
3aIIUTHl  DJEKTPOHHOW TMOYTHI B YaCTH
MOJIyYeHHUs] KOHTEHTA Ha aHaAJIn3

Tloncucrema 3amiuThl
OT aTaK HyJICBOTO JHS

AB3.1

AHanmu3 MOYTOBOTO TpaduKka Ha MPEIMET
HAIAYAS ~ BPEHOHOCHBIX  BIOXKEHUH |
HEXKEJATeNbHBIX  JJICKTPOHHBIX  IIHCEM,
CCBUIOK Ha OIIACHBIC CalThI

IToncucrema 3amuThl
AIEKTPOHHON TIOYTHI

YBU.173

VYrpo3za «cmama» BeO-
cepBepa

OLUL4

AHanu3 ToYTOBOrO Tpaduka Ha MpeaMeT
HaJlW4Yusl  BPENIOHOCHBIX  BIIOKCHHH W
HEXKEJATENbHBIX  JJEKTPOHHBIX  IIHCEM,
CCBUIOK Ha OTIACHBIE CalThI

Hanuune MexaHU3MOB IPOBEPKU pEIyTaLuu
OTHPAaBUTENS, MPOTOKOJNA, COAEPKHUMOTO
nuceMa, penyrauuu IP-anpeca tomena

TloncucremMa 3amiuThl
AIEKTPOHHON TIOYTHI

YBU.174

VYrpo3sa «papmuHTay

AB3.1

OO6napyxeHue u YHUYTOXCHHE
BPEIOHOCHBIX  NPOrPaMM B PEKUME
MMOCTOSIHHOW ~ 3amuThl  (MpOBEpKa  BCeX
3aIyCKaeMBbIX, OTKPBIBAEMBIX u
COXpaHIEMBIX Ha KOMIIBIOTEpE OOBEKTOB Ha
MPUCYTCTBUEC BUPYCOB) © TIPOBEPKH IO
TpeOOBaHUIO, a TAKXKE MPOBEPKa MOOMITEHOTO
HCTIONHAEMOTO KO/, OJOKHPOBKA OIACHBIX
CKPHIITOB

AB3.2

ABTOMaTHYECKOE oOHOBIICHHE
AQHTUBHPYCHBIX 0a3 ®  NPOrpaMMHBIX
MOJTyJIEH 110 PACTIMCAHUIO

IToacucrema
AHTUBUPYCHOM
3aILUTBI

VI3

OunbTpanys  ceTeBoro  tpaduka  Ipu
B3aMMOJCHCTBHN CCPBEPHBIX KOMITOHCHTOB
WCIIIu ¢ APM nonp3oBare

IToncucrema
MEKCETEBOTO
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0oOHapyKeHUS
BTOPKEHUU

COB.1

WHcnekims nHQOpPMAnMOHHBIX  MOTOKOB,
OPTaHM3yEMBIX C CEpBEpaMM 3alUIIAEMbIX
WCIIAH Ha ypoBHE NPHUIIOKESHAN STATIOHHOM
mozmenmn OSI Ha mpenMeT NpenoTBpaIeHUS
BTOPKEHUI C HCIOJb30BAaHUEM Pa3INYHBIX
npo¢uIIei 3aUThI

AHanM3 CeTeBOM aKTHMBHOCTH 3alllMIaeMBbIX
CETMEHTOB C HCIIOJIb30BaHNeM 0a3 CUTHATYD,
MIPEA0CTABICHHBIX MPOM3BOIUTENEM
o00opynoBaHUs

ABTOMaTHYECKOE pEarupoBaHWE B CiIydac
OOHApy>XCHHS CETeBBIX aTak (IPHMEHEHHE
JEeNCTBUI «0OHapyXKeHUE» WU
«OIIOKHPOBKAY)

Perucrpammuss  coOpITHit
OIIACHOM CETEBOU aKTUBHOCTHU

0oOHapyKEeHU

IToncucrema
MEXKCETEBOTO
SKpPaHUPOBaHUS u
oOHapyKeHUS
BTOPKCHUM
ITogcucrema 3amuTh
web-npunoxeHuit

YBU.175

VYrpo3a «punimHray

AB3.1

OOHapy>xeHue u YHUYITOKCHUE
BPEIOHOCHBIX  IIPOTPaMM B PEXKUME
MOCTOSHHOW  3ammThl  (IpOBEpKa  BCeEX
3aIllyCKacMBbIX, OTKPbIBAEMBIX nu
COXpaHsAEMbIX Ha KOMIIbIOTEPE OOBEKTOB Ha
MIPUCYTCTBHE BUPYCOB) U TPOBEPKH IO
TpeOOBaHMIO, a TAKXKE MPOBEPKA MOGHITLHOTO
HCITOJHAEMOTO KOJa, OJIOKAPOBKA OTIACHBIX
CKPHITTOB

AB3.2

OOHOBJIEHHE
MPOTPaMMHBIX

ABTOMaTHYECKOE
AHTUBHPYCHEIX 0az H
MOJIyJIeH 10 PacIUCaHUI0

IToncucrema
AHTUBUPYCHOU
3aILUTBI

OLUL4

AHamu3 IMOYTOBOTO TpaduKka Ha TPEIMET
HaJlu4Msi  BPEJAOHOCHBIX  BIIOKEHUH U
HEXeJaTeNbHbIX  JJIEKTPOHHBIX  IHCEM,
CCBIJIOK Ha OINacHbIE CANTHI

OTnpaBka Ha TIPOBEPKY BIOXXEHHBIX B
SJIEKTPOHHBIE MHChbMA (HaliIbl B MOJACUCTEMY
3ammuTeI OT atak (0 gHA

Hannune MexaHU3MOB IPOBEPKU penyTaluu
OTIPABUTEJNS, NPOTOKOJIA, COIAEPKUMOrO
nuceMa, penyraunu [P-anpeca tomena

IToacucrema 3amuThl
3JIEKTPOHHOM MOYTHI

YBU.177

VYrposa
HETIOATBEPKAEHHOTO
BBOJIA JTaHHBIX
OIIepaTopoM B CHCTEMY,
CBSI3aHHYIO c
0€301acHOCTHIO

3HI.6

KonTtpons BBOJa (BBIBOIA) HHPOPMALIMN HA
MAILUHHEIE HOCHUTEIU MEePCOHATBHBIX
JAHHBIX

OpraHuzanoHHbIe
MepEI

YBU.178

VYrpoza
HECAHKIIMOHUPOBAHHOTO
HCTIOJIb30BaHUS
CHUCTEMHBIX H CETECBBIX
YTHJIAT

OIIC.1
OIIC.2
OIIC.3

Bo3MOXXHOCTD CO31aHMA IS MOJIB30BATENS
3aMKHYTOH NPOTrpaMMHOM Cpe/ibl

Tlogcucrema 3amIuThI
aBTOMaTI/ISI/IpOBaHHHX
paboumx MecCT
MOJIB30BaTENICH

YBU.179

VYrposa
HECaHKIIMOHUPOBAHHOMN
MOTU(pUKAIIHA
3alIUIIAe MO
nHdopmannu

3HI.2

IndpoBanne naHHBIX,
KPUNTOKOHTEIHepax

XpaHAlUuXxcsa B

OLUL1

Bo3MOXXHOCTH ~ KOHTpPOJISI ~ IEITOCTHOCTH
MIpOrpaMMHO-aNIapaTHo  cpeasl (B TOM
YHCIIE OTAEIBbHBIX BETOK PEECTpa, KaTaloroB)
npu 3arpyske IIOBM, mno komaHnze
aJIMHHUCTPATOPA U 110 PACTIMCAHUIO, @ TAKKE
KOHTPOJIb IIETIOCTHOCTH (aiIoB MPH TOCTYIIE
u 051okupoBKy Bxona B OC mpu BBISABICHUH
HM3MEHEHHI

V1.2

Peanmmzanuss  MexaHw3aMa — pa3rpaHUYEHUN
mpaB Joctynma K oObektam  (haiioBoit
CHCTEMBI, K 3aIyCKy TPOTpaMM 1 K Tedat

TloacucreMa 3al{UTHI
ABTOMATH3HPOBAHHBIX
pabounx MecCT
MOJIb30BaTeIe
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JOKyMEHTOB HE3aBUCHMOI'O OT MEXaHH3MOB
oC

VLS

Ha3HaueHMe MHHHMAQJIBHO HEOOXOIUMBIX
npaB M  NPUBWICTUH  IOJB30BATENSIM,
aIMHHHCTPATOPaM u JHLAM,
o0ecTIeYnBarOINM (hyHKIIMOHUPOBAHME
nH(pOpMaMOHHOI CHCTEMBI

Opraan3anioHHBIC
MeEpBI

VYBU.185

VYrpo3sa
HECAHKIIMOHUPOBAHHOTO
HU3MEHEHUs IapaMeTpoB
Hactpoiiku Cp3U

VI3

@Ounbtpanus  cereBoro  Tpaduka  Impu
B3auMojeiicTBun  aaMuHucTpatopoB  UT
nH}ppacTpyKTypHI c uHtepdeiicamu
yIpaBICHUSA KOMIIOHEHTOB 174}
nH}ppacTpyKTypHI

QunbTpanmsa  cereBoro  Tpadpuka  Ipu
B3auMozeiicTBun agMuaACTpaTopoB C3I11H
c umHTepdelcaMn ynpaBIeHHS KOMIIOHEHT
C3I1/u

Wnentndukanus, ayTeHTUPUKAMI U ydeT
aZIMIHHCTPATOPOB MIOJICHCTEMBI pu
noctyne Kk IIO KOMIOHEHTOB MOACHUCTEMBI
nocpeactBoM WEB unTepdeiica, noxanbHO
KOHCOJM  YIpaBJ€HUS U  YAQJICHHOU
TEKCTOBOU KOHCOJIU 10 mpoTokony SSH
OunpTpanys  CIy)XeOHBIX  HPOTOKOJIOB,
CIy’KaIllMX Ul AMAarHOCTUKM U YIPaBICHUS
paboTOM CETEBBIX YCTPONCTB

IToacucrema
MEXCETEBOI0
SKpaHUPOBAHUS u
oOHapyXeHHs
BTOPKCHUM

OIlC.1
OIIC.2
OIIC.3

Bo3MOXHOCTh CO31aHMS AJSI MOJIB30BATEIA
3aMKHYTOH NpOrpaMMHOMN CpeIbl

VIIL.2

Peanmsanus MexaHM3Ma — pa3rpaHHYCHUI
mpaB JgocTyma K OOBEKTaM  (aiJioBOH
CHCTEMBI, K 3allyCKy MPOTrpaMM U K He4aTH
JIOKyMEHTOB HE3aBUCHMOI'O OT MEXaHHM3MOB

oC

V14

Peanuzanmsi MexaHu3Ma —pa3rpaHHYEHUI
npaB JlocTynma K oObekTtaM  (paitnoBoit
CHCTEMEI, K 3allyCKy IPOrpaMM M K MeYaTu
JOKYMEHTOB HE3aBUCUMOI'0 OT MEXAaHU3MOB

oC

TloacucreMa 3alUTHI
ABTOMATH3HPOBAHHBIX
pabounx MeCT
MOJIb30BaTEICH

VIS

Ha3HayeHue MHMHMMAIBHO HEOOXOAMMBIX
NpaB W TPUBWIETHI  TONB30BATEISM,
aJIMUHUCTPATOPaM n JHnam,
o0ecIeynBaoIIM (yHKIIMOHUPOBaHNE
nH(pOpManMOHHON CHCTEMBI

OpraHuzaioHHbIE
MEpBI

YBU.186

VYrposza BHEJIPEHUS
BPEJOHOCHOTO Kozaa
yepes peKsiaMy, CepBUCHI
U KOHTEHT

AB3.1

OO6HapyxeHHe u YHUYTOXKECHHUE
BPEIOHOCHBIX ~ IIPOTPpaMM B PEKUME
IMOCTOSIHHOW  3aluThl  (TpOBEpKa  BCeX
3aITyCKAaCMBbIX, OTKPBIBAEMBIX )5
COXpaHAEMbBIX Ha KOMIIBIOTEPEC O6’I)eKTOB Ha
MPUCYTCTBHE BUPYCOB) H TIPOBEPKH IIO
TpeOOBaHUIO, a TAKXKE MPOBEPKa MOOMILHOTO
HCIIOJTHSIEMOT0 KOJia, OJIOKMPOBKA OMACHBIX
CKPHIITOB

AB3.2

ABTOMaTHUYECKOE 0OHOBJIEHHE
AQHTUBHPYCHBIX 0a3 W  NIPOrpaMMHBIX
MOJyJIeH O PacHUCAHUIO

TToncucrema
AHTUBUPYCHOM
3aIINTHI

COB.1,
AB3.1

Brinonnenue AMYJISIIH Koza B
M30JIMPOBAaHHON 3alIMINEHHOW cpene JIst
PACKpBITHS TIOBEICHUS U OOHAPYKCHUS
CJIOKHBIX YIPO3 U IICJICHANIPABICHHBIX aTak
B03MOXXHOCTS HHTETPALINH C KOMITOHEHTAMH
MTOJICICTEMBI MEKCETEBOTO SKPAHUPOBAHIS 1
OOHApYXCHHUS BTOPKEHUA M MOJICHCTEMBI
3aIIUTHl  AJIEKTPOHHOH TOYTHI B YaCTH
MTOJTyICHHSI KOHTEHTA Ha aHai?

Mepeaar yepe3 Anaaok 02.03.2022 18:25 GMT+03:00
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V1.2

Peanmmzanuss  mexanu3Ma — pa3rpaHUuCHHUN
mpaB Joctynma K oObekraMm  (haiioBoit
CHCTEMBI, K 3aIlyCKy IpOTpaMM U K Ie4aTu

JOKYMEHTOB HE3aBUCHMOI'O OT MEXaHH3MOB
oC

OIIC.1
OIIC.2
OIIC.3

B03MOXHOCTh CO3aHMS AJSI MOJB30BATEI
3aMKHYTOH NPOrpaMMHOM cpeibl

IToncucrema 3amuThI
ABTOMATH3UPOBAHHBIX
pabounx MeCT
TOJIb30BaTEIICH

YBU.191

VYrposa BHEJPCHUS
BPEAOHOCHOTO KOjAa B
auctpuoytus [10

AB3.1

OOHapyxeHue u
BPEIOHOCHBIX

YHUUYTOXEHUE
nporpaMm B peXHMe
MOCTOSIHHOW ~ 3amuThl  (IpOBEpKa  Bcex
3aIlyCKaeMbIX, OTKpPBIBaEMBIX u
COXpaHAEMbIX Ha KOMIBIOTEpEe OOBEKTOB Ha
NPUCYTCTBHE BUPYCOB) M IPOBEPKH II0
TpeOOBAHMIO, a TAKKE IIPOBEPKa MOOHIHHOTO
UCIIONHAEMOT0 KoJa, GJIOKUPOBKA OIIACHBIX
CKPHIITOB

AB3.2

OOHOBJIEHHE
MPOTPaMMHBIX

ABTOMaTHUYECKOE
aHTUBHPYCHBIX 0a3 u
MOZYJIEH IO paCIMCAHUIO

IToncucrema
AQHTUBUPYCHOH
3aIUTHI

OIIC.1
OIIC.2
OIIC.3

Bo3MOHOCTh CO31aHMA IS TOJIBb30BATEINS
3aMKHYTOH IPOrpaMMHOM CPE/Ibl

VIIZ.2

Peanusanusi MexaHW3Ma pa3rpaHHYCHUIT
mpaB goctyna K oObektam (aiioBoii
CHUCTEMBI, K 3aIlyCKy IpOrpaMM M K Ile4aTu
JOKYMCHTOB HE3aBUCUMOI'0 OT MEXaHU3MOB

oC

V1.4

Peanmsanus MexaHM3Ma — pa3rpaHHYCHUI
mpaB JocTyma K OOBEKTaM  (aijioBOH
CHCTEMBI, K 3aIllyCKy MpOrpaMM U K He4aTH
JOKYMEHTOB HE3aBHCHMOI'O OT MEXaHU3MOB
oC

Tloncucrema 3amiuThI
aBTOMATHU3 I/IpOBaHHLIX
pabounx MECT
MOJb30BaTENICH

VLS

Ha3HaueHMe MHHHUMAIBHO HEOOXOIUMBIX
npaB ¥ OPUBWIETHHA  MOJIB30BATEISIM,
AIMUHHICTPATOPAM u THIaM,
o0ecrieunBaOIIM (yHKIMOHUPOBaHKE
UH(OPMALIMOHHOM CHCTEMBI

OpraHnu3alluOHHBIE
Mepbl

YBU.192

Yrpo3a wucHoab30BaHUS
ysI3BUMBIX Bepcuit [10

VI3

QdunbTpanus  cereBoro  Tpaduka  Impu
B3aUMOJICHICTBUH CEPBEPHBIX KOMIIOHEHTOB
HCTIJa ¢ APM nonb3oBaTeneit
@unbTpanms  cereBoro  Tpaduka  Ipu
B3aUMOJEHUCTBUM  aaMuHucTpaTtopoB UT
HHPPACTPYKTYPHI c uHTEpdeiicamu
yIPaBJIECHUs KOMIIOHEHTOB UT
nH}ppacTpyKTypHI

@dunbTpanms  cereBoro  Tpaduka  Ipu
B3anMozeiicTeun agmuaAcTpaTopoB C3I11H
¢ uHTepdelicaMu YHpaBICHHS KOMIIOHEHT
C3I0u

Wncnekuns wHGOPMAIMOHHBIX ITOTOKOB,
OpPTraHU3yEeMBIX C CEpBEpaMH 3allHIIaeMbIX
HCIIH Ha ypOBHE NPUIIOKEHHU STaTOHHON
Mozenu OSI Ha mpenMeT mpenoTBpaleHUs
BTOP2KEHUI C UCIONB30BaHUEM Pa3IMYHBIX
npoduiIeit 3anMThI

@unbTpanys  cIy)XeOHBIX  IPOTOKOJIOB,
CITyXallUX JUISl TUarHOCTUKU WU YIPaBICHUS
paboToi CeTeBBIX YCTPOICTB

IToxcucrema
MEXXCETEBOTO
9KpaHUPOBAHHMS u
oOHapyKeHUS
BTOP>KEHUH

COB.1

AHanu3 ceTeBOM aKTHMBHOCTH 3aIlUIIAeMbIX
CErMEHTOB C HCITOJIb30BaHUEM 0a3 CHUTHATYD,
TIPETOCTABICHHBIX TPOU3BOIUTEIEM
obopymoBaHus

ABTOMaTHYECKOE pearnpoBari > B CIIY®

IToncucrema
MEKCETEBOTO
JKpaHUPOBAHUS u
oOHapyKEeHUS
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OOHapyXeHHUsI CETeBBIX arak (TpUMEHEHHUe
JeNCTBUI «OOHapyKeHHE» Wi
«OJOKHPOBKAY)

AH3.1

BoisiBnenne W uaeHTH(QUKAUWsA — y3JIOB,
(YHKIIMOHNPYIOIHX B MOMEHT
CKaHMWPOBAHUS M JOCTYIHBIX 110 OZHOMY U3
MIPOTOKOJIOB ~ NPHKJIAJHOTO  yPOBHS, IIO
CETEBBIM ajpecaM WM UMEHaM

BrisiBnieHue 1 MaeHTUQUKALUS YSI3BUMOCTEH
(Bxmouast om0k  KoHpurypanmu) B
peanu3anyy nASHTU(GUINPOBAHHBIX CETEBBIX
IIPOTOKOJIOB

COop cBeneHHH O HANIMYHMH YSI3BUMOCTEH
MIPOTPaMMHOT0 00ECHEYEHUSI CKaHUPYEMOTO
y3na

BrisiBneHue ys3BUMOCTEH B JOCTYIHBIX IO
mpotokory ~ HTTP  BeG-mpmiioxeHHsAX,
00YCIIOBJICHHBIX OIIUOKAaMH, JOMYIICHHBIMU
TIpU pa3paboTKe ITUX NMPHIOKEHUN

AH34

MuBenTapuzanus 00BEKTOB UT-

uH}ppacTpyKTypHl

IToncucrema anammuza
3aMIAIIEHHOCTH

YBU.205

VYrposa HapyLICHUs
paboThl KOMIIBIOTEPA H
OJIOKMPOBAHUS JIOCTYIIA
K €ro JaHHBIM H3-3a
HEKOPPEKTHOH  paboThI
YCTaHOBJICHHBIX HA HEM
CpPEICTB 3aIUTHI

AH3.1

BoisiBnenne u  upeHTH(UKAUMS  Y3JIOB,
(YHKIHMOHUPYIOLIHX B MOMEHT
CKaHHUPOBAHUSI M JIOCTYIIHBIX 10 OJHOMY U3
MPOTOKOJIOB ~ NPHUKJIAJHOTO  YPOBHS, IO
CETEeBBIM afpecaM MM HMEHaM

BeIsiBIieHHE U HICHTU(DHKALNS YA3BUMOCTEH
(Brmrowass ommOKKM KOH(QUTypamuu) B
peanu3aniy HIeHTHHULUPOBAHHBIX CETEBBIX
MPOTOKOJIOB

CO6op cBeeHMH O HAIMYMK YSI3BUMOCTEH
IPOrPaMMHOTO 00ECIIeUEHUS CKaHUPYEMOTO
y371a

C6op CBelEHHH O KOH(UTyparuu
NpOTrpaMMHOTO obecriedeHus: B 0OBeMe,
JIOCTaTOYHOM JUIS BBISIBIICHHS YS3BUMOCTEH,
00yCJIOBICHHBIX OIMOKAaMH KOH(PHUTYpaIuu

Iloncucrema anamuza
3aIUIIEHHOCTH

YBUN.208

VYrposza HEIeJIEeBOT0
UCTIONIb30BAHUS
BBIYHMCITATEIBHBIX
pecypcoB cpeacTBa
BBIYHMCITUTEILHON
TEXHUKH

AB3.1

OOHapyxeHHe u YHHUYTOXXCHHUE
BPEJOHOCHBIX  NpPOrpaMM B PEXHME
MOCTOSTHHOW ~ 3ammMThl  (IpOBEpKa  BCeX
3aITyCKaeMBbIX, OTKpPBIBAEMBIX u
COXpaHsAeMbIX Ha KOMIbIOTEPE OOBEKTOB Ha
MIPUCYTCTBHE BHPYCOB) ¥ IIPOBEPKH IO
TpeOOBaHUIO, a TAK)KE IPOBEPKAa MOOMIILHOTO
UCIIOIHAEMOI0 KOJa, OJIOKMPOBKA OMACHBIX
CKpHIITOB

AB3.2

0OHOBJICHHUE
MIPOTrPaMMHBIX

ABTOMaTHYECKOE
AHTHBHPYCHBIX 0az w
MOAYJIEH 10 paCIMCAHUIO

TToncucrema
AHTUBUPYCHOM
3aIINUTHI

OIIC.1
OIIC.2
OIIC.3

B03MOXHOCTh CO3/1aHMSI AJSI MOJIB30BATENA
3aMKHYTOH NPOrpaMMHOM cpebl

VIIL.2

Peaymzanms MexaHuW3Ma — pasrpaHHYEHUH
mpaB jgoctyna K oObekram (aiiioBoii
CHCTEMBI, K 3aIlyCKy IpPOrpaMM U K Ie4aTH
JIOKyMEHTOB HE3aBUCHMOI'O OT MEXaHHM3MOB
oC

IlogcucTrema 3amIuTHI
ABTOMATH3HPOBAHHBIX
padounx MeCT
MOJIL30BaTeICH

VIS

Ha3nadyenne MHHHMAJIBHO HEOOXOIUMBIX
npaB M TNPUBWIETHH  IOJb30BATEISM,
aJIMHHHCTPATOPaM u JLAM,
00ecreTnBarOIIIM (OYHKIIMOHHPOBAHHE
HH)OPMAIMOHHONW CUCTEMBI

Oprasu3aliluOHHBIE
Mepbl

YBU.209

VYrpoza
HECAHKIIMOHUPOBAHHOTO

AB3.1

OO6napyxeHue u YHUUTOXXCHHE
BPEOHOCHBIX  OpoOrpammv B ek

TToncucrema

c3fead3f-5eb4-4148-9fe1-0ec50f92cdbb \“/

Crpanuua 70 n3 127 \\

zl

Mepeaar yepe3 Auaaok 02.03.2022 18:25 GMT+03:00 / \\

/f‘



JIOCTYTIA K 3aIIUIaeMOn
MMaMsATH siapa
mporeccopa

IIOCTOSHHOW ~ 3aIuThl  (TpoBepKa  BCex
3aIlyCKaeMBbIX, OTKPBIBAEMBIX u
COXpaHAEMbIX Ha KOMIBIOTEpEe OOBEKTOB Ha
NPUCYTCTBHE BUPYCOB) M IPOBEPKH II0
TpeOOBAHMIO, a TAKKE ITPOBEPKa MOOHIHHOTO
UCIIOTHSIEMOT0 KOza, OJIOKMPOBKa OMAacHBIX
CKPHUIITOB

AB3.2

ABTOMaTHUYECKOE OOHOBJIEHHE
AQHTUBHPYCHBIX 0a3 W  NIPOrpaMMHBIX
MOJyJIei 0 pacIUCaHUIO

3alIUThI

VI3

@dunbtpanms  cereBoro  Tpaduka  Impu
B3aMMOJICHICTBUU CEpPBEPHBIX KOMIIOHEHTOB
HCII[du ¢ APM nons3oBarenei
QunbTpanmsa  cereBoro  Tpaduka  mpu
B3aUMOJEUCTBUM  aaMuHHCTpaTopoB UT
HHPPACTPYKTYPHI c uHTEepdeiicamn
YIpaBJIECHUS KOMITOHEHTOB uT
nH}ppacTpyKTypHI

QdunbTpanms  cereBoro  Tpaduka  mpu
B3auMozeiicTeun agmuHucTpaTopoB C3I1/1H
¢ uHTepdelicaMn ynpaBieHHs KOMIIOHEHT
C3Idn

WHcnekius nHQOPMALMOHHBIX  MOTOKOB,
OpPraHU3yeMBIX C CEepBEpaMH 3allUIAaeMbIX
UCTI[IH Ha ypoBHE NPUIIOKEHUI 3TaJOHHOMN
mozaenu OSI Ha mpeaMer MperoTBpaLIeHUs
BTOPKCHUI C HCIOJb30BAaHUEM Pa3INYHBIX
npoduiIeH 3anMThI

IToacucrema
MEXKCETEBOT0
SKpPaHUPOBaHUS u
oOHapyKeHUS
BTOP>KEHUHI

COB.1

AHanu3 ceTeBOM aKTMBHOCTH 3alUIAEMBIX
CETMEHTOB C HCIIOIb30BaHNEeM 0a3 CUTHATYD,
HPEIOCTABICHHBIX MPOM3BOIUTENEM
000pyI0BaHUs

ABTOMaTHYECKOE pearupoBaHHE B Cilyyae
OOHapyXeHHsl CEeTeBBbIX arak (IpUMEHEHHE
JEeNCTBUI «0oOHapyXxeHue» WIu
«OJOKHPOBKAY)

TToncucrema
MEXKCETEBOTO
SKpaHUPOBAHUS U
oOHapy KeHHS
BTOPKECHUM

AH3.1

BoisiBnenue W uaeHTH(UKAUMS  Y3JIOB,
(YHKIIMOHUPYIOIIIX B MOMEHT
CKaHMPOBAHUS U JOCTYNHBIX MO OJHOMY U3
MIPOTOKOJIOB ~ MPHUKIAJHOTO YPOBHS, IO
CETEBBIM aJpecaM WIH UMEHAM

BoisiBnenne u  upeHTHUKAamUsS MOPTOB
TPAHCHOPTHOIO YPOBHS CETEBBIX
NPOTOKOJIOB,  JOCTYHMHBIX B MOMEHT
CKaHMPOBAHUS, 110 TPOTOKOJIAM B HOMEpaM
BrisBnenue u nACHTUDHUKAINA YSI3BUMOCTEH
(Bxmrowass  ommOKM  KOH(QHWTypalmuu) B
peanu3aniy HACHTU(UITMPOBAHHBIX CETEBBIX
MIPOTOKOJIOB

COop cBeleHUII O HAIMYUM YSI3BHUMOCTEH
MIPOTrPaMMHOT0 00eCHeYeHNs] CKaHUPYEMOTO
y3na

BrisBneHue ys3BUMOCTEH B AOCTYIHBIX MO
mpotokory ~ HTTP  BeG-mpmioxeHHsAX,
00yCJIOBICHHBIX OMMOKaMHU, JOMYIIEHHBIMU
IpH pa3paboTKe ITHX NPIIOKESHUH

AH3.4

WNHuBeHnTapuszanus 00BEKTOB UuT-
HHPPACTPYKTYPHI

C6op cBemeHuit 0 cocTaBe MPOrPaMMHOTO H
anmnapaTHOrO0 OOECIeUeHHsI CKaHHPYEMOTO
y3na

Cbop  cBemeHumit 0  KOHQUrypauu
IporpaMMHOro oOecrieueHus B 06LeMe
JIOCTaTOYHOM JUISL BBISIBJICHMS VsI3BUMOCTEH

IToncucrema ananuza
3aMUIICHHOCTH
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| 00YCIIOBJICHHBIX OMMHUOKaMU KOH(MHUTYPAIHH |

[lepedyenp Mep 3amuTH A7 HelTpanm3aun aktyansHeIX YBU st Jlokansaeix UCITH

Ne VB

HaumeHoBaHue
akTyanbHOU YBU

Mepa
3aIIUTHI
(mpuka3

Ne 21
OCTIK
Poccun)

Oyukuuu noacucteMsl 3amutel C3I1IH

Iloncucrema 3anuThHI
C3I1du

YBU.008

Yrpo3a BoCcCTaHOBJIEHUS
ayTeHTH()UKAIIMOHHON
nHpOpMAUH

NAD 4

VYnpasnenue CpeAcTBaMHU
ayTeHTH(]UKaAIMK, B TOM YUCIIE XpaHEHUE,
BBIaYa, HWHHULHMAIH3anus, OJOKHUPOBaHHUE
CpPEICTB ayTeHTU(HUKALIMU U IPUHATHE MEP
B Cllydae yTpaThl U (WIH) KOMIPOMETAINN
CpEICTB ayTeHTH(HUKALIN

OpraHu3aloHHbIe
MeEpbI

AH3.1

BoisiBnienne u  WACHTH(UKAINSA  y3II0B,
(YHKIIMOHHUPYIOIIIX B MOMEHT
CKaHMWPOBAHUS U JOCTYIHBIX 10 OJHOMY U3
IIPOTOKOJIOB TPHUKIATHOTO YPOBHA, IIO
CEeTEBbIM ajipecaM WIN UMEHaM
BoisiBnenne u  uaeHTHHUKALUS TIOPTOB
TPaHCHOPTHOTO YPOBHS CEeTEeBBIX
MIPOTOKOJIOB,  JIOCTYNIHBIX B  MOMEHT
CKaHHPOBAHUS, 10 IPOTOKOJIAM U HOMEpaM
BrrsiBnenue u nACHTHUKAINST
yS3BUMOCTEH (BrITFOUAsS OIMOKH
KOH(HUTypaIym) B peanu3anyu
HUACHTH(UINPOBAHHBIX CETEBBIX
IIPOTOKOJIOB

CO6op cBelneHMH O HATMYUHU YA3BHUMOCTEH
MPOrPaMMHOTO obecrnieueHus
CKaHHPYEMOTo y3Ja

BrisBienue ysa3BUMOCTEN B JOCTYITHBIX IO
npotokony HTTP  BeG-mpunoxeHwusx,
00YCJIOBJICHHBIX omuodKamu,
JONYIIEHHBIMH TIpH  pa3paboTke 3THX
MIPUIJIOKEHUH

AH33

Coop cBemeHHid O  KOH(HTrypamuu
nporpaMMHOro obecriedeHHss B 00BeMe,
JOCTAaTOYHOM Ut BBISBJICHUS
YA3BUMOCTEH, 00YCIIOBICHHBIX OIIMOKAMH
KOH(pHUTypaIyn

AH3.5

KouTponbs mpaBui reHepauud U CMEHBI
rapoJied nojb3oBaresien

Iloncucrema anamusa
3aIUIIEHHOCTH

VL6

OrpaHndyeHrne  HEYCIEUIHBIX  MOIBITOK
BXOJa B HWH(POPMALMOHHYIO CHCTEMY
(moctyma x MH(GOPMAITMOHHOH CHCTEME)

IToncucrema 3amyThl
aBTOMaTI/ISI/IpOBaHHBIX
pabouux MeCT
MOJIb30BaTENIeH

YBU.009

Yrpo3a BoccTaHOBJIEHUS
NpEAbIAYIIEH YSI3BUMOM
Bepcuu BIOS

VIII.2

KoHTpob BX0/1a OJIb30BATENEH B CUCTEMY

IToncucrema 3amuThl
aBTOMATH3UPOBAaHHBIX
paboumnx MeCT
M0JIL30BaTEICH

AH3.1

BrisiBiieHHe W UACHTUQUKAIWS — y3JIOB,
(O YHKIIMOHHUPYIOIIHX B MOMEHT
CKaHHUPOBAHHUSA U IOCTYIHBIX TI0 OTHOMY U3
IIPOTOKOJIOB TPUKJIAJHOTO YPOBHA, IO
CETEeBBIM aJjpecaM WIH UMEHaM

BroiBnenne u uaeHTH(UKAIUS TMOPTOB
TPAHCIIOPTHOTO YPOBHSA CETEBBIX
MPOTOKOJIOB,  JOCTYIHBIX B  MOMEHT
CKaHMPOBAHUS, ITO0 IPOTOKOJIAM H HOMEpaM

BrisiiaeHue )il HICHTH( bukaru T

HO,Z[CI/ICTCMa aHaJIm3a
3allIMIICHHOCTH
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YSI3BUMOCTEH (BKITIOUAsS OINOKH

KOH(HUTYpaIum) B peanuzanuu
UICHTH()UINPOBAHHBIX CETEBBIX
MPOTOKOJIOB

CO6op cBenmeHW O HANMYUHU YSI3BHUMOCTEH
MIPOrpaMMHOTO obecrieueHus

CKaHUPYEMOTO y37a

BrisiBneHue ysi3BUMOCTEM B JJOCTYMHBIX IO
npotokory HTTP  BeG-mpuiioxeHUsX,
00YCJIOBJICHHBIX omuoOKaMu,
JNOIYIIEHHBIMA TIPH  pa3paboTKe 3THX
TIPUJIOKEHHH

AH3.3

C6op cBemeHmidi O  KOH(HUTypamuu
MIPOTPpaMMHOTO obecreueHns B oOBeMe,
JIOCTaTOYHOM UL BBISBJICHUS
YSA3BUMOCTEH, 00YCIIOBIICHHBIX OMINOKaMH
KOH(pHUTYypaIu

YBUN.012

VYrpo3a AeCTPyKTHBHOTO
N3MEHEHHUS
KoH(puUrypauuu/ cpes
OKpYXEHHSI IPOrpamMm

VIIL.2

Peanmsanns MexaHu3Ma pa3rpaHUYCHUI
mpaB Joctyma K oObekTaM (aiioBoii
CHCTEMBI, K 3aIlyCKy IIPOTpaMM H K II€YaTH
JOKYMCHTOB HE3aBHUCHUMOI'O oT
MexaHuzmos OC

IloxcucreMa 3amuThI
aBTOMaTI/ISI/IpOBaHHbIX
pabouunx MeCT
MOJIb30BaTEICH

3CB.1

Ayrtentudukanys aJMUHHCTPATOPOB
BUPTYaJIbHOU UHQPACTPYKTYpHI u
aJIMUHHCTPATOPOB 0€30MaCHOCTH

Iloncucrema 3amyThl
cpenbl
BinyanmauI/m

3CB.7

KoHTponb  11eIOCTHOCTH  KOH(HTYpaIiu
BUPTYaJbHBIX MAIIMH M HX JOBEPCHHAs
3arpyska

IToncucrema 3amyThl
cpensl
BHPTYaIU3aIuU

AH3.1

BeisiBnenne u  WACHTH(UKAINSA  y3II0B,
(YHKIIMOHHPYIOIIIX B MOMEHT
CKaHMWPOBAHUS M JOCTYIHBIX 110 OZHOMY U3
IIPOTOKOJIOB  NIPUKJIAJJHOTO YPOBHS, IIO
CEeTEBBIM ajipecaM WM UMEHaM
BoisiBnenue u  uaeHTHUKALUS TIOPTOB
TPAHCHIOPTHOTO YPOBHS CETEBBIX
IPOTOKOJIOB,  JOCTYNHBIX B  MOMEHT
CKaHHPOBAHUS, 10 IPOTOKOJIAM B HOMEpaM
BriaBnenue u uaeHTHUKAINS
YS3BUMOCTEH (BrITFOUAsT OIMOKH
KOH(pHUTypaIn) B peanu3anyn
HACHTH(UINPOBAHHBIX CETEeBBIX
IIPOTOKOJIOB

COop cBeneHWA O HANMYUHU YSI3BUMOCTEH
MIPOTPaMMHOTO obecrieueHus
CKaHHPYEMOTo y3Ja

BrisBienue ysa3BUMOCTEN B JOCTYITHBIX 11O
nporokory HTTP  BeO-mpuioxeHusx,
00yCITOBIICHHBIX oImuroOKamHu,
JOIYIIEHHBIMA TIPH  pa3paboTKe 3THX
NIPWJIOKECHUH

AH3.3

Coop cBemeHuid o0  KoH(puUrypauuu
nporpaMMHOro obecniedeHuss B 00beMe,
JOCTATOYHOM Ut BBISBIICHUS
YA3BUMOCTEH, 00YCIIOBICHHBIX OLIMOKAMH
KOH(Urypauuu

Iloncucrema anamuza
3aAIUIIEHHOCTH

OLUL1

B0O3MOXXHOCT ~ KOHTpOJI  LIEIOCTHOCTHU
MIPOrpaMMHO-aIIapaTHON cpeapl (B TOM
9pcle  OTHENBHBIX  BETOK  peecTpa,
KarajoroB) npu 3arpy3ske IIOBM, mo
KOMaH[1e aAMUHUCTpaTopa ®  TO
pacmmcaHWio, a  TaKke  KOHTPOJb
LeJIOCTHOCTH  (paliloB TpHW  JOCTyne u
6soxkupoBKy BXoaa B OC mipu BBISIBICHUH
HM3MEHEHUI

IToacucreMa 3aIUTHI
aBTOMATH3UPOBAHHBIX
pabouux MeCT
MOJIb30BaTEICH
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YBU.013

Yrposa necTpyKTUBHOTO
HCTIOTB30BaHUS
JeKJIAPUPOBAHHOTO
¢yakunonana BIOS

V1.2

KonTtpons Bxoaa nosib3oBaTesieii B CUCTEMY
Peanmmzanuss mexaHusMa pasrpaHUYECHHI
mpaB jgoctyna K oObektaMm (aiinoBoit
CHCTEMBI, K 3aITyCKy MPOTPaMM U K IeYaTH
JOKYMEHTOB HE3aBUCHUMOTO oT
mexanuzmoB OC

IToncucrema 3amuThl
aBTOMATH3UPOBAHHBIX
pabounx MecCT
IMOJIb30BaTEIICH

3TC.2

OpraHuzanusi KOHTPOJIMPYEMOW 30HBI, B
npeaenax KOTOpoOH MIOCTOSIHHO
pa3MeniaTcs CTallOHApHBIE
TEXHUYECKUE CpecTBa, oOpadaThIBaOLHe
nndopmanuto, u Cp3U, a takxke cpencraa
obecrieueHus )YHKIIMOHUPOBAHUS

OpraHu3aloHHbIe
MeEpbI

3TC.3

KoHTpons u ympaBineHHe (QU3HYECKUM
JOCTYIIOM K TEXHHYECKHM CpEICTBaM,
Cp34, cpencTeaM obecriedeHUs
(GYHKIMOHHPOBaHHUS, a  TaKke B
TIOMEIICHHUS ¥ COOPYIKEHHUS, B KOTOPBIX OHH
YCTaHOBJICHBI, UCKIIFOYAIOIINe
HECAaHKLIIMOHUPOBAaHHBIN busnyeckuit
JOCTYIl K  CpeacTBaM  00paboTku
undpopmanmu, Cp3U wu  cpeacrBam
obecrieueHus (YHKIIMOHUPOBAaHUS
UH(POPMAIMOHHOW CUCTEMBI, B IOMEIICHUS
U COOpYXKEHUS, B  KOTOPBIX OHH
YCTaHOBJICHEI

OpraHu3annoHHBIC
MepbI

OLUL1

B03MOXXHOCTH ~ KOHTPOJSL — IIEIOCTHOCTH
MIPOTrpaMMHO-aNIIapaTHOW cpeapl (B TOM
YHucie  OTHACIBbHBIX ~ BETOK  peecTpa,
KaraioroB) mpu 3arpyske IIDBM, mo
KOMaH e aIMUHHCTpAaTOpa M| o
pacnucaHMI0, a  TaKXke  KOHTpPOJb
[EIOCTHOCTH  (haiimoB mpH  JOCTyNe u
OsokupoBky Bxoaa B OC mpu BBIABIEHUU
U3MEHEHUU

IMoacucreMa 3aIUTHI
aBTOMATH3MPOBAHHBIX
pabounx MecCT
IIOJIb30BaTeIICH

YbN.014

Yrpo3za  AJUTEIBHOTO
yIepKaHus
BBIYUCJIIUTCIbHBIX
pecypcoB
MTOJTb30BATEIISIMA

AH3.1

CO6op cBeneHWH O HATMYUHU YA3BHUMOCTEH
MPOrPaMMHOTO obecrnieueHus
CKaHHUPYEeMOro y3ja

Coop cBemeHHHd O  KOH(HTypamuu
nporpaMMHOro obecriedeHHss B 00BeMe,
JOCTaTOYHOM Ut BBISBJICHUS
YA3BUMOCTEH, 00YCIIOBICHHBIX OIIMOKAMH
KOH(pHUTypaIyn

AH33

BoisiBnenne u  uaeHTH(UKAINS  y3IIO0B,
(YHKIIMOHNPYIOIIIX B MOMEHT
CKaHMPOBAHUS U AOCTYIHBIX IO OJHOMY U3
MIPOTOKOJIOB TPUKJIATHOTO YPOBHA, IO
CETEBBIM aJjpecaM WM IMEHaM

AH3.4

WHuBeHnTapuszanus 00BEKTOB UuT-

HHPPACTPYKTYPHI

C6op cBeneHwmid 0 COCTaBe MPOTPaMMHOTO U
anmnapaTHOro 0OecIe4YeHus] CKaHNPYEeMOTo
y31a

IToncucrema anHamu3a
3aIMIIEHHOCTH

YBU.015

Yrpo3a  jgocryma K
3alUIIaeMbIM (aiiiam ¢
HCIIOB30BaHHEM
00X0JTHOTO IyTH

VIIL.2

KoHTpons BXxo/1a Mosip30BaTelel B CUCTEMY
Peammzanmst MexaHW3Ma pasrpaHHYeHHN
mpaB Joctyna K oObekTam (aiinoBoid
CHCTEMBI, K 3aIlyCKy IPOI'paMM U K Te4aTH
JIOKyMEHTOB HE3aBHCUMOTO oT
MexaHn3moB OC

IToacucreMa 3aIUTHI
aBTOMATH3UPOBAHHBIX
paboumnx MeCT
IOJIb30BaTeIeH

YBU.018

VYrpoza
nemrratHoi OC

3arpys3Ku

VIII.2

Opraan3anuoHHBIE MEPHI

OpraHu3anuoHHbIC
MepbI

YBU.022

Yrpoza  W30BITOYHOTO
BEIJICIICHUS
OIepaTUBHOMN NaMATH

AB3.1

OO6napyxeHue u YHUYTOKCHHE
BPEIOHOCHBIX  IMPOrpaMM B  pEKUME
MOCTOSIHHOW ~ 3aIIuThl  (pOBEpKa  BCeX
3aITyCKaeMBbIX, OTKPBIBACMBIX "
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COXpaHJIEMbIX Ha KOMITBIOTEpE OOBEKTOB Ha
MIPUCYTCTBHE BHUPYCOB) WM MPOBEPKH TIO
TpeOOBaHMIO, a  TaKkXke  IpOBepKa
MOOMIBHOTO HCTIOTHAEMOTO Koza,
OJIOKMPOBKA OTIACHBIX CKPUIITOB

AB3.2

ABTOMaTHYECKOE OOHOBJICHHE
AHTHBUPYCHBIX 0a3 ®  MPOrpaMMHBIX
MOJyJIei 0 pacIUCaHUIO

AH3.1

BrisiBnenne u  upeHTHOHUKANUs TOPTOB
TPaHCIIOPTHOTO YPOBHS CETEeBBIX
MIPOTOKOJIOB, ~ JIOCTYIIHBIX B  MOMEHT
CKaHMPOBAHUsL, 110 IPOTOKOJIAM U HOMEpaM
BrrsiBnenue u nACHTHUKAINS
yS3BAMOCTEH (BxITIOUAs OmMOKH
KOH(HUTyparyn) B peanu3anyu
HUACHTH(UINPOBAHHBIX CETEBBIX
IIPOTOKOJIOB

COop cBenmeHW O HANMYUHU YSI3BUMOCTEH
MIPOrPaMMHOTO obecrieyeHus
CKaHHPYEMOro y31a

AH3.3

Coop cBemeHuii o0  KoH(purypauuu
MPOrpaMMHOT0 o0ecredeHust B o0beme,
JOCTaTOYHOM JUIst BBISIBJICHUS
YSI3BUMOCTECH, 00YCIOBICHHBIX ONTHOKAMU
KoH(uUrypauuu

Iloncucrema ananuza
3alIUIICHHOCTH

YBU.023

VYrposa W3MEHEHUS
KOMIIOHCHTOB CHCTEMEI

VIIZ.2

Peamuzanms MexaHM3Ma pasrpaHUYeHHIA
mpaB Jgoctyna K oObektaMm (aiinoBoi
CHCTEMBI, K 3aIlyCKy IIPOTpaMM U K Ie9aTH
JOKyMEHTOB HE3aBHCUMOTO oT
MexaHuzMoB OC

KoHTposs BX0/1a T0JIb30BATEINICH B CHCTEMY

IlogcucTema 3amiuThHI
aBTOMATH3MPOBAHHBIX
pabounx MecCT
MOJIb30BaTEICH

3CB.1

AyTteHTH]HKAIMA aJIMUHHCTPAaTOPOB
BUPTYaJIbHOMN nH}paCTPyKTyphI u
aJIMUHHCTPATOPOB 0€30MaCHOCTH

3CB.2

MaHAaTHbII NPUHIMI KOHTPOJIS 10CTyIa

3CB.3

KoHTponb  11€JIOCTHOCTH  KOH(HTYpaIiu
BUPTYQJIbHBIX MalllUH M MX JOBEpEHHas
3arpyska

IloxcucreMa 3amiuThI
cpenbl
BHUPTYaIu3aIuu

OLUL1

BO3MOXXHOCTE  KOHTPOJIA  LEIOCTHOCTHU
IpOTrpaMMHO-aNNapaTHON cpeabl (B TOM
yHpcle  OTHENBHBIX  BETOK  peecTpa,
KaraioroB) mpu 3arpy3ske IIOBM, mo
KOMaH e aJMUHUCTpaTOpa W 1O
paciiicaHuilo, a  TaKKe  KOHTPOJb
LENOCTHOCTH (aiIoB MpuU JOCTyNne W
6nokupoBky Bxona B OC mnpH BBIIBICHUH
U3MEHEHUH

IlogcucTema 3amIuTHI
aBTOMATH3UPOBAHHBIX
pabouux MeCT
M0JIL30BaTEICH

AH34

MNuBenTapuzanus 00BEKTOB UT-
HHPPACTPYKTYPHI

CO6op cBeneHmiA 0 cCOCTaBe MPOTPAMMHOTO U
anmapaTHOro 00ecIeYeHHsI CKAaHUPYEeMOTO
y371a

IloncucTtema aHaan3a
3AIUIIEHHOCTH

AB3.1

OO6HapyxeHue u YHUYTOKCHHE
BPEIOHOCHBIX  IPOrpaMM B  PEXHME
ITOCTOSTHHOW ~ 3amUTHl  (TMPOBEpKa BCEX
3aIyCKaeMBbIX, OTKPBIBAEMBIX u
COXpaHICMBIX Ha KOMITEIOTEPE OOBEKTOB Ha
MPUCYTCTBUEC BHPYCOB) WM MPOBEPKH IIO
TpeOOBaHUIO, a  TaKXkKe  MpOBEpKa
MOOMJIBHOTO HCIIOJTHIEMOTO KOJa,
OJIOKUPOBKA OIACHBIX CKPUIITOB

AB3.2

ABTOMaTHYECKOE 0OHOBJICHHE
AHTUBUPYCHBIX 0a3 W  TIPOTPaMMHBIX
MOJTyJIEH 110 PACTICAHUIO

Iloncucrema
AHTUBUPYCHOM
3aLUTBI
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YBUN.027 | Yrpo3a nckaxenus | AB3.1 OO6napyxeHue u yanaroxxenne | [loacucrema
BBOJIMMOM U BBIBOJIUMOM BPEIOHOCHBIX  IIPOrpaMM B PEXHUME | aHTUBUPYCHOMU
Ha nepudepuitapie MOCTOSTHHOW ~ 3alinThl  (IPOBEpPKAa BCEX | 3aIUTHI
ycTpoiicTBa 3aITyCKaeMBbIX, OTKPBIBAEMBIX "
nHpOpMAUH COXpaHACMBIX Ha KOMITBIOTEpE OOBEKTOB Ha

MIPUCYTCTBUE BUPYCOB) M MPOBEPKHU IO
TpeOOBaHHIO, a  TaKXke  IpoBepKa
MOOUIIBHOTO UCIIOIHAEMOTO KoAa,
0JIOKMPOBKA OIACHBIX CKPUITOB

AB3.2 ABTOMaTHUYECKOE oOHOBIICHHE
AQHTUBHPYCHBIX 0a3 W  NPOTrpaMMHBIX
MOJTyJIEH 110 PaCTICAHUIO

YBU.028 | Yrpo3a ucnomb3oBanus | YII[A.2 | Peanmmsamms wmexanm3ma pasrpanmueHnid | [Tomcumcrema 3amuThl
aNbTEPHATUBHBIX ITyTEH mpaB JocTyma K oObekTaM (hailioBoi | aBTOMaTH3MPOBAHHBIX
JOCTyTIa K pecypcam CHCTEMBI, K 3aIlyCKy MpOrpaMM U K Ieyatu | paboumnx MecT

JOKyMEHTOB HE3aBHCHMOTO OT | momb30BaTeNICH
mexanuzmoB OC
KoHTposb BX0/1a TOJIB30BATENCH B CHCTEMY
3CB.1 AyTteHTH(pUKATINSL angmuHucTpaTopoB | Iloncucrema 3ammThl
BUPTYaIbHON HHQPaACTPYKTYpHI u | cpensl
aJIMUHHCTPATOPOB 0€30MaCHOCTH BUPTYyaJIU3aI1u
3CB.2 MaHaaTHbII NPUHIMI KOHTPOJIS 10CTyIa

YBUN.030 | Yrpo3a ucnonwszoBanus | YIIJ.2 | KonTpons Bxoaa mosb3oBareseil B cuctemy | [loacucrema 3amuTh
nHpopmanuu aBTOMAaTHU3UPOBAHHBIX
UACHTUDUKAIN/ pabouunx MECT
ayTeHTU(UKAIUH, 0JIb30BaTeNei
3alaHHOU mo | AH3.5 Peanu3zanus HacTpoek cinokHocTH naposier | Ilogcucrema 3amuTsl
YMOJTIaHHIO M MeXaHW3M  TeHepallud  Mapoisd, | aBTOMaTU3HPOBAHHBIX

COOTBETCTBYIOIIETO HACTPOHKaM pabounx MecT
10JIb30BaTENEH

BrrsiBnenue u naentndukanus | [logcucrema ananmsza

ySI3BUMOCTEH (BKIMIO9as OIMOKM | 3aIIMIIEHHOCTH

KOH(pHUTypaIn) B peanu3anyn

HACHTH(UINPOBAHHBIX CETEeBBIX

HPOTOKOJIOB

BrisiBiIeHUE YUETHBIX 3allUCEH C NAPOJISIMU,

COJIePKALTIMHUCS B CIpaBOYHHUKAX,

3a/1aBaeMbIX aJMHUHHUCTPATOPOM B

HACTPOMKaX CKAHHUPOBAHHS (CIOBapHBIMU

HapoJISIMH)

YBU.031 | Yrpo3a ucnons3oBanus | YII[A.2 | Peanmsamums wmexanmsma pasrpannueHuid | IToacucrema 3amuThl
MEXaHH3MOB mpaB JocTynma K oObekTaM (paiiyioBoi | aBTOMaTH3MPOBaHHBIX
aBTOpHU3ALNI JUIst CHCTEMBI, K 3aIlyCKy NpOrpaMM U K Ieyatu | paboumnx MecT
TIOBBIIIICHUS JOKyMEHTOB HE3aBHCHMOTO OT | moJb30Bareneit
IIPUBUIIETHH MexaHuzmoB OC

KoHTpons Bxos1a nosib30BaTenei B CHCTEMY
3CB.1 AyTteHTHU]HKAIHA aaMmuHucTpaTtopoB | Ilogcuctema 3ammTel
BUPTYaJILHON HHQPaCTPYKTypHI u | cpensl
aJIMUHHCTPATOPOB OE30TTaCHOCTH BHPTyaJIU3aIiH
3CB.2 MaHAaTHbII NPUHIMI KOHTPOJIS 10CTyIa
AH3.1 BriBnenne u wuneHtuduxanus moptoB | Iloxmcucrema anammsa
TPaHCHOPTHOTO YPOBHS CEeTEBBIX | 3AlIMIICHHOCTH
MIPOTOKOJIOB,  JOCTYMHBIX B  MOMEHT
CKaHMPOBAHUS, 110 IPOTOKOJIAM B HOMEpaM
BeisiBnieHue u uaeHTUUKAINS
YSI3BUMOCTEH (BKIITOUAs OIIUOKH
KOH(pHUTypaIu) B peanuzanuu
HACHTH(UINPOBAHHBIX CETEBBIX
IIPOTOKOJIOB
COop cBeneHUit 0 HaJIM4YMU YA3BUMOCTEH
IIPOrpaMMHOTO obecrieueHus
CKaHHPYEMOTO y371a
AH3.3 C6op cBemeHmit 0 Kombnrypaum/l

MIPOTrPaMMHOTO obecreveH
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JOCTaTOYHOM JUTst BBISIBJICHUSI
YSI3BUMOCTEH, 00YCIIOBJIICHHBIX OMIMOKAMHU
KOH(pHUTypaIu

YBU.034

VYrpo3a HCNONb30BAHUA
c1abocTel MPOTOKOJIOB
CETEBOI0/IOKAILHOTO
oOMeHa JaHHBIMU

31C.3

3amura nHOPMAUU OT €€ MOTU(PHUKAIINN
U TepexBaTa IIPH ee Iepegadye uepes
KaHaJbl ~ CBA3W,  HpOJeTalolmme  3a
TIpeieiaMi KOHTPOJIMPYEMOH 30HbI

IToncucrema
Kpunrorpaduaeckoit
3amIATH THPOPMALTNH

VYBU.045

VYrposa HapyLICHUs
H30JISLIUHI cpenbl
ucnonHenus BIOS

VIIZ.2

Peamuzanms MexaHW3Ma pasrpaHUYeHHN
mpaB Jocrtyma K oObekTam (aitnoBoid
CHCTEMBI, K 3aIlyCKy IPOIpaMM U K TIe4aTH
JIOKyMEHTOB HE3aBHCHMOTO oT
MexaHuzMoB OC

IlogcucTema 3amIuThHI
aBTOMATH3HUPOBAHHBIX
pabouunx MeCT
MOJIL30BaTeIeH

OLUL1

BO3MOXXHOCT ~ KOHTPOJIA  LIETOCTHOCTHU
MIPOTpaMMHO-aIIapaTHON cpexpl (B TOM
YHpcie ~ OTHENBHBIX  BETOK  peecrTpa,
KaranoroB) mnpu 3arpy3ske IIOBM, mo
KOMaHie aIMUHUCTPATOpa " o
pacnmcaHWO, a  TaKXke  KOHTpPOJb
LEJIOCTHOCTH  (paliloB TpH  JOCTyme u
650krpoBKy Bxoga B OC mpu BBIABICHUU
HU3MEHEHUU

Iloncucrema 3amuThl
aBTOMAaTH3MPOBAHHBIX
pabounx MecCT
MOJI30BaTEICH

3TC.2

OpraHuzanusi KOHTPOJIMPYEMOW 30HBI, B
npezaenax KOTOpOM MIOCTOSIHHO
pa3MeniarTcs CTalOHApHBIE
TEXHUYECKUE CpelCcTBa, oOpadaThIBatOLINe
nndopmanuto, u Cp3U, a takxke cpencraa
obecrieueHHs QYHKIIMOHUPOBAHUS

OpraHu3ainuoHHbIe
MeEpbI

3TC.3

Konrpons n ympasnenne (u3MuecKuM
JOCTYIIOM K TEXHHYECKUM CpPEICTBaM,
Cp31, cpencTBaM obecriedeHUs
(YHKIIMOHNPOBaHUS, a  TaKxe B
TIOMEIIEHHUS U COOPY>KEHHMSI, B KOTOPBIX OHU
YCTaHOBJICHBI, UCKJIFOYAIOIINE
HECaHKLMOHUPOBAHHBII ¢busugeckuit
JOCTYT K cpelncTBaM 00paboTku
unpopmammn, Cp3M u  cpencrBam
obecrieueHus (bYHKIMOHUPOBAHUS
UH(OPMALMOHHOM CHCTEMBI, B TOMEIEHUS
U COOpYXKEHHS, B  KOTOPBIX OHH
YCTaHOBJICHBI

OpraHu3annoHHbIE
MepBI

YBUN.046

VYrposa
TIPOLEAYPHI
ayTeHTH()UKAINN
CcyOBEKTOB
BUPTYaJIbHOTO
WHPOPMALTNOHHOTO
B3aUMOJIEHCTBUS

HapyLIeHUs

V1.3

@unbtpamms  cereBoro Tpaduka Hpu
B3aUMOJEHCTBUM aaMuHucTparopoB UT
HHPPACTPYKTYPHI c uHTEepdeiicaMu
yIpaBJIEeHUs KOMITOHEHTOB uT
nH}ppacTpyKTypHI

QunpTpanys  ceTeBoro Tpaduka mIpu
B3aMMOJIEHICTBHI aJIMHHUCTPATOPOB
C3I1[ln ¢ wuHTepdelicamu ympaBICHUSA
xommoHent C3I1/1H

Wucneknyusg WHQOPMAIMOHHBIX ITOTOKOB,
OpPTraHU3yEMBIX C CEPBEPAMU 3alIUIIAEMBbIX
UCIIlH Ha  ypoBHE  MNPHIOKECHUI
stanioHHoW Mojenmun OSI Ha mnpeamer
MIPEeJOTBPALLCHUS BTOP2KEHUI c
UCIIONIb30BAaHMEM PA3IMYHBIX IMpoduien
3aIUTEI

OunpTpaiyisi  CIyXKEOHBIX  IPOTOKOJIOB,
CITy’KaIInX JUTS JTNarHOCTUKHU u
ympaBieHus paboToil CeTeBBIX YCTPOHCTB

IToncucrema
MEXKCETEBOTO
9KpaHUPOBAHMS u
0oOHapyKEeHU
BTOP2KEHUI

3CB.1

AyTteHTH(UKaINA aJIMHHUCTPATOPOB
BHPTYaJIbHON HHPPACTPYKTYPHI u
aJIMUHHCTPATOPOB 0€30MMaCHOCTH

3CB.2

3amuTa CpeICTB YIpaBICHHs BUPTYaIbHON
unppactpykrypoit or HCJI

IToncucrema 3amuThl
cpenbl
BHPTYaIU3aIuu
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3ammura runepsu3opoB ot HCJJ
MasnaTHbIH IPUHIUIT KOHTPOJIA JOCTYIa

3CB.3

Kontpomns nenoctHocTH 1 3ammra or HC/J
kommnoHeHToB C3U

YBU.049

VYrposa HapyLICHUS
LENOCTHOCTH  JaHHBIX
K3IIa

COB.1

Brimonnenne SMYJIISIHAA Koja B
M30JIMPOBAaHHON 3allMIIEHHON cpene i
PAcKpBITHSL TOBENEHUS W OOHApy>KEHHS
CJIOXHBIX YTPO3 U LieJICHANPaBICHHBIX aTaK
BosmoxHOCTE HHTETpanuu c
KOMIIOHEHTAMH ITOJICUCTEMBI MEKCETEBOTO
SKpaHUPOBAHUS H 0OHapyKECHUS
BTOP)KEHUH W  TOJCUCTEMBl  3allUTHI
9IEKTPOHHON MOYTHl B YaCTH MOJIYYCHHUS
KOHTEHTA Ha aHaJIn3

IToncucrema 3amuThl
OT aTaK HyJEBOTO AHA

VII/L.2

Peanuzanus MexaHu3Ma pasrpaHUYeHUN
mpaB jgoctynma K oObektaMm (aiinoBoi
CHCTEMBI, K 3aIlyCKy IPOTpaMM U K Ie4aTH
JOKyMEHTOB HE3aBHCHMOTO oT
mexanuzmon OC

IToncucrema 3amuThl
aBTOMAaTH3MPOBAHHBIX
pabounx MecCT
IMOJIb30BaTeIICH

AB3.1

OGHapyxeHHe u YHUUYTOXKCHHUE
BPEIOHOCHBIX  IIPOTpaMM B PEXUME
MOCTOSTHHOW ~ 3aIiuThl  (IpOBEpKa Bcex
3allyCKacMBbIX, OTKPbIBAEMbIX u
COXpaHsAeMbIX Ha KOMITBIOTEPE 0OBEKTOB Ha
MIPUCYTCTBUE BHUPYCOB) M MPOBEPKH IIO
TpeOOBaHMIO, a  TaKXke  IpOBepKa
MOOHIIBHOTO HCIIOJHAEMOTO KoJa,
OJIOKMPOBKA ONACHBIX CKPUIITOB

AB3.2

ABTOMaTHUYECKOE 0oOHOBIICHNE
AaHTUBHPYCHBIX 0a3 M  NPOTPaMMHBIX
MOTyJIeH 10 PAaCcTIMCaHUI0

IToncucrema
AHTUBUPYCHOM
3aIUTHI

YBH.053

Yrpo3a HEBO3MOKHOCTH
yOpaBiICHUS]  [paBaMu
none3oBarenei BIOS

V1.2

Peanmzaumsi MexaHu3Ma pa3rpaHUYCHUI
mpaB Jgoctyna K oObekTaMm (aiinoBoit
CHCTEMBI, K 3aIlyCKy NPOTpaMM U K He4aTH
JIOKyMEHTOB HE3aBUCHMOTO or
MexaHuzmMoB OC

IloxcucreMa 3amiuThI
aBTOMATH3HPOBAHHBIX
pabouux MeCT
MOJIb30BaTEICH

3TC.2

OpraHuzanusi KOHTPOJIMPYEMOW 30HBI, B
npezenax KOTOpOH MOCTOSIHHO
pa3sMemlaTcs CTalOHAPHBIE
TEeXHHYECKUE CpPeICTBa, oOpabaThIBaIOIINe
nHpopmanuto, u Cp3U, a Taxke cpeacrsa
obecriedeHrsl PYHKIMOHUPOBAHHS

OpraHu3anuoHHbIe
MEPBI

3TC.3

Kontpons wu ympasneHue (U3NISCKAM
JOCTYIIOM K TEXHHYECKHUM CPEJICTBaM,
Cp31, cpencTBam obecrieyeHUs
(YHKIIMOHNPOBaHUS, a TaKKe B
TIOMEILEHHUS U COOPY>KEHHMSI, B KOTOPBIX OHH
YCTaHOBJICHEI, HCKITFOYAOIINe
HECAaHKLIMOHUPOBAaHHBIN ¢busngeckuit
JOCTYTI K cpencTBaM 00paboTku
napopmanuu, Cp3U u  cpeacrtBam
obecriedeHus (yHKIIMOHUPOBAHUS
nH(OpPMaMOHHON CHCTEMBI, B TIOMEIICHHS
U COOpYXKEHHS, B  KOTOPbIX OHH
YCTaHOBJICHBI

OpraHu3annoHHbIe
MepHI

YBU.059

VYrposa
HEKOHTPOJIUPYEMOTO
pocTta qucia
3ape3epBUPOBAHHBIX
BBIYHCITUTEIbHBIX
pecypcoB

VI3

@unbrpanms  cereBoro Tpaduka Hpu
B3aMMOJEHCTBUM agMHUHUCTpaTopoB UT
nH}ppacTpyKTypHI c nuHTepdeiicamu
yIpaBJIEHUs KOMIIOHEHTOB UT
HHGPACTPYKTYPHI

QunbTpanysa  ceTeBoro Tpaduka mpu
B3aUMO/ICHCTBUH aJIMHHHCTPATOPOB
C3I1[In ¢ wuHTepdeticamu ympaBICHUS
xomnoneHT C3I11u

Ioncucrema
MEXKCETEBOTO
SKPaHUPOBAHHS u
oOHapyKeHHs
BTOPKEHUH
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3CB.1

AyTtenTuUKanns aJIMHHUCTPATOPOB
BHPTYaJIbHON HHPPACTPYKTYPHI u
aJIMUHUCTPATOPOB OE30MMaCHOCTH

3CB.2

3ammura CpescTB yIpaBIeHUS BUPTYaIbHOM
nHppacTpykTypoit or HC/]

3amura runepuzopoB ot HCJ]
MaHAaTHBIA IPUHLUI KOHTPOJIS IOCTYyTIa

3CB.3

Kontpons nenoctHocTr u 3anmra ot HC/J
komnoHeHnTos C3U1

IToncucrema 3amuThl
cpenbl
BHPTYyaJU3aIHH

YBU.067

VYrpo3sa
HEMpPaBOMEPHOTO
03HAKOMJICHHUS c
3aluIIaeMon
nHpOpManueit

VIIZ.2

Peamuzanms MexaHW3Ma pasrpaHUYeHHN
mpaB Jocrtyma K oObekTam (aitoBoid
CHCTEMBI, K 3aIlyCKy IPOIpaMM U K Te4aTH
JIOKyMEHTOB HE3aBHCHMOTO or
Mexaan3MoB OC

IlogcucTema 3amIuThHI
aBTOMATH3UPOBAHHBIX
pabouunx MeECT
MOJIL30BaTeIeH

VI3

QunbTpanmsa  ceTeBoro Tpaduka Hpu
B3aMMOJCHCTBUH CEPBEPHBIX KOMIOHEHTOB
HCIIu ¢ APM nons3oBarenei
QunbTpammsa  cereBoro Tpaduka Tpu
B3aUMOJEHCTBUM aaMuHucTparopoB UT
HHPPACTPYKTYPHI c uHTEepdeiicaMu
yIIpaBJICHUSA KOMIIOHEHTOB 174}
nH}ppacTpyKTypHI

Ounprpanus  cereBoro Tpaduka mnpu
B3aMMOJIeHiCTBUI aJIMMHUCTPATOPOB
C3Mn c wuHTepdeiicamu ynpaBieHUs
xommnoHeHT C3I11x

WHeneknms MHOOPMAIMOHHBIX TIOTOKOB,
OPTaHHU3yEMBIX C CEpBEpaMH 3aIIUIIACMbIX
UCIIlH Ha  ypOoBHE  MNPUIOKEHUH
stanioHHoW Monenn OSI Ha mnpeamer
MIPEAOTBPAIICHUS BTOP>KEHUH c
UCIIOJIb30BaHUEM pa3lIMuHbIX npoduieit
3aITUTHI

QunbpTpaiys  CIyXKeOHBIX IPOTOKOJIOB,
CITy’KaIIuX JUIs JTNarHOCTUKHU u
ynpaByeHus paboToil ceTeBBIX YCTPOHCTB

IToncucrema
MEKCETEBOTO
9KPaHUPOBAHMS u
0oOHapyKeHU
BTOpP>KEHUI

3CB.1

Ayrentudukaiys aJMUHUCTPATOPOB
BUPTYaJIbHOU nH}paCTPyKTyphI u
aJIMHHUCTPATOPOB 0€30MaCHOCTH

3CB.2

3ammTa CpesICTB YIpaBICHHUS BUPTYaIbHON
uHppacTpykTypoit or HC/]

3amura runepsuzopoB or HCJ|
MaHAaTHBIA IPUHIMI KOHTPOJIS IOCTYTIA

3CB.3

KoHTpons 1mesnocTHOCTH  KOH(HTYpaIuu
BUPTYJIBHBIX MallMH M WX JIOBEpPEHHas
3arpyska

IToncucrema 3amyThl
cpenbl
BHPTYyaJU3aIHH

YBU.071

VYrposa
HECAHKIIMOHUPOBAHHOTO
BOCCTAHOBJICHHS
yIan€HHOU
3aIUIIaeMOH
nHpOpMaIUU

3HI.8

Ouncrtka OCTaTOYHOM
(ocBOOOXKTAEMOTO
MIPOCTPAHCTBA,

nHpopManuu
JINCKOBOT'O
3aYUCTKY OMNPEACICHHBIX
(haiinos it MaroK 30} KOMaH/IE
[OJIb30BATENsI), a TaKKe BO3MOXKHOCTD
TIOJTHOM 3a4MCTKH JUCKOB M pa3/iesioB

IToacucreMa 3aIUTHI
aBTOMaTPISPIpOBaHHBIX
pabouux MeCT
MOJIb30BaTEICH

YBU.072

VYrpoza
HECAHKI[MOHUPOBAHHOTO
BBIKJIFOUEHUS Wi
obxoaa MeXaHu3Ma
3aIIUTEL OT 3alUCH B
BIOS

OLULI

BO3MOXXHOCTE  KOHTPOJIA  LEIOCTHOCTH
IIPOrpaMMHO-aINIapaTHOW cpeabl (B TOM
Yyucie  OTHENBbHBIX ~ BETOK  peecTpa,
KatajoroB) npu 3arpy3ke IIOBM, mo
KOMaH e aJMUHUCTpaTOpa U 1O
paciicaHuio, a  TaKKe  KOHTPOJb
LENOCTHOCTH (aiIoB MpuU JOCTyne W
6soxkupoBKy BXxoaa B OC mpH BBIABICHUH
HM3MEHEHHI

IToncucrema 3amuThl
aBTOMATH3UPOBAHHBIX
paboumnx MeCT
M0JIL30BaTEICH

YBU.074

VYrpoza
HECAHKIIHOHUPOBAHHOTO
JOCTyTa K

V1.2

Peanmmzanuss mexaHusMa pasrpaHUYECHHI
mpaB JIOCTyla K OOBeKTaMm GailioBoid
CHCTEMBI, K 3aITyCKy IpOoTrpal

IToncucrema 3amuThl
aBTOMaTHSHPOBaHHBIX
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ayTeHTU(HUKAITMOHHON
nHpOpMATAN

JOKYMEHTOB HE3aBUCHMOTO oT
mexann3moB OC

OIIC.1
OIIC.2
OIIC.3

B03MOXXHOCTB CO3aHUS AJIS ONB30BATEINS
3aMKHYTOH NpOrpaMMHOMN Cpe.Ibl

MOJIb30BaTEICH

AB3.1

OO0HapyxeHue u YHHYTOXXECHUE
BPEHOHOCHBIX IPOrPaMM B  PEKHME
MOCTOSTHHOW ~ 3aIliuThl  (IIpOBEpKa BceX
3aIlyCKaeMbIX, OTKpPBIBAEMBIX u
COXpaHsAeMBIX Ha KOMITBIOTEPE 0OBEKTOB Ha
MIPUCYTCTBUE BHUPYCOB) U IPOBEPKH MO
TpeOOBaHUIO, a  TaKke  IPOBEpKa
MOOHIIBHOTO HCIIOJHAEMOTO Koza,
OJIOKMPOBKA ONACHBIX CKPUIITOB

AB3.2

ABTOMaTHYECKOE OOHOBJICHHE
AQHTUBHPYCHBIX 0a3 ©  MPOrpaMMHBIX
MOJIyJICH IT0 PACIIUCAHUIO

IToncucrema
AHTUBUPYCHOM
3aIIUTHI

YBUN.075

VYrposa
HECaHKIIMOHUPOBAHHOTO
JOCTyTIa K BUPTYaJIbHBIM
KaHaJlaM IepeJayn

3CB.1

AyTteHTH]HKAIIA aJIMHHHCTPAaTOPOB
BUPTYaJIbHOMN nH(PaCTPYKTYpHI "
aJIMHHUCTPATOPOB OE30MaCHOCTH

3CB.2

3amura CpeCTB yIpaBIeHUS BUPTyalbHON
undpacrpykrypoit or HCJJ

3amura runepsuzopoB or HCJJ
MaHaaTHBII NPUHIMI KOHTPOJIS 10CTyIa

IloxcucreMa 3amuThI
cpensl
BHPTYyaJU3aIHH

VI3

Qunbrpanus cereBoro Tpaduka npu
B3auUMOJeicTBUN aamuHucTparopos UT
nH}ppacTpyKTypHI c unTepdeiicamu
yIIpaBICHUSA KOMIIOHEHTOB 174}
nH}ppacTpyKTypHI

QunpTpamms  cereBoro Tpaduka HpU
B3aMMOJIEIICTBUU aJMHHUCTPATOPOB
C3[1[Jn ¢ wuHTepdelicamu ympaBICHUS
xomnoneHT C3I11x

IToncucrema
MEKCETEeBOT0
OKpaHUPOBAHUA )44
oOHapyKeHHs
BTOp>KEHUI

YBU.078

VYrposa
HECAHKIIMOHMPOBAHHOTO
JOCTyTIa K
3aIIUIIAeMbIM
BUPTYaJIbHBIM MallliHAM
13 BUPTYQJIBHOH U (MIIH)
¢busnyeckoii cetu

AB3.1

OGHapyxeHHe u YHUUYTOXXCHHUE
BPEIOHOCHBIX  MNpPOrpaMM B  pEXHME
NOCTOSIHHOW ~ 3aluThl  (TIpOBEpKa BCEX
3allyCKacMBbIX, OTKPbIBAEMbIX u
COXpaHsAeMbIX Ha KOMITBIOTEPE 0OBEKTOB Ha
NPUCYTCTBHE BUPYCOB) M TPOBEPKH IO
TpeOOBaHMIO, a  TaKXke  IpOBepKa
MOOMIIBHOTO HCIIOJHAEMOTO KoJa,
0JIOKMPOBKA ONACHBIX CKPUIITOB

AB3.2

ABTOMaTH4YeCKOe oOHOBIICHNE
AaHTUBHPYCHBIX 0a3 W  NPOTrpaMMHBIX
MOJyJIeH IO PacHUCAHUIO

IToncucrema
AHTUBUPYCHOM
3aIUTHI

VI3

@dunbrpanms  cereBoro Tpaduka Hpu
B3aMMOJENCTBUU agMHUHUCTpaTopoB UT
nH}ppacTpyKTypHI c nuHTepdeiicamu
YIIPaBJICHUSA KOMIIOHEHTOB uT
HHPPACTPYKTYPHI

QunbpTpanys  ceTeBoro  Tpaduka mIpHu
B3aMMOJIEHICTBHI aJIMHHUCTPATOPOB
C3I1[ln ¢ wuHTepdelicamu ympaBIeHUSA
kommonent C3I1n

Ioncucrema
MEXKCETEBOTO
9KpaHUPOBAHHMS u
0oOHapy>KeHUs
BTOP’KEHUI

3CB.1

AyTteHTH]HKAIMA aJMHHUCTPATOPOB
BUPTYaJILHON HHQPaCTPYKTYpHI "
aJIMHHUCTPATOPOB 0€30aCHOCTH

3CB.2

3ammTa CpesICTB YIpaBICHHs BUPTYaJIbHON
nHdpacrpykrypoit or HCJI

3amura runepsuzopos ot HCJI
MaHAaTHBIA IPUHLMI KOHTPOJIS I0CTYyIIa

3CB.3

KoHTponb 1esocTHOCTH  KOH(HTYpauu
BUPTYaJIBHBIX MAallMH M WX JIOBEPEHHAs
3arpyska

IMoacucrema 3ariuThI
cpensl
BUPTYAIN3aIMN
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YBU.079

VYrpoza
HECAaHKIIMOHUPOBAHHOTO
JOCTyTIa K
3aIUIIACMBIM
BHPTYaJBHBIM MalliHAM
CO CTOPOHBI  JAPYTUX
BUPTYaJbHBIX MAIlIUH

AB3.1

OO6napyxeHue u YHUYTOXCHHE
BPEIOHOCHBIX  IMPOrpaMM B  pEXKUME
MOCTOSTHHOW ~ 3aImuThl  (POBEpKa  BCeX
3aMyCKaeMbIX, OTKPBIBAEMbBIX u
COXpaHsAEMbIX Ha KOMITBIOTEPE 0OBEKTOB Ha
MPUCYTCTBUEC BHUPYCOB) M MPOBEPKH IO
TpeOOBaHUIO, a  TaKKe  IpOBEpKa
MOOMJIBHOTO UCTIOJHSIEMOTO KoJa,
OJIOKMPOBKA OTMIACHBIX CKPUIITOB

AB3.2

ABTOMaTHYECKOE oOHOBIICHHE
AQHTHBUPYCHBIX 0a3 ®  MPOrpaMMHBIX
MOJTyJIEH 110 PaCTICAHUIO

IToncucrema
AHTUBUPYCHOM
3aIATHI

VI3

QunbTpanmsa  ceTeBoro Tpaduka Hpu
B3aUMOJEHCTBUM aaMuHucTparopoB UT
HHPPACTPYKTYPEI c nHTEepdeiicamu
YIIPaBJIECHUS KOMIIOHEHTOB uT
nH}ppacTpyKTypHI

QunbTpanms  cereBoro Tpaduka HpU
B3aUMOJCHCTBUN aJIMUHHUCTPATOPOB
C3Mn c wuHTepdeiicamu ynpaBieHUs
xommnoHenT C3I11x

IToncucrema
MEKCETEBOTO
9KpaHUPOBAHMS u
0oOHapyKEeHUS
BTOpP>KEHUI

3CB.1

Ayrtentudukaiys aJMUHUCTPAaTOPOB
BUPTYaJIbHOU HHPPACTPYKTYpHI u
aJIMUHHCTPATOPOB 0€30MaCHOCTH

3CB.2

3amuTa cpeiCTB yIpaBIeHUS BUPTyalIbHON
undpacrpykrypoit or HCJJ

3amura runepsuzopoB or HCJJ
MaHAaTHBIA IPUHIMI KOHTPOJIS JOCTYyTIA

3CB.3

KoHTpons memocTHOCTH KOHQUTYpaIuu
BUPTYQJIBHBIX MAallMH M WX JIOBEPEHHAs

3arpyska

IToncucrema 3amuThl
cpenbl
BinyanmauI/m

YBUN.084

VYrposa
HECaHKIIMOHUPOBAHHOTO
JOCTyma K  CHCTeMe
XpaHeHHs JaHHBIX U3
BUPTyaJbHOH ®  (WMJIH)
(busndeckoit cetu

3CB.1

AyTteHTH]UKAIA aJIMUHHCTPaTOPOB
BUPTYaJIbHON UHQPACTPYKTYpHI "
aJIMUHHCTPATOPOB 0€30MaCHOCTH

3CB.2

3amura cpeiCTB YIPaBICHUS BUPTYyalIbHON
unppactpykrypoit or HCJJ

3amuta runepsuzopoB ot HCJ]
MaHaaTHbII NPUHIMI KOHTPOJIS 10CTyIa

IToncucTeMa 3amiuTHI
cpenbl
BHUPTYaIu3aIuu

VI3

QunpTpanys ceTeBoro Tpaduxa mpu
B3aUMOJeicTBUM agMuHucTpaTopo T
UH(PACTPYKTYPHI c uHTepdeiicamu
yIpaBJIeHUsS KOMITOHEHTOB uT
nH}pacTpyKTypHI

@unbTpamms  cereBoro Tpaduka Hpu
B3aUMO/ICHCTBUH aJIMUHHCTPAaTOPOB
C3MAn c wuHTepdeiicamu ynpaBieHUs
kommonent C3I1n

IToncucrema
MEKCETEeBOT0
9KpaHUPOBAHMS u
0oOHapyKEeHU
BTOpP>KEHUI

YBU.086

VYrposa
HECAHKIIMOHUPOBAHHOTO
HN3MEHEHHS
ayTeHTH(HUKAITMOHHON
nHpOpMaIUN

AB3.1

OOHapyxeHue u YHUUYTOKEHUE
BPEIOHOCHBIX IIPOIpaMM B  pEXHME
ITOCTOSTHHOW  3amuThl  (TIPOBEpKa  BCEX
3aIlyCKaeMbIX, OTKPBIBAEMBIX u
COXpaHsIEeMbIX Ha KOMITBIOTEpE OOBEKTOB Ha
MIPUCYTCTBHE BHUPYCOB) H MPOBEPKH IO
TpeboBaHuIo, a  Takxe IIPOBEpKa
MOOHIIBHOTO HCIIOJIHAEMOI O KOJa,
0JIOKMPOBKA OIACHBIX CKPUITOB

AB3.2

ABTOMaTHUYECKOE 0OHOBJIEHHE
AQHTUBHPYCHBIX 0a3 W  INPOTrpaMMHBIX
MOJyJIeH O pacHUCAHUIO

Ioncucrema
AHTUBUPYCHOM
3aIIATHI

VIIZ.2

KoHTpoib BX0/1a 1M0JIb30BaTEICH B CHCTEMY
Peanuzanus MexaHu3ma pasrpaHHYCHHUN
mpaB JIOCTyla K OOBeKTaM (ailioBoi
CHCTEMBI, K 3aIlyCKYy IPOIpaMM U K TIe4aTH
JIOKYMEHTOB HE3aBICI

IToacucreMa 3aIUThI
aBTOMATH3UPOBAHHBIX
pabouux MeCT
MOJTb30BaTEICH
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mexann3moB OC

OIIC.1 Bo3MoxHOCTE co3manust s mojib3oBarenst | [logcucreMa 3aruThl
OIIC.2 | 3aMKHYTOW IPOTPaMMHON Cpeabl aBTOMATH3MPOBAHHBIX
OIIC.3 pabounx MecCT
MOJIb30BATENEH
YBU.087 | Yrposa VIIA.2 | Kourpons BXona mois3oBareneil B cucteMmy | IlogcucTema 3ammThI
HECaHKIIMOHUPOBAHHOTO aBTOMATH3MPOBAHHBIX
HCIIONb30BaHUS pabounx MecCT
TIPUBUJIETUPOBAHHBIX MoJIb30BaTeNen
¢byuknuit BIOS OIJI.1 Bo3moxHocTs  KOHTponss  nenoctHocTH | [loacucrema 3amuTh
MIpOrpaMMHO-aNapaTHON cpeasl (B TOM | aBTOMaTU3HPOBAHHBIX
4yucie  OTACIBHBIX  BETOK  peecTpa, | paboumx MecCT
KarajoroB) npu 3arpyske IIDBM, mo | momp3oBarteneit
KOMaH e aAMHHHCTpAaTOpa H 1O
paciicaHuio, a  TaKkKe  KOHTPOIb
LENOCTHOCTH (alIoB MpU JOCTyme H
6nokupoBky Bxozna B OC mpH BBISIBICHUT
HM3MEHEHUH
VYBIM.088 | Yrposa 3HU. 2 Pasrpannuenue goctyna nonb3oBatened k | [logcucrema 3amuThl
HECaHKIIMOHUPOBAHHOTO ycTpoiicTBaM ¥ KOHTPOJb aMNNapaTHOH | aBTOMAaTH3MPOBAHHBIX
KOIIMPOBAHUSA KoH(uUrypauuu pabounx MecCT
3alMIaeMOn VIIA.4 | Peanmzanus MexaHun3Ma pasrpaHHYCHUl | MOJIb30BaTENEH
nHpopmanuu mpaB Jocryma K oObekTaM (aiinoBoii
CHCTEMBI, K 3aIlyCKy IPOTrpaMM U K Ie4aTH
JIOKYMEHTOB HE3aBUCHMOTO oT
MexaHuzmos OC
3UC.3 3amuta uHpopmanuu ot ee Momudukanuu | [Toacucrema
W TepexBaTa NpU ee IepeAaye uepe3 | Kpunrorpapuyeckoit
KaHalbl  CBSI3M,  IPOJIETAIONIME  3a | 3aIUTHl HHQOpMaLuH
TIpeieaMy KOHTPOJIMPYEMOH 30HbI
VYBUN.089 | Yrposa OIIC.1 Bo3MoxxHOCTE co3nanus A4 mojb3oBatens | [logcucreMa 3aliUThl
HecaHkuuoHupoBanHoro | OIIC.2 | 3aMKHYTOM IpOrpaMMHOM cpenbl ABTOMaTU3UPOBAHHBIX
peoaKTUPOBAHUS OIIC.3 paboumnx MeCT
peectpa VII[.4 | Peanu3amusi MexaHu3Ma pa3rpaHdUueHHil | IOJIb30BaTEICH
mpaB Jgoctyna K oObekTaMm (aiinoBoit
CHCTEMBI, K 3aITyCKy MPOTpaMM U K Ie4aTH
JIOKYMEHTOB HE3aBHUCHMOTO oT
Mmexanm3smMoB OC
YBHM.090 | Yrposa OIIC.1 | Bo3MOXHOCTB co3/ianus ISl mosb3oBarens | [logcucrema 3amuThl
HecaHkuuoHupoBaHHoro | OIIC.2 | 3aMKHYTOH IpOTrpaMMHON Cpeabl aBTOMAaTU3UPOBAHHBIX
CO3/1aHuUs yuétroit | OIIC.3 pabounx MecCT
3aIIUCH MOJIb30BATENS VIIA.4 | Peanusanus MexaHH3Ma pasrpaHHYEHHH | MOJIL30BATENEH
npaB jgocTynma K oObektam (aitnoBoit
CHCTEMBI, K 3aIlyCKy IPOTpaMM U K Ie4aTH
JOKYMEHTOB HE3aBUCHMOT'0O oT
MexaHuszmoB OC
YBHM.091 | Yrposa YII/1.4 Peanuzanust Mexanusma pasrpanunuenuii | [logcucrema 3amuThl
HECAHKIIMOHMPOBAHHOI O mpaB JocTyna K oObekTaM (aiiyioBoi | aBTOMaTH3MPOBaHHBIX
ylaleHusl 3alluIaeMon CHCTEMBI, K 3aIlyCKy NPOrpaMM U K Ieyatu | paboumnx MeCT
nHdopmannu JOKYMEHTOB HE3aBUCHMOT'0O 0T | mojb30BaTenen
Mexanuzmos OC
YBUN.093 | Yrposa AB3.1 OO6HapyxeHue u yauaroxxenne | [Toacucrema
HECAHKIIMOHUPOBAHHOTO BPEIOHOCHBIX IPOrpaMM B  pPEXHME | aHTHBHPYCHOMH
ynpasieHus oydepom MTOCTOSTHHOW  3amuThl  (TIpOBEpPKa BCEX | 3aIUTHI
3aITyCKaeMBbIX, OTKPBIBAEMBIX u
COXpaHsIEeMbIX Ha KOMITBIOTEpE OOBEKTOB Ha
MIPUCYTCTBUE BUPYCOB) M MPOBEPKH IO
TpeOOBaHMIO, a  TaKKe  IpOBEpKa
MOOHIIBHOTO HCIOTHIEMOTO KoAa,
0JIOKMPOBKA OIACHBIX CKPUITOB
AB3.2 ABTOMaTHUYECKOE oOHOBIICHHE
AQHTUBMPYCHBIX 0a3 W  NPOrpaMMHBIX
MOJyJIeH 0 pacHUCAHUIO
VIIJI.2 | KoHTpousb BX0Ja HOIb30BAT
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Peanmmsanmst MexaHH3Ma pasTpaHWYECHUH | aBTOMaTH3MPOBAHHBIX
mpaB JOCTynma K oObekTaM ¢ailloBoi | pabouux MeCT
CHCTEMBI, K 3aIlyCKy MPOrpaMM U K IeYaTH | IOJb30BaTeIch
JOKyMEHTOB HE3aBHCHMOTO oT
Mexaan3MoB OC
COB.1 | ABTomarmdeckoe pearupoBaHue B ciydae | [logcucrema
COB.2 | oOHapyKeHHUs CETEeBbIX aTak (IPUMEHEHHE | MEXKCETEBOTO
JercTBuit «0OHapy)KeHHE» WIN | SKpaHUPOBaHUSA u
«OJIOKHPOBKaY) oOHapyKeHHs
BTOPKEHUI
YBU.100 | Yrposa oboxonma | UA®D.1 | Unentudukanys u npoBepka nomnHHocty | [loncucrema 3amurs
HEKOPPEKTHO NoJIb30BaTesen npu BXOjIe B | aBTOMaTH3MPOBaHHBIX
HACTPOECHHBIX OTIEPAIIOHHYIO CUCTEMY pabounx MecT
MEXaHU3MOB MOJIb30BaTENEN
ayTeHTU(UKANN
YBU.103 | Yrpoza  ompenenenus | MA®.1 | Unentudukamms, ayreaTudukanus u yaer | [loacucrema
THUIIOB 00BEKTOB aZIMHHUCTPATOPOB  TOJCHUCTEMBI  MPHU | MEXKCETEBOTO
3aIINTHI noctyne K [10 KOMIIOHEHTOB MOJCHUCTEMBI | 3KPaHUPOBAHUSA u
MIOCPEICTBOM WEB uHTEepdeiica, | OOHapyKECHUSA
JIOKAJIbHOM  KOHCONM  YIpPAaBI€HHUS U | BTOPXKEHUi
YAQJICHHOW  TEKCTOBOM  KOHCOJHU  TIO
nporokosy SSH
YIIA.3 OunbTpars  CIyXKeOHBIX  POTOKOJIOB,
CITy’KaIlluX JUIs JINarHOCTUKH u
ynpaBieHus paboToil ceTeBBIX YCTPOUCTB
YBU.108 | Yrposa oumbku | 3CB.1 Ayrentudukaiys agMuHUCTpaTopoB | Ilogcuctema 3ammThl
OOHOBIICHHS BUPTyaJIbHOU UHQPACTPYKTYpHI u | cpensl
THIIEPBU30DPA aJIMHHUCTPATOPOB 0€30MaCHOCTH BUPTYyaJIN3alAN
3CB.2 ManaTHBIH TPUHIMIT KOHTPOJISL JOCTYIIA
3CB.3 Perucrpamust COOBITHIA, CBS3aHHBIX C
WHPOPMAMOHHON 0E€30MaCHOCTHIO
3CB.7 KoHTpons HETOCTHOCTH KOH(HUTypamuu
BUPTYQJIBHBIX MallMH M WX JIOBEPEHHas
3arpyska
VYBU.113 | Vrpo3a mepesarpy3ku | YIIJI.2 | Peanuzanuss Mexanusma pasrpannuenuil | [logcucrema 3amuThl
anmapaTHbIX n mpaB JocTynma K oObekTaM (aiiyioBoi | aBTOMaTH3MPOBaHHBIX
IIPOrpaMMHO- CHCTEMBI, K 3aITyCKy IPOTpaMM U K Ile4aTH | paboumx MecCT
amnmapaTHbIX  CPEACTB JIOKYMEHTOB HE3aBHUCHMOTO OT | mojb30BaTeNel
BBIUHCIIUTEIEHON Mmexanm3smMoB OC
TEXHUKH VIIA.4 | Pazgenenue IIOJIHOMOYU I (poseit) | OpraHu3anMOHHBIE
HOJIb30BaTENEH, aIMUHUCTPATOPOB U JIMILI, | MEPHI
o0ecTIeYnBarONINX (bYHKIHOHUPOBaHHUE
UH(OPMALIMOHHOM CHCTEMBI
VIIA.5 | HazHaueHne MUHMMaJIbHO HEOOXOAMMBIX | OpraHu3aliOHHBIE
IpaB ¥ TNPHUBWIETWH  II0JIB30BATEISIM, | MEPHI
aJIMUHUCTPATOpaM u JHLam,
obecrieunBaomMM  (DYHKIIMOHHPOBAHHE
nH(OpMaMOHHON CHCTEMBI
YBU.115 | Yrposa nepexsara | AB3.1 OOHapyxeHue u yanuroxxenue | [Toxcucrema
BBOJIMMOM 1 BHIBOAMMOMN BPEJOHOCHBIX IIPOrpaMM B  PEXHME | aHTHBHPYCHOU
Ha nepugepuitHpie MTOCTOSTHHOW  3amuThl  (TIpOBEpPKa BCEX | 3AIUTHI
yCTpOWCTBa 3aITyCKaeMBbIX, OTKPBIBAEMBIX u
nHpOpMaIN COXpaHsIEeMbIX Ha KOMITbIOTEPE OOBEKTOB Ha
MIPUCYTCTBHUE BHPYCOB) WM MPOBEPKH IO
TpeboBaHUIO, a  Takxke MpoBepKa
MOOMIIBHOTO HUCIIOJTHSIEMOTO KOJa,
0JIOKMPOBKA OIACHBIX CKPUITOB
AB3.2 ABTOMaTHUYECKOE 00HOBJIEHHE
AQHTUBMPYCHBIX 0a3 W  NPOTrpaMMHBIX
MOJyJIeH 0 pacIUCAHUIO
OIIC.1 | Bo3MOXHOCTb co3aHMs AJs noyb3oBarens | IlogcuctemMa 3amuThl
OIIC.2 | 3aMKHYTOH IPOrpaMMHOMN Cpeabl aBTOMAaTU3UPOBAHHBIX
OIIC.3 pabounx MecT
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YBU.121 | Yrpo3a mnoBpexnaenus | YIIJI.2 | Peanuzamus Mexanwsma pasrpanndenuid | [loacucreMa 3amuTh
CHCTEMHOT'0 peecTpa mpaB jgoctyna K oObekTtaM (aiiioBoi | aBTOMaTH3MPOBAHHBIX
CHCTEMBI, K 3aITyCKy IPOTPaMM U K Ile9aTH | pabodmx MecCT
JOKYMEHTOB HE3aBHUCHMOTO OT | moJB30BaTeNeH
MexanmzmoB OC
VIIJI.4 Pasnenenne TOJTHOMOYHH (poeit) | Opranu3annOHHBIC
MoJIb30BaTesel, aAMUHUCTPATOPOB U JIULI, | MEpPbI
obecnieynBalomX  (DYHKIMOHHPOBAHUE
nH(pOpMaMOHHOI CHCTEMBI
VIIA.S Ha3HnaueHne MUHUMAIBHO HEOOXOAMMBIX | OpraHH3alMOHHBIC
npaB ¥ TNPHUBWIETHH  II0JIB30BATEISIM, | MEPHI
aJIMUHUCTPATOpPaM u JIULAM,
obecrieunBarOmuM  (PYHKIIMOHHUPOBAHUE
HHG)OPMAITMOHHONW CUCTEMBI
OIJI.1 Bo3moxHocTh  KOHTpOnss — wenoctHocTH | IloacucreMa 3amuThl
MIpOrpaMMHO-aIMIapaTHON cpeapl (B TOM | aBTOMAaTH3MPOBAHHBIX
4HpclIe ~ OTHENBHBIX  BETOK  peecTpa, | paboumx MecCT
KaranoroB) mnpu 3arpy3ke IIOBM, mo | momp3oBareneit
KOMaHJe aIMUHUCTpaTopa ®W 1O
pacnucaHMi0, a  TaKXke  KOHTpPOJb
LENOCTHOCTH (aioB MpuU JOCTyne W
6s0kupoBKy Bxoma B OC mpH BBIABICHUU
HU3MEHEHUU
YBU.123 | Yrposa noadopa mapoas | OIIC.1 | Bo3amoxxHOCTh co3anus i nosb3oBatens | [loacucremMa 3amuThb
BIOS OIIC.2 | 3aMKHYTOI IPOrpaMMHOMN CpeIbl aBTOMAaTHU3UPOBAHHBIX
OIIC.3 pabounx MecT
10JIb30BaTEEH
VIII.4 Pasnenenue HOJIHOMOYHH (poeit) | OpraHu3anOHHBIC
MONIb30BaTeNIet, aAMHUHUCTPATOPOB U JIUI, | MEPEI
obecrieunBarOmuX  (QPYHKIIMOHUPOBAHUE
HHPOPMAIMOHHON CHCTEMBI
VIII.5 Haznauenne MUHUMAIBHO HEOOXOIMMEIX | OpraHH3alMOHHBIC
MpaB ¥ TPUBWICTHH IOJB30BATEISIM, | MEpPHI
aJIMUHHUCTpaTOpamM " JUIAM,
obecrieunBalOUIMM  (DYHKIIMOHHPOBAHHE
UH(OPMALIMOHHOH CHCTEMBI
VII[.6 | OrpanndyeHne HEYCHEIIHbIX MOMBITOK | [lojcucreMa 3amuThl
BXOAa B HMH(DOPMAIMOHHYIO CHCTEMY | aBTOMAaTH3MPOBAaHHBIX
(moctyna k HH(GOPMAIHOHHON CHCTEME) pabouux MecT
[10JIb30BATEIEH
YBU.124 | Yrposa moguenku | YIIZ.2 | Peammsanms wmexaHmsma pasrpannueHui | IToacucrema 3amuThl
3ammcei KypHaa mpaB Jgoctyna K oObekraM (ailiioBoi | aBTOMATH3HMPOBAHHBIX
pETUCTpAIX COOBITHIA CHCTEMBI, K 3aITyCKy MPOTpaMM U K Ile9aTH | pabodmx MecCT
JOKYMCHTOB HE3aBHCHMOTO OT | moJB30BaTeNeH
mexanuzmoB OC
VIIJI.4 | Pazgenenue MOJTHOMOYHH (poneit) | OpraHu3anOHHbIE
MoJIb30BaTeNIel, aAMUHUCTPATOPOB U JIULI, | MEPBI
obecrieunBalomUX  (PYHKIMOHHPOBAHHE
WHPOPMAIMOHHOM CHCTEMBI
VIIA.5 | HazHauenne MUHMMaIbHO HEOOXOAMMBIX | OpraHn3alMOHHBIE
MpaB ¥ TPUBWIETHH IIOJIB30BATEISIM, | MEpPHI
aJMUHHUCTPAaTOpaM " JUIAM,
obecrieunBaOmUM  (PyHKIIMOHHUPOBAHNE
WHPOPMAIMOHHOM CHCTEMBI
YBU.129 | Yrpo3a noamensl | OLJI.1 Bo3moxkHOCTE  KOHTpONsi — menoctHocTH | [lojcucreMa 3amuTh
pesepBHoil komuu IO IIpOrpaMMHO-aNIapaTHON cpeasl (B TOM | aBTOMaTU3HMPOBAHHBIX
BIOS Yyucie  OTACNBbHBIX  BETOK  peecTpa, | paboumx MeCT
KatajoroB) mnpu 3arpy3ke IIOBM, mno | momp3oBateneit
KOMaH e aAMUHHUCTpaTopa U 1O
pacnucaHMl0, a  TaKXke  KOHTpPOJIb
LENOCTHOCTH (aiIoB MpuU JOCTyne W
6soxkupoBKy BXoaa B OC mpH BBISABICHUH
HU3MEHEHUH
OIIC.1 Bo03MOXHOCTE CO3HaHMS 17T
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OIIC.2
OIIC.3

3aMKHYTOH NIPOTPaMMHOM Cpeibl

VII/1.4

PaznencuHue TTOJTHOMOY U (poneit)
M0JIb30BaTeNei, aIMUHICTPATOPOB U JIHIL,
obecrieunBarOmnX  (PyHKIIMOHUPOBAHUE
HHG)OPMAITMOHHON CUCTEMBI

OpraHu3anioHHBIC
MepbI

VLS

HasnadeHne MHHUMAaIbHO HEOOXOAMMBIX
IpaB ¥ TNPHUBWIETUH  II0JIb30BATEILIM,
aJIMUHUCTPATOpaM u JIULAM,
obecrieynBalOMM  (DYHKIIMOHHPOBAHHE
nH(pOpPMaMOHHOI CHCTEMBI

OpraHu3annoHHBIC
MeEpbI

VII11

Pa3pemenue (3amper) JectBuit
T10JIb30BaTENEH, pa3peleHHbIX 10
HICHTU(PUKAIIIN ¥ ayTCHTH()UKAITII

OpraHu3aloHHbIe
MeEpbI

YBU.140

VYrposa TIPUBEACHUS
CHCTEMbI B COCTOSIHHE
«OTKa3 B
00CITyKHUBaHUN

VI3

Wucneknus WHQOPMAIIMOHHBIX ITOTOKOB,
OpPTraHU3yEeMBIX C CEpBEPaMU 3aIUIIAEMbIX
UCIIlH Ha  ypoBHE  MNPUIOKEHUH
staioHHoW Mojenn OSI Ha mnpeamer
MIPEIOTBPAIICHHS BTOP KEHUH c
WCTIONB30BaHUEM PA3IMYHBIX Tpog e
3aI[UTHI

COB.1,
COB.2

ceTeBoi aKTUBHOCTH
CErMEHTOB C
6a3 CHUTHATYD,
MIPOU3BOIUTENIEM

Amnanus
3alUIaeMbIX
HCTIO0JIb30BaHUEM
MIPEOCTaBICHHBIX
00opyI0BaHuUs
ABTOMAaTHUYECKOE pEearipoBaHUE B CIydae
OOHapy)XEHHs CETEBBIX aTak (IIPUMEHEHHE
JIeNCTBUI «0OHaApyKEHUEH U
«OJIOKMPOBKAY)

IToncucrema
MEKCETEBOTO
9KPaHUPOBAHMS u
0oOHapyKeHU
BTOpP>KEHUI

YBU.144

VYrpo3a mporpaMMHOrO
copoca mapois BIOS

OLUL1

Bo03MOXXHOCTH ~ KOHTPOJISI  IIEIOCTHOCTH
MIPOTrpaMMHO-aNIapaTHOW cpeapl (B TOM
YyHucie  OTHACNBbHBIX ~ BETOK  peecTpa,
KaTajoroB) mpu 3arpyske IIOBM, mo
KOMaH/Ie aAMUHHUCTpaTopa U o
pacnucaHMIO, a  TaKXke  KOHTpPOJb
[EIOCTHOCTH  (haiimoB mpH  JOCTyne u
6sokupoBky Bxoaa B OC mpu BBISBIEHUU
U3MEHEHUU

OIIC.1
OIIC.2
OIIC.3

B03MOXXHOCTb CO3aHUs AJIs HONb30BATENS
3aMKHYTOH NpOrpaMMHON CpeJibl

IMoxcucTeMa 3amyThI
ABTOMATU3MPOBAHHBIX
paboumnx MecCT
10JIb30BaTENEH

VII/1.4

Paznencuue TTOJTHOMOYH I (pouneit)
[0JIb30BaTeNel, aIMUHHCTPATOPOB U JIHIL,
obecrieunBarOUX  (PYHKIIMOHUPOBAHUE
WHPOPMAIMOHHOW CHCTEMBI

OpraHu3annoHHbIe
MepHI

VIS

Hasnauenne MHHUMAaJIbHO HEOOXOANMBIX
IpaB ¥ TPUBWIETHH IOJIb30BATEISIM,
aJIMUHUCTPAaTOpaM " JUIAM,
obecrieunBaOmUM  (pyHKIITMOHHUPOBAHNE
HHPOPMAIMOHHOM CHCTEMBI

Opranu3anuoHHbIE
MepbI

VI

Paspewenue (3amper) JeNCTBUI
T0JIb30BaTEIIEH, pa3pelIeHHbIX hite]
WACHTU(HUKAIMY ¥ ayTeHTHPUKAINN

OpraHu3anuoHHbIC
MeEphI

YBU.152

VYrpoza yAaneHus
ayTeHTH()UKAITMOHHON
nHdopmannu

NAD.1

W neHTudukanys u npoBepKa MOITHHHOCTH
NoJIb30BaTeIen npu BXOJIE B
OIIEPAaLlMOHHYIO CUCTEMY

VIIL.2

Peammzanmst MexaHu3Ma pasrpaHMYEeHHH
mpaB Jocryna K oObekTam (aitnoBoii
CHCTEMBI, K 3aIlyCKy IIPOIpaMM U K Ie4aTH
JIOKyMEHTOB HE3aBUCHMOTO or
Mexanuszmos OC

IToncucrema 3amuThl
aBTOMATH3UPOBAHHBIX
paboumnx MeCT
MOJIL30BaTeICH

VII/1.4

Pa3IL€HeHI/I€ MOJIHOMOYHUIA
HOHBSOB&TQHCﬁ, AIMHUHHUCT]

(pomneit)

OpFaHI/ISaHI/IOHHLIG
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obecreunBaronx (yHKIIMOHUPOBaHUE
HHGOPMAIIMOHHON CUCTEMBI

VIII.5 Haznauenne MUHHMAaIbHO HEOOXOAMMEIX | OpraHM3alMOHHBIC
IpaB ¥ TPHUBWIETHH IIOJIB30BATEISIM, | MEPHI
aZIMHUHHCTPATOPaM u THnam,
obecrieunBarOmuM  (PYHKIITMOHHUPOBAHNE
nH(pOpMaMOHHOI CHCTEMBI

YBU.153 | Yrposa yemnennst | YII.3 | MHcnekius wHGOPMAMOHHBIX NOTOKOB, | Ilojcucrema 3armuThl
BO3JIEUCTBUS Ha OpraHU3yeMbIX C CepBepaMH 3alIUIIaeMbIX | Web-nprioxeHuit
BBIYHCIIUTEIIBHbIE UCIIJn wa  ypoBHe  mpuioxenuid | [Togcucrema
pecypchl MoJsib30BaTeNnei stamoHHOH Mozenu OSI Ha mnpeaMer | MEXCETeBOro
IIPU TOMOIIH CTOPOHHUX MIPEeJOTBPALCHUS BTOP KEHUI C | PKpaHUPOBAHUSA u
CepBEpPOB UCTIONB30BAaHUEM PA3NUYHBIX Ipoduiei | oOHapyKeHUs

3aIIUTHI BTOPKEHUH

COB.1, | Anamu3 CETEBOM akTHBHOCTH | [lomcucrema 3aIuThl

COB.2 3aIUIIAEMBIX CETMEHTOB ¢ | web-tipuoxenuit
HCTIONIb30BAaHHEM 6a3 cur"atryp, | Ilogcucrema
MIPEAOCTaBICHHBIX TIPOM3BOANTEIIEM | MEXCETEBOTO
000pyIOBaHUS 9KPaHUPOBAHMS u
ABTOMaTHYECKOE pearpoBaHUE B Cllydae | OOHapyKEHUs
OOHapyKEHHsI CETEBBIX aTaK (MPUMEHEHUE | BTOPIKEHUH
nercTBuit «0OHapy)KEeHHE) WIH
«OJIOKHPOBKaY)

YBU.155 | Yrposa yrpatel | YIIJI.3 | ®unsTpanust cereBoro Tpaduka mpu | [loacucrema
BBIUHCIIUTEIBHBIX B3aMMOJICHICTBUHU CEPBEPHBIX KOMIIOHEHTOB | MEKCETEBOTO
pecypcoB UCIIA=a ¢ APM nons3oBateneit 9KPAHUPOBAHUA u

oOHapyXeHU

BTOPKEHUH
WHeneknys wHGOPMAIMOHHBIX TOTOKOB, | IlogcucremMa 3ammuThl
OpraHH3yeMBIX C CepBepaMy 3allUINaeMbIX | Web-IpHiIoKeHui
UCIIJe wa  ypoBHe  mnpuioxenui | [Togcucrema
stanoHHOW Mojenmun OSI Ha mnpeaMer | MeXCeTeBOro
HpeAOTBPAIICHUS] BTOP KEHUI C | PKpaHHUPOBAHUSA u
UCIIOJIb30BAaHUEM Ppa3NIMuHbIX Mpoduiel | oOHapyKeHUs
3aIIUTHI BTOPKEHUI

COB.1, | Anamu3 CEeTeBOM aktuBHOCTH | IlojcucremMa 3aIuThI

COB.2 | 3amumiaeMsIx CETMEHTOB ¢ | web-npunoxenuit
UCTIOJIE30BaHHEM 6a3 curHatyp, | Iloacucrema
HPEAOCTaBICHHBIX MPOM3BOJUTEIIEM | MEXCETEBOIO
000py10BaHUS 9KPaHUPOBAHHMS u
ABTOMaTHUYECKOE pearnpoBaHUE B Clydae | OOHapy>KeHUs
OOHapy)KEHHsI CETEBBIX aTak (IPUMEHEHHE | BTOPIKCHHH
JeicTBUi «0OHaApYKEHUEH WM
«OJIOKUPOBKAY)

YBU.156 | Yrposa yrparsl | 3HN.3 Kontpons  mepememnienuss  MalmuHHBIX | OpraHu3alliOHHBIE
HoOcUTenei HOCHUTENEH NepCOHAJbHBIX JaHHBIX 32 | MEpbI
nHpOpMaIUN MIpeIesIbl KOHTPOIMPYEMOU 30HBI

3HU.4 IlludppoBanme nmaHHBIX, XpaHsmmxcs B | [logcucreMa 3amIUThI
KPUIITOKOHTEHEpax aBTOMAaTH3MPOBAHHBIX

pabouux MeCT
110JIb30BATENEH

YBU.157 | Yrpo3za  ¢wusuaeckoro | 3TC.2 Opraamzanusi KOHTPOJIMPYeMOW 30HBI, B | OpraHu3alioHHBIE
BBIBEICHUSI W3 CTPOA mpeaenax KOTOPOit MOCTOSIHHO | MEpbI
CpeacTB XpaHeHus, pa3MeInarTcs CTallMOHAPHBIE
obOpabotkn u  (wiam) TEeXHUYECKUE CpeicTBa, oOpadaThIBaroLINe
BBO/JIa/BBIBOJIa/TIEpeIaun nadopmanuto, u Cp3H, a Taxxe cpencraa
nHdopmannu obecrnieueHus1 pyHKIMOHUPOBAHUS

3TC.3 Konrpons u ynpasnenne ¢usnueckum | OpraHuzanioHHbIE
JOCTYIIOM K TEXHMYECKHM CpEICTBaM, | MEpbI

Cp31, cpelncTBam obecrieucHUs
(YHKIMOHUPOBAHMUS, a TaKxKe B
ITOMEIICHUS U COOPY>KEHHSI, B KOTOPHIX OHU
YCTaHOBJICHEI, HCKITIOYAIOIINe
HECAHKIIMOHUPOBAHHBIN i
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JOCTYTI K cpencTBam 00paboTkn
napopmanu, Cp3U u  cpeacrtBam
obecriedeHus (YHKIIMOHUPOBAHUS
nH(pOPMAIMOHHON CUCTEMBI, B TOMEIICHHS
U COOpYKCHHS, B  KOTOPbIX  OHH

YCTAaHOBJICHBI

YBU.158

VYrpo3sa
(dbopmaTupoBaHUS
HOCHTENeH
nHdopmannu

3HU. 2

praBﬂeHI/Ie AOCTYIIOM K MAalIWHHBIM
HOCUTECJIAM MEPCOHAJIBHBIX JaHHBIX

IlogcucTema 3amIuThHI
aBTOMATH3HUPOBAHHBIX
pabouunx MeCT
MOJIL30BaTeIeH

VIS

Hasnayenne MHHUMAaJIBbHO HEOOXOIMMBIX
IpaB ¥ TNPHUBWIETUH  I0JIb30BATEIIM,
aIMHHHCTPATOPaM u JHLaM,
obecrieunBarOmUM  (PYHKIIMOHHUPOBAHUE
HHG)OPMAITMOHHONW CUCTEMBI

OpraHu3aloHHbIe
MeEpbI

YBU.160

VYrposa XUILEHUS
CpencTB XpaHeHHS,
obpabotkn w  (wmiam)
BBO/Ia/BEIBOJIA/TIEpeIavn
nHpopmanuu

3TC.2

OpraHusanyst KOHTPOJUPYEMOH 30HBI, B
npenenax KOTOPOii MIOCTOSTHHO
pa3MerarnTcs CTallMOHAPHBIC
TEeXHUYECKHE CPEICTBA, 00pabaThIBaOIIUe
nndopmanuto, u Cp3U, a taxxke cpencraa
obecnieueHus: pyHKIMOHUPOBAHUS

OpraHu3anuoHHBIC
MepbI

3TC.3

Konrpons u ynpasnenue (QuU3MUECKUM
JOCTYIIOM K TEXHHYECKUM CpEICTBaM,
Cp3U, CpeacTBaM obecrieyeHus
(YHKIIMOHUPOBaHUS, a TaKxKe B
MIOMEILIEHHUS U COOPYKEHHS1, B KOTOPBIX OHU
YCTaHOBIICHBI, UCKJIIOYAIOIINE
HECaHKIIMOHNPOBAHHBIH bm3nyecknit
JOCTYIlI K  cpeactBaM  00paboTku
napopmanmn, Cp3U u  cpencrBam
obecriedeHus (YHKIIMOHHPOBaHUS
UH(OPMALMOHHOM CHCTEMBI, B TOMEIEHUS
U COOpDYXEHHUs, B KOTOPbIX OHH
YCTaHOBJICHBI

OpraHu3ainuoHHbIe
MeEpbI

YBU.162

Yrposza skcruryaTanuu
nupoBoH TOJITUCH
MPOrpaMMHOTO KoJia

VIII.2

Peanuzanmsi MexaHu3Ma pasrpaHUYeHHN
npaB jgoctyna K oObekraMm (aiiioBoi
CHCTEMBI, K 3aIlyCKy IIPOTpaMM H K I€YaTH
JOKYMCHTOB HE3aBUCHUMOI'O oT
mexanuzmon OC

Iloncucrtema 3amuThI
aBTOMaTI/ISI/IPOBaHHBIX
pabouux MeCT
MOJb30BaTeNIe

OIlC.1
OIIC.2
OIIC.3

Bo3MOXXHOCTD CO3aHus AJIs TOTB30BATEIS
3aMKHYTOH NpOrpaMMHON Cpe/ibl

IMoacucreMa 3aIUTHI
aBTOMATH3HPOBAHHBIX
paboumnx MecCT
II0JIb30BaTeIeH

VII/1.4

Paznencuue TTOJTHOMOYH I (pouneit)
T0JIb30BaTeNel, aJJMUHICTPATOPOB M JIUIL,
obecrieunBalOmUX  (PYHKIMOHHPOBAHHE
WHPOPMAIMOHHOM CHCTEMBI

OpraHu3annoHHbIe
MepbI

VIS

Ha3znauenne MUHMMAIBLHO HEOOXOIUMBIX
MpaB ® TPUBWIETHA  TOJH30BATENSM,
aMUHHUCTPATOPAM u JUIaM,
obecrieunBaOMMM  (PYHKIIMOHUPOBaHUE
MHG)OPMAIIMOHHON CUCTEMBI

OpraHu3anuoHHbIC
MeEphI

YBU.167

VYrpoza
KOMIIbIOTEpA
MOCEIICHUN
HebaaroHaEKHbIX
caliToB

3apaXKeHUsI
npu

AB3.1

OO6HapyxeHue u YHUYTOXCHHE
BPEIOHOCHBIX  IPOTpaMM B PEXKHME
ITOCTOSTHHOW ~ 3amUTHl  (TMPOBEpKa BCEX
3aIyCKaeMBbIX, OTKPBIBAEMBIX u
COXpaHICMBIX Ha KOMITEIOTEPE OOBEKTOB Ha
MPUCYTCTBUEC BHPYCOB) WM MPOBEPKH IIO
TpeOOBaHUIO, a  TaKXkKe  MpOBEpKa
MOOHJIBHOTO HCIIOJIHSIEMOTO Koja,
OJIOKUPOBKA OIACHBIX CKPUIITOB

AB3.2

ABTOMaTHYECKOE 00OHOBJICHHE
AHTUBUPYCHBIX 0a3 W  TIPOTPaMMHBIX
MOJTyJIEH 110 PACTIMCAHUIO

Iloncucrema
AHTUBHUPYCHOU
3aIIUTHI
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COB.1,
AB3.1

Brimonnenne IMYJISALAN Koza B
WU30JIMPOBAHHOM 3allMIEHHOW cpene uist
PAcKphITHSL TOBENEHUS W OOHApyKEHHS
CIIO’KHBIX yTPO3 U IIEJICHATIPABICHHBIX aTaK
Bo3MmoxxHOCTB HHTETpanuu c
KOMIIOHEHTAMH ITOJICUCTEMBI MEKCETEBOTO
SKpaHUPOBAHUS u O0OHapyXEHUS
BTOP)KEHUH W  TOJCUCTEMBl  3allUTHI
SJIEKTPOHHOW TOYTHI B YacCTH MOJIyYEHUs
KOHTEHTA Ha aHaJIN3

IToncucrema 3amuThl
OT aTakK HyJIEBOTO JHS

OLUL1

BO3MOXXHOCT ~ KOHTPOJIA  LIETOCTHOCTHU
MIPOTpaMMHO-aIIapaTHON cpexpl (B TOM
YHpcie ~ OTHENBHBIX  BETOK  peecrTpa,
KaranoroB) mnpu 3arpy3ske IIOBM, mo
KOMaHze aAMUHUCTpAaToOpa W o
pacnmcaHWiO, a  TaKXke  KOHTPOJb
LEJIOCTHOCTH  (paliloB TpH  JOCTyme u
650krpoBKy Bxoga B OC mpu BBIABICHUU
HU3MEHEHUU

Iloncucrema 3amuThl
aBTOMAaTH3MPOBAHHBIX
pabounx MecCT
MOJI30BaTEICH

YBU.177

VYrposa
HEMOATBEPKAEHHOTO
BBOJIa TAHHBIX
OIIepaToOpoOM B CHCTEMY,
CBSI3aHHYIO C
06€30IacHOCTBIO

3HM.6

KonTtpos BBosa (BEIBOIA) HH(DOpMAIHK HA
MalllMHHBIE ~ HOCUTENIM  MEPCOHATBHBIX
JAHHBIX

OpraHu3ainuoHHbIe
MeEpbI

YBU.178

VYrposa
HECaHKIIMOHUPOBAHHOTO
HCTIONIb30BaHUS
CHCTEMHBIX M CETEBBIX
YTHIIUT

OIlC.1
OIIC.2
OIIC.3

B03M0OXXHOCTD CO3aHUS AJIs TOTB30BATEIS
3aMKHYTOH NpOrpaMMHOMN CpeIbl

IMoacucreMa 3aIUTHI
aBTOMATH3MPOBAHHBIX
pabounx MecCT
IIOJIb30BaTeIICH

YBU.179

VYrposa
HECaHKLIMOHUPOBaHHOU
MOUbHUKAITNN
3alUIAEMOM
nHpopmanuu

3HI.2

IugppoBanne TaHHBIX,
KPUITOKOHTEIHEpax

XpaHAlIUuXxCcs B

OLUL1

BO3MOXXHOCTE ~ KOHTPOJIA  LIEIOCTHOCTHU
HpOTrpaMMHO-aNMapaTHON cpeabl (B TOM
yHpcle  OTHENBHBIX  BETOK  peecTpa,
KaTajoroB) mpu 3arpyske IIOBM, mo
KOMaH/Ie aAMUHHUCTpaTopa H o
pacnucaHMIO, a  TaKXke  KOHTpPOJb
LENOCTHOCTH (alIoB TMpuU JOCTyNne W
6noknpoBky Bxona B OC mpH BBISIBICHUT
HU3MEHEHUH

V1.2

Peanmzaumsi MexaHu3Ma pasrpaHHYCHUI
mpaB Jgoctyna K oObekraMm (paiinoBoit
CHCTEMBI, K 3aITyCKy NPOrpaMM H K Ie4aTh
JIOKyMEHTOB HE3aBUCHMOTO oT
MexaHn3MoB OC

IloxcucreMa 3amiuThI
aBTOMaTI/ISI/IPOBaHHLIX
pabouux MeCT
MOJIb30BaTEIeH

VIS

Ha3znauenne MUHMMAIBLHO HEOOXOIUMBIX
MpaB ® TPUBWIETHA  TOJH30BATENSM,
aMUHHUCTPATOPAM u JUIaM,
obecrieunBaOMMM  (PYHKIIMOHUPOBaHUE
MHG)OPMAIIMOHHON CUCTEMBI

OpraHu3anuoHHbIC
MeEpbI

YBU.185

VYrpoza
HECaHKIIMOHNPOBAHHOTO
N3MEHEHHsI T1apaMeTpoB
Hactpoiiku Cp3U

VI3

Qunbtpanus ceteBoro Tpaduka npu
B3aUMOJIEHCTBUM aaMuHucTparopoB UT
nH}ppacTpyKTypHI c nuHTepdeiicamu
yIPaBJIECHUs KOMIIOHEHTOB UT
nH}ppacTpyKTypHI

@unbtpanms  cereBoro Tpaduka 1pu
B3aUMO/ICHCTBUH aJIMUHHCTPAaTOPOB
C3[1[ln ¢ wuHTepdelicamu ympaBICHUSA
komnoneHT C3I11u

Wnentudukanus, ayTeHTHOUKAIUS U yIeT
aIMUHUCTPATOPOB  MOJCHUCTEMBI  TpHU
noctyme K [0 KOMITOHEHTOB TTOJICHCTEMBI
TIOCPEACTBOM WEB

vorendchetica

Iloncucrema
MEXKCETEBOr0
9KPaHUPOBAHHMS u
0oOHapyKeHHs
BTOP2KEHUI
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JIOKAJIbHOM  KOHCOJIH
YAQJIEHHOW  TEKCTOBOM
mpoTtokory SSH
OunpTpanis  CIyXKEOHBIX  IPOTOKOJIOB,
CITy’KaIIAX IS IMArHOCTUKH 31
yrpasyicHUs pab0TO CETEBBIX YCTPOUCTB

VOpaBICHUS U
KOHCONMH  TIO

OIIC.1
OIIC.2
OIIC.3

B03MOXHOCTB CO3AaHUS 1 TOIb30BaTeNsA
3aMKHYTOH NPOrpaMMHOM cpeibl

VIIZ.2

Peamuzanms MexaHW3Ma pasrpaHUYeHHN
mpaB Jocrtyma K oObekTam (aitnoBoid
CHCTEMBI, K 3aIlyCKy IPOIpaMM U K Te4aTH
JOKYMEHTOB HE3aBHCUMOTO oT
Mexaan3MoB OC

VII/1.4

Peanuzanus MexaHusma pasrpaHU4YeHUN
mpaB jgoctynma K oObektaMm (aiinoBoi
CHCTEMBI, K 3aIlyCKy IPOTpaMM U K Ie4aTH
JOKyMEHTOB HE3aBHCHMOTO oT
mexanuzmon OC

IlogcucTema 3amIuThHI
aBTOMATH3HUPOBAHHBIX
pabouunx MeCT
MOJIL30BaTeIeH

VLS

Ha3HaueHMe MHUHHMAaJbHO HEOOXOIMMBIX
mpaB W TMPUBWICTHH  MOJB30BATENAM,
aIMUHHCTPATOPAM u THIaM,
obecrieunBalOIIMM  (DYHKIIMOHHPOBAHHE
nH(pOpPMALMOHHO CHCTEMBI

Opranu3anuoHHbIE
Mepbl

YBU.186

VYrposa BHEJIPEHUS
BPEIOHOCHOTO Koza
yepes peKsiaMy, CepBUCH
1 KOHTEHT

AB3.1

OOHapy>xeHue u YHUYITOXKCHUE
BPEIOHOCHBIX  IIPOrpaMM B PEXKHUME
MOCTOSTHHOW ~ 3aIiuThl  (IpOBEpKa Bcex
3aIyCKaeMBbIX, OTKpPBIBAEMBIX u
COXpPaHACMBIX HAa KOMITBIOTEpE OOBEKTOB Ha
NPUCYTCTBHE BHPYCOB) U IIPOBEPKH II0
TpeOOBaHMIO, a  TaKke  IPOBEpKa
MOOHIIBHOTO HCIIOJHAEMOTO KoJa,
OJIOKMPOBKA OTIACHBIX CKPUITOB

AB3.2

ABTOMaTHYECKOE OOHOBJICHHE
AQHTUBUPYCHBIX 0a3 ¥  MPOrpaMMHBIX
MOJYJIEH IO PACIIMCAHUIO

IToncucrema
AHTUBUPYCHOM
3aILUTBI

COB.1,
AB3.1

BrmmonHenne OMYJIAIIUN KoJa B
U30JIMPOBAHHOM 3alUILEHHON cpene A
PacKpbITHS TIOBEeIEHHs U OOHapy>KeHHS
CJIO’KHBIX YTPO3 U IIeJICHAIIPABIICHHBIX aTakK
Bo3moxHOCTD MHTETPALIH c
KOMITOHEHTaMH TI0JICHCTEMBI MEXKCETEBOTO
9KPaHUPOBAHHMS u 0OHapyKeHHs
BTOP)KEHHH W TOJCHCTEMBI  3allUTHI
9JIEKTPOHHOM MOYTHl B YaCTH MOIYYEHUS
KOHTEHTA Ha aHaJu3

IToncucrema 3amyThl
OT aTakK HyJ'IeBOFO JHSA

VIIL.2

Peammzanmst MexaHW3Ma pasrpaHHYeHHN
mpaB jgoctyna K oObekram (aiinoBoi
CHCTEMBI, K 3aIIyCKy IPOrpaMM U K Ie4aTu
JTOKYMCHTOB HC3aBHCHUMOI'O oT
Mexanuzmos OC

OIIC.1
OIIC.2
OIIC.3

B03MOKHOCTB CO31aHUs I TIONB30BaTENA
3aMKHYTOH NPOTrpaMMHOM Cpe/ibl

IToacucreMa 3aIUTHI
aBTOMaTPISPIpOBaHHBIX
pabouux MeCT
MOJIb30BaTEICH

YBU.191

VYrposa BHE/IPCHUS
BPEJOHOCHOTO KoO/ia B
muctpudytus [10

AB3.1

OOHapyxeHue u YHHYITOKCHUE
BPEJOHOCHBIX IIPOrpaMM B pEXHUME
MIOCTOSTHHOW ~ 3aIuThl  (IpOBEpKa  BCex
3aITyCKaeMBbIX, OTKPBIBAEMBIX u
COXpaHsAeMbIX Ha KOMITBIOTEPE 0OBEKTOB Ha
MIPUCYTCTBUE BHUPYCOB) U IPOBEPKH MO
TpeOOBaHMIO, a  TakXke  IpOBEpKa
MOOUIEHOTO HCTIOTHSIEMOTO Koja,
OJIOKMPOBKA OTIACHBIX CKPUIITOB

AB3.2

ABTOMAaTHYECKOE

Ioncucrema
AHTUBHUPYCHOU
3aIIUTHI

Mepesar vepes [anok 02.03:202218:25 GMT+03:00
C3fead3f-5eb4-4148-9fe1-0ec50f92cd6b | |::I'

CrpaHuua 89 n3 127




AQHTUBHPYCHBIX 0a3 ¥ IPOrpaMMHBIX
MOJTyJIEH 110 PACTICAHUIO

OIIC.1
OIIC.2
OIIC.3

B03MOXXHOCTB CO3aHUS AJIS ONB30BATEINS
3aMKHYTOH NpOrpaMMHOMN Cpe.Ibl

VII/L.2

Peanuzanus MexaHusma pasrpaHU4YeHUN
mpaB jgoctyna K oObektaMm (aiinoBoi
CHCTEMBI, K 3aIlyCKy IPOIpaMM U K Te4aTH
JIOKyMEHTOB HE3aBUCHMOTO or
MexaHuzmos OC

VIIJL4

Peamuzanms MexaHW3Ma pasrpaHMYEeHUH
mpaB Jocrtyma K oObekTam (aitnoBoid
CHCTEMBI, K 3aIlyCKy IPOIpaMM U K Te4aTH
JOKYMEHTOB HE3aBUCHMOTO oT
Mexaan3MoB OC

IToncucrema 3amuThl
aBTOMAaTH3MPOBAHHBIX
pabounx MecCT
IMOJIb30BaTEIICH

VLS

HasnaueHne MHHHUMAaIbHO HEOOXOIMMBIX
IpaB ¥ TPHUBWIETHH  II0JIB30BATEILIM,
aZIMIHUCTPATOPaM u JHnam,
obecrieunBaOmUM  (DYHKIMOHHPOBaHHE
nH(pOpMaNMOHHON CHCTEMEI

OpraHu3annoHHBIC
MepbI

YBU.192

Yrpo3a HCIOIb30BaHUS
ys13BUMBIX Bepcuit [10

VL3

@unbTpammsa  cereBoro Tpaduka Hpu
B3aMMO/ICHICTBUHU CEPBEPHBIX KOMIIOHEHTOB
UCTIJn ¢ APM nonb3oBaTeneit
Qunbrpanus cereBoro Tpaduka npu
B3auMoJeicTBul agmuHucrparopos UT
nH}ppacTpyKTypHI c uHTepdeiicamu
yIIpaBJICHUSA KOMIIOHEHTOB 174}
nH}ppacTpyKTypHI

@uneTpammsa  cereBoro Tpaduka HpU
B3aMMOJIEHCTBHU aJMHHUCTPATOPOB
C3[1[Jn ¢ wuHTepdelicamu ympaBICHUS
xomnoneHT C3I11x

WHcnekuuss MHGOPMAIMOHHBIX TTOTOKOB,
OpPTraHU3yEeMBIX C CEpPBEPAMH 3AITUIACMbIX
UCIIlH Ha  ypoBHE  NPHIOXKCHHUH
stamonHod Moxemn OSI Ha mpeamer
IIPEAOTBPAIEHUS BTOPKEHUI c
UCIIOJIb30BaHUEM pa3JIMuHbIX npoduieit
3aIUTEI

@unbTpanys  CIy’eOHBIX  IPOTOKOJIOB,
CITy’KaIlluX JUIs JINarHOCTUKU u
yIIpaBJIeHUsI pa0OTOH CETEBBIX YCTPOWUCTB

IToncucrema
MEKCETEBOro
SKpaHUPOBAHUS u
oOHapyKeHHs
BTOPKEHUI

COB.1

AHanu3 ceTeBoit AKTUBHOCTH
3aIIMIIAEMbIX CErMEHTOB c
HCIONb30BaHUEM 6a3 CHUTHATYp,
MIPEIOCTABICHHBIX MPOM3BOIUTEIIEM
obopymoBaHus

ABTOMAaTHYECKOE PEarnpoOBaHHE B CIydae
OoOHapy>XEHHS CETEeBHIX aTaK (IIPUMEHEHHE
JeNCTBUI «oOHapyXeHHE» AN
«OJIOKHPOBKaY)

IToncucrema
MEXKCETEBOTO
9KPAHUPOBAHUSA u
0oOHapy>KeHUs
BTOP’KEHUI

AH3.1

BrisBiieHHe W UACHTUQUKAIWS — y3JIOB,
(YHKIIMOHHUPYIOIIHX B MOMEHT
CKaHHPOBAHUS U JOCTYITHBIX IO OJJHOMY U3
IIPOTOKOJIOB  NPUKJIAJJHOTO YPOBHS, II0
CETEBBIM ajjpecaM WA UMCHAM
Brisiienue u UACHTUDUKAIHS
ySI3BUMOCTEM (BxIrOUAs ommoOKH
KOH(UTypaIum) B peanuzanuu
WACHTUPHUINPOBAHHBIX CETEBBIX
MIPOTOKOJIOB

COop cBeleHUI O HANMYHMH YSI3BUMOCTEH
NIPOTrPAMMHOI0 obecrieueHus
CKaHHPYEMOTro y3i1a

HO,Z[CI/ICTCMa aHaJIm3a
3allIMIICHHOCTH
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BrrsBienue ysa3BUMOCTEN B JOCTYITHBIX IO
nporokory HTTP  BeO-mpuimoxeHusx,
00yCIIOBICHHBIX omuoOKaMu,
JNOIYIMIEHHBIMA TIPH  pa3paboTKe 3THX
TIPUJIOKEHHH

AH3.4

WuBentapuzanus 00BEKTOB UT-

uH(pacTpyKTypHI

YBU.208

VYrpo3a HELENIEBOr0
HCIOJIb30BAHHUS
BBIYKMCITATETBHBIX
pecypcoB cpencrea
BBIYHMCITUTEIHHOM
TEXHUKH

AB3.1

OOHapyxeHue u YHUUYTOXKEHUE
BPEJOHOCHBIX IIPOrpaMM B pEXUME
MOCTOSTHHOW ~ 3aIIMTHl  (IpOBEpKa Bcex
3aMyCcKaeMbIX, OTKpPBIBAEMBIX u
COXpaHsAEMbIX Ha KOMITBIOTEPE 0OBEKTOB Ha
MIPUCYTCTBHE BHPYCOB) W MPOBEPKH IIO
TpeOOBaHMIO, a  TaKkXke  IpOoBepKa
MOOMITBHOTO HCTIOTHAEMOTO Koza,
OJIOKMPOBKA OTIACHBIX CKPUITOB

AB3.2

ABTOMaTHYECKOE OOHOBIICHNE
AaHTUBHPYCHBIX 0a3 M  NPOTPaMMHBIX
MOJIyJIEH 110 PacTIMCaHUI0

IToncucrema
AHTUBUPYCHOM
3aLUTBI

OIlC.1
OIIC.2
OIIC.3

B03M0HOCTB cO30aHUS 1T IONB30BaTENS
3aMKHYTOH IPOrpaMMHOM CPE/Ibl

VIIZ.2

Peanuzanusi MexaHW3Ma pa3rpaHHYCHUIT
mpaB Jocrtyna K oObekTam (aiinoBoii
CHCTEMBI, K 3aIlyCKy IIPOTpaMM H K II€YaTH
JOKYMCHTOB HE3aBHUCHUMOI'O oT
MexaHuzmos OC

IloxcucreMa 3amuThI
aBTOMaTI/ISI/IpOBaHHbIX
pabouunx MeCT
MOJIb30BaTEICH

VIS

Ha3nayenue MHHUMAaJBHO HEOOXOAMMBIX
IpaB ¥ TPHUBWIETHH  IIOJIB30BATEILIM,
aZIMIHHCTPATOPaM u JHnam,
obecrieunBalomUM  (PYHKIIMOHHPOBAHHE
nH(pOpManMOHHON CHCTEMBI

OpraHu3anuoHHbIe
MepBI

YBN.209

VYrposa
HECaHKIIHOHUPOBAaHHOTO
JIOCTYTA K 3allAIaeMon
IIaMsATHU Asapa
mporeccopa

AB3.1

OOHapyxeHue i YHHYITOXKCHUE
BPEIOHOCHBIX  IPOTpaMM B  PEXHMeE
MOCTOSIHHOW ~ 3amuThl  (MPOBEpPKA BCEX
3aHyCKaeme, OTKpI)IBaeMI)IX nu
COXPaHSICMbIX Ha KOMITBIOTEPE OOBEKTOB Ha
NPUCYTCTBHE BUPYCOB) M MPOBEPKH IO
TpeOOBaHMIO, a  TaKXke  IpOBepKa
MOOHIIEHOTO HUCIIOJIHSIEMOTO Koza,
OJIOKMPOBKA OTIACHBIX CKPUIITOB

AB3.2

ABTOMaTHuYecKoe 0oOHOBIICHNE
AaHTUBHPYCHBIX 0a3 W  NPOTrpaMMHBIX
MO/TyJIeH 10 PACTIMCaHUI0

IToncucrema
AHTUBUPYCHOM
3aIUTHI

VI3

@unbtpanms  cereBoro Tpaduka Hpu
B3aMMOJIEHICTBUHU CEPBEPHBIX KOMIIOHEHTOB
HCIIdu ¢ APM nons3oBarenei
@dunbTpamms  cereBoro Tpaduka mpu
B3auUMOJEHCTBUM aaMuHucTparopos UT
HHPPACTPYKTYPHI c nHTEepdeiicamu
YIIPaBJICHUSA KOMIIOHEHTOB uT
HHPPACTPYKTYPHI

QunpTpanys  ceTeBoro Tpaduka mIpu
B3aMMOJIEIICTBUU aJMHHUCTPATOPOB
C3MAn c wuHTepdeiicamu ynpaBieHUs
kommoHeHnt C3I11n

WHeneknyss MHGOPMAIMOHHBIX TTOTOKOB,
OpPTraHU3yEMBIX C CEPBEPAMU 3alIUIIAEMBbIX
UCIIlH Ha  ypOoBHE  MNPHIOXKECHUI
stasionHo Mmonemun  OSI Ha mpeamer
MIPEJOTBPAIECHHS BTOP KEHUI c
UCTIONB30BAaHMEM PA3IUYHBIX TMpoQuiIeh
3aLIUTEHI

Ioncucrema
MEXKCETEBOr0
9KPaHUPOBAHMS u
0oOHapyKeHHs
BTOP’KEHUI

COB.1

Anamms CETEBOM
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3alruIacMbIX CErMCHTOB C

HCIIOB30BaHUEM 6a3 CHTHATYP,
NPEeIOCTaBICHHBIX MIPOU3BOAUTEIIEM
00opynoBaHU

ABTOMaTHUYECKOE pPEarnpoOBaHUE B CIydae
OOHapy)XEHHsI CETEeBBIX aTak (IPUMEHEHHE
JercTBuit «0OHapy)KeHHE» U
«OJIOKHPOBKaY)

MEKCETEBOTO
9KpaHUPOBAHHMS u
oOHapyXeHU
BTOP>KEHUI

AH3.1

BoisiBnenue u  uaeHTH(UKALMS  Y3JIOB,
(YHKIMOHUPYFOLIHX B MOMEHT
CKaHMUPOBAHUS U JOCTYIHBIX [0 OZJHOMY U3
IIPOTOKOJIOB NPUKJIAHOTO YPOBHS, IIO
CETEBBIM aJpecaM WM UMEHaM
BeisiBneHne u uaeHTHOHUKANUS TOPTOB
TPaHCIIOPTHOTO YPOBHS CETEBBIX
MIPOTOKOJIOB,  JOCTYNHBIX B  MOMEHT
CKaHMPOBAHUS, 110 IPOTOKOJIAM X HOMEPaM
BrisiBnenue u uaeHTHUKAINSI
ySI3BUMOCTEN (BKIMIOYAst OLIHOKH
KOH(pHUTyparmm) B peanuzanuu
UACHTH(UINPOBAHHBIX CEeTEeBBIX
MIPOTOKOJIOB

CO6op cBeleHUH O HATMYUHU YA3BUMOCTEH
MIPOTPaMMHOTO obecrieueHus
CKaHHUPYEMOTO y371a

BrisiBnieHUE yS3BUMOCTEH B TOCTYIHBIX IO
mpotokory HTTP  BeG-mprioxeHHsX,
00yCIOBICHHBIX omuoOKaMu,
JONYIICHHBIMH TIpH  pa3paboTKe 3THX
NIPUWIOKCHUH

AH34

MuBenTapuzanus 00BEKTOB UT-
UH(PACTPYKTYPBI

C6op cBeneHHi 0 cCoCTaBe IPOTPAMMHOTO U
anmnapaTHOro OOECIe4YeHHs] CKaHUPYEeMOIo
y3na

Coop cBemeHHHd O  KOH(HTypamuu
MIPOTrpaMMHOTO obecriedeHust B o0BeMe,
JIOCTaTOYHOM JUIs BBISIBJICHUS
ySI3BUMOCTEH, 00YCIIOBIEHHBIX ONIMOKaMu
KOH(pHUTypaIyn

Iloncucrema ananuza
3alIUIICHHOCTH
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ITepedens Mep 3amuUThI I HeHTpanu3aiuu aktyanbHeix Y BU ms MUCTT/In O6mecTBa

Mepa
HaunmenoBanu SallTHTHI
Ne . | (mpuka3 Ne TToxcucrema
VEU € aKTyaJbHOU 21 Oynukun noacucteMsl 3amuTsl C3I1/10 samprer C3TT/TH
ybi OCTIK
Poccun)
YBHU | Yrposa NAD .4 VYrpaBneHue cpeAcTBaMU ayTeHTH(HKAaUWK, B TOM 4uciie | OpraHu3annoHHbI
.008 | BoccranoBnEeH XpaHEHHWe, BbAAYa, WHALUAIM3ALMA, OJIOKHPOBAHUE | € MEPbI
us CPE/ACTB ayTeHTH(HKAIMU W TPHHATHE Mep B cClly4ae
ayTeHTHdUKaI] yTpaThl U (WJIM) KOMIPOMETAIMH CPEICTB ayTeHTU(HKALIUH
HOHHOM AH3.1 BrisiBnenue n unentudukanus y3nos, pynkunonupyomux | [loacucrema
nHpopmanun B MOMEHT CKaHHPOBaHMSA M IOCTYNHBIX IO OZHOMY H3 | aHAIH3a
MIPOTOKOJIOB NMPHKIAJHOTO YPOBHS, IO CETEBBIM aJpecaM | 3aIlIWIIEHHOCTH
I IMEHAM
BoisiBnenne M uaeHTHUKANUs MOPTOB TPAHCHIOPTHOTO
YPOBHSL CETEBBIX MPOTOKOJOB, IOCTYIHBIX B MOMEHT
CKaHMPOBAHUS, IO MPOTOKOIAM M HOMEpaM
BoisiBnenue u uAeHTH(UKAIMS YSI3BUMOCTEH (BKIIOYAst
OLINOKH KoH(purypaunm) B peanu3anum
UACHTH(HUINPOBAHHBIX CETEBBIX IIPOTOKOJIOB
CO6op cBeneHMH O HaJIMYMM YSI3BUMOCTEH NpOrpaMMHOIO
obecrieueHns: CKaHUPYeMOTo y3Jia
BrisBneHue ys3BUMOCTEH B JOCTYHNHBIX IO MPOTOKOIY
HTTP BeG-mpunoxeHusx, OOYCIOBICHHBIX OIIAOKaMH,
JIONYIIEHHBIMU IIPH pa3padOTKe ATUX MPHIOKESHUH
AH3.3 COop cBemeHHHt O KOHPHUTYpaMH TMPOTPAMMHOTO
obecrieyeHnst B 00BEME, JOCTATOYHOM [UIS BBISBICHHA
YSI3BUMOCTEH, 00YCIIOBIEHHbIX OIINOKaMH KOH(QUTypannuu
AH3.5 KoHTpons mpaBun reHepauMd M CMEHBI  MapoJiei
10JIb30BaTeei
VIII.6 Orpanuuenue HEYCIHELIHBIX MHOIBITOK BX0J1a B | [Toncucrema
UH(OPMALMOHHYIO CHCTEMY (ocTyma K HH)OPMALMOHHON | 3alInThI
cucreme) AaBTOMAaTH3UPOBAH
HBIX pab0o4nX MECT
[10JIb30BATEEH
YBU | Yrpoza YIIA.2 KoHTponb BXo/a moyib30Batesieil B CuCTeEMY [Moxcucrema
.009 | BoccraHoBnEeH 3aIIUTHI
ust AaBTOMAaTH3UPOBAH
TIpeAbITyIIei HBIX pa00YHX MECT
YSA3BUMOU 110JIb30BaTeNeH
Bepcun BIOS AH3.1 BrisBiienue u uaeHTHGUKANNA y3I10B, QyHKIMOHUpYromux | [Tomcucrema
B MOMEHT CKaHMPOBaHMSA M JOCTYIIHBIX II0 OAHOMY H3 | aHAIM3a
MIPOTOKOJIOB NPHKJIAJTHOTO YPOBHS, IO CETEBBIM aapecaM | 3aIIUIIEHHOCTH
WJIN UMEHaM
BrisiBnenne W upeHTHHUKAaNUS MOPTOB TPAHCHOPTHOTO
YPOBHS CETEBBIX IMPOTOKOJIOB, MOCTYIHBIX B MOMEHT
CKaHMPOBAHUS, 110 TPOTOKOJIAM F HOMEpaM
BrisBnenne W uACHTHQUKANMSA YS3BHUMOCTEH (BKIIOUAs
omnoOKu KOH(HUTyparyn) B peanuzanuu
HACHTUQHUIMPOBAHHBIX CETEBBIX IPOTOKOJIOB
COop cBeneHnii 0 HAIMYMHU YSI3BUMOCTEH IPOTrPaMMHOTO
obecrieyeHns1 CKaHUPYEMOTO y3J1a
BoisBneHue ys3BHUMOCTEH B JOCTYHNHBIX IO MPOTOKOIY
HTTP BeG-npuioxeHusix, 0OYyCIOBICHHBIX OLIMOKaMHU,
JIONYIIEHHBIMU ITPH pa3padOTKe ATUX IPHIOKEHUH
AH3.3 COop cBemeHMH O KOHQUIypaluMu IPOTrPaMMHOTO
obecrieyeHnst B 00beMe, JOCTATOYHOM JUISl BBISBICHHSA
YSI3BUMOCTEH, 00YCIIOBIEHHBIX OINOKaMH KOHPHUTypanuu
YBU | Yrpoza VIIA.2 Peanmuzanus mexaHuama pasrpaHuueHuil mpaB poctyna k | [lomcucrema
.012 | mecTpyKTHBHO oObekTaM (halIoBOM CHCTEMBI, K 3aIyCKy MpPOTpaMM M K | 3allUTHI
IO M3MEHEHUs NeYaTy JOKYMEHTOB He3aBUCHMOTro oT MexaHn3mMoB OC aBTOMAaTU3MPOBaH
KOH(pHUTyparu HBIX pa6oqnx MecT
n/ cpenbl
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OKPYKEHUS AH3.1 BrisaBnenue u uaeHTHGUKALNA y3710B, QyHKIHoHUpYytomux | [Togcucrema
porpamMmm B MOMEHT CKaHHPOBaHMSA M IOCTYIHBIX II0 OAHOMY H3 | aHaIHM3a
MIPOTOKOJIOB NMPHKIAJHOTO YPOBHS, IO CETEBBIM aJpecaM | 3aIIHIIEHHOCTH
I IMEHAM
BoisiBnenne M uaeHTHUKAnUsS MOPTOB TPAHCHOPTHOTO
YPOBHSL CETEBBIX MPOTOKOJIOB, JOCTYIHBIX B MOMEHT
CKaHMPOBAHUsI, IO MPOTOKOJIAM M HOMepam
BrisiBnenne u uaeHTHUKANMS YSI3BUMOCTEH (BKIIOYas
OLINOKH KoH(puUrypauum) B peanuzanun
UACHTH(HUINPOBAHHBIX CETEBBIX IIPOTOKOJIOB
COop cBeneHHWH 0 HAJIWYNH YSA3BUMOCTEH NPOTPaMMHOTO
00eceueHNs CKaHUPYEMOTO y3I1a
BeisiBnieHHE ySA3BHUMOCTEH B JOCTYNHBIX MO MPOTOKOITY
HTTP BeG-mpunoxeHnsx, OOyCIOBICHHBIX OIIAOKaMH,
JONYIIEHHBIMH IIPH pa3pabOTKe ATUX MPHIOKECHUH
AH3.3 COop cBegeHHHt O KOHPHUTYpaIMH TMPOTPAMMHOTO
obecrieyeHnst B 00BEME, JOCTATOYHOM [UIS BBISBICHHA
ySI3BUMOCTEH, 00YCIIOBJICHHBIX OIIMOKaMH KOH(PHUTYpaLUH
OLJIL1 B0O3MOXXHOCT  KOHTPOJSL  IEJIOCTHOCTH  mporpaMMHo- | IToxcucrema
anmapaTHOW cpeabl (B TOM 4YHCIE OTJCIBHBIX BETOK | 3aIUTHI
peectpa, katayioroB) npu 3arpy3ke [IOBM, mo xomanzme | aBTOMaTH3UPOBaH
aJIMHUHUCTPATOpPa M MO PACIUCAHUIO, & TaKKe KOHTPOJIb | HBIX pabOYUX MECT
LEJOCTHOCTH (haifiIoB NpU AOCTYyIE U OJOKUPOBKY BXOJa B | MOJb30BaTeeit
OC mpu BBISIBICHUN U3MEHEHHIA
YBU | Yrpoza VIIA.2 KoHTponb BXo/a moyib30Batesieil B cCucTeMy [Toacucrema
.013 | mectpykTHBHO Peanmzanus MexaHW3Ma pa3rpaHHYCHUH NpaB JOCTyHa K | 3aIUTHI
ro o0bekTaM (haiIoBOI CHCTEMBI, K 3aIlyCKy HMpOrpaMM M K | aBTOMaTH3HPOBaH
HCTIONIb30BaHH IeyaTy JOKYMEHTOB He3aBUCHMOTo oT MexaHn3mMoB OC HBIX pa004nX MECT
S HoJIb30BaTeNei
nexiaapuposan | 3TC.2 Opranu3zanusi KOHTPOJUPYEMOI 30HBL, B IpeAesiax KoTopoil | OpraHu3aluOHHbI
HOTO TIOCTOSTHHO Pa3MEIAIOTCsl CTallMOHApHBIE TEXHWYECKHE | € MEpbl
G yHKIIOHAIA cpenctBa, obpabateiBaromue uHpopMmanuio, u Cp3U, a
BIOS TaKKe cpejicTBa odecnedeHus GYHKIIMOHUPOBAHUSI
3TC.3 Konrpons u ympaBineHue QuandeckuM JoctynoM K | OpraHu3anuoHHbBI
texHudeckuM cpencrsam, Cp3U, cpencream obecriedeHus | € Mepsbl
(YHKIIMOHMPOBAHUSI, @ TAK)KE B IIOMEIICHHS U COOPYIKECHHUS,
B KOTOPBIX OHHM  YCTAQHOBJEHBI,  HCKJIIOYAIOIINE
HECaHKIMOHUPOBAHHBIN (hU3MUECKUH JOCTYH K CPeACTBAM
00padortku naGopMarwm, Cp3U u cpencTBam obecrieueHUs
(YHKIIMOHMPOBAaHUS ~ MH(QOPMAIIMOHHOH  CHUCTEMBI, B
TIOMEIICHHUS U COOPY)KEHHSI, B KOTOPBIX OHU YCTAHOBJICHBI
OLIL.1 Bo3MOXXHOCTD  KOHTpOJII ~ LEJIOCTHOCTUM nporpammuo- | Iloacucrema
anmapaTHOW cpeipl (B TOM 4YHCIIE OTIEIbHBIX BETOK | 3AIUTHI
peectpa, Karanoros) npu 3arpyske [I9BM, mo komanzme | aBToMaTn3npoBaH
aJMHUHUCTPATOpPa M MO PACIUCAHUIO, a TaKKe KOHTPOJIb | HBIX pabOYMX MECT
LIEJIOCTHOCTHU (DaiiioB mpu JOCTyIE U OJOKMPOBKY BXOJa B | MOJB30BaTENIEH
OC mpu BBISIBJICHUN H3MEHEHHIA
YBU | Yrposa AH3.1 C6op cBeneHMH 0 HAIMYHMM Ys3BUMOCTeH mporpammuoro | Ilogcucrema
.014 | gmurensHOrO obecrieueHns CKAHUPYEeMOTO y3I1a aHanm3a
yAepKaHUs C6op cBemeHHMHt O KOH(HIypaMd TPOTPAMMHOTO | 3AIIUIIEHHOCTH
BBIYNCITUTEIHH obecriedeHnss B 00beMe, JOCTATOYHOM JUIS BBISBICHUS
BIX PECypcoB ySI3BUMOCTEH, 00YCIIOBJICHHBIX OIIMOKaMH KOH(QHUTYpALIUH
nons3oBarens | AH3.3 BrusBiienue v uaeHTHPUKANNS y3II0B, QYHKIIMOHHPYFOITUX
MU B MOMEHT CKAaHHPOBAaHMS W JOCTYIHBIX I10 OJHOMY H3
IIPOTOKOJIOB TIPHKJIAJHOTO YPOBHS, 10 CETEBBIM ajipecam
WIN UMEHaM
AH34 WusenTapuzanus 00bektoB UT-uHbpacTpykTyph
COop cBeneHnit 0 cocTaBe MPOrpaMMHOTO M ANNapaTHOTO
o0ecrieyeHns1 CKaHUPYEMOTO y3Jia
YBU | Yrpoza YIa.2 KouTponb Bxoaa moyib3oBareseil B cucteMy [Moacucrema
.015 | moctyma K Peanuszanunst MexaHW3Ma pa3rpaHUYCHUH NpaB JOCTyNa K | 3aIUTHI
3aIINIIACMbIM o0bekTaM (haliIoBOI CHCTEMBI, K 3aIlyCKy HMpOrpaMM M K | aBTOMaTH3HPOBaH
¢aitmam c revyaT JOKYMEHTOB HE3aBUCUMOTO OT MexaHu3MoB OC HBIX pabodnx MecT
UCTIOJIb30BaHH
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€M O00XOIHOTrO

yTH
YBU | Yrposa VIIA.2 Opraan3aliOHHBIE MEPHI OpraHu3annoHHBI
.018 | zarpy3ku € MepHI
HEIUTaTHOMI
oC
YBU | Yrposa AB3.1 OOHapy)XeHHEe W YHHYTOXXCHHE BPETOHOCHBIX mporpamm B | [logcuctema
.022 | uzdbITOUHOTO peXuMe  MOCTOSHHOW  3amuThl  (IpoBepKa  BCeX | aHTUBUPYCHOM
BBIJICJICHUS 3allyCKaeMbIX, OTKPBIBAEMBIX M  COXpaHSEMBIX Ha | 3aIIUThI
OIepaTUBHOU KOMITBIOTEpe OOBEKTOB Ha MPUCYTCTBHE BHPYCOB) H
IaMsTH IIPOBEPKH I10 TPEOOBAHUIO, & TAKIKE ITPOBEPKa MOOMIILHOTO
UCIIOJTHSIEMOT0 KO/a, OJIOKMPOBKA ONACHBIX CKPUIITOB
AB3.2 ABTOMAaTHUYECKO€ OOHOBJICHHE AaHTUBHUPYCHBIX 0a3 U
MIPOTPaMMHBIX MOYJIEH 10 PACIHCAHUIO
AH3.1 BriBnenne u waeHTH(UKAUsS MOpTOB TpaHcmopTtHoro | ITomcucrema
YPOBHSL CETEBBIX MPOTOKOJOB, NOCTYNIHBIX B MOMEHT | aHAIM3a
CKaHMPOBAHUS, IO MPOTOKOIAM M HOMEpaM 3aIIUIIEHHOCTH
BoisiBnenne u wAaeHTH(UKAIMA YSI3BUMOCTEH (BKIIOUas
OINOKH KOH(UTypaIwm) B peanu3am
HUACHTH(HUINPOBAHHBIX CETEBBIX IIPOTOKOJIOB
CO6op cBeneHMH O HaJIMYUM YSI3BUMOCTEH NMPOrpaMMHOIO
obecrieueHns: CKaHUPYEMOTo y3Jia
AH3.3 Coop cBefcHUH O KOHMUIYpallMH  MPOrPAMMHOIO
obecrieyeHnst B 00beMe, JOCTAaTOYHOM JUISl BBISBICHHS
ySI3BUMOCTEH, 00YCIIOBJICHHBIX OIIMOKaMH KOH(PHUTYpaLUH
YBU | Yrposa VIIA.2 Peanuszanus mexaHuzma pasrpaHuueHuil mpaB noctyna k | Ilomcucrema
.023 | uzmeneHwus o0bekTaM (aiIoBOIl CHCTEMBI, K 3allyCKy MPOrpaMM U K | 3aIlUThI
KOMIIOHEHTOB Ie4aTy JOKYMEHTOB HE3aBHUCUMOTO 0T MexaHu3mMoB OC ABTOMAaTH3UPOBAH
CHCTEMBI KoHTponbs BX0aa MOIb30BaTENEH B CHCTEMY HBIX pa004HX MeCT
10JIb30BaTENEH
OLIL.1 Bo3MOXHOCTD  KOHTpOJII ~ LEJIOCTHOCTH mporpammuo- | Iloacucrema
anmapaTHOW cpeipl (B TOM 4YHCIE OTHEIbHBIX BETOK | 3aIIUTHI
peectpa, Karanoros) npu 3arpyske [I9BM, mo komanzme | aBToMaTn3npoBaH
aZIMHHUCTPATOpPa M MO PACIUCAHUIO, a TaKKe KOHTPOJIb | HBIX paOOYMX MECT
LEJIOCTHOCTH (haiiJIOB PH JIOCTyIe M OJOKUPOBKY BXOJA B | HOJIB30BATElCH
OC mpu BBISIBJICHUN U3MEHEHHI
AH34 WusenTapuzanus 00bektoB UT-unbpacTpykTypbl IToncucrema
COop cBeneHUit 0 cocTaBe MPOrPaMMHOTO W allapaTHOTO | aHaIW3a
obecrieueHns: CKaHUPYeMOro y3Jia 3aIUIIEHHOCTH
AB3.1 OOHapyXeHHe 1 YHHUYTOXKEHHE BPEIOHOCHBIX mporpamm B | [Toacucrema
peXnMe  TOCTOSHHOW  3amuThl  (TpoBepKa  BCeX | aHTHBHPYCHOU
3allyCKaeMbIX, OTKPBIBAEMBIX M  COXpaHSIEMbIX Ha | 3aIMUTHI
KOMITbIOTepe OOBEKTOB Ha MPUCYTCTBHE BHPYCOB) H
MIPOBEPKH I10 TPEOOBAHUIO, & TAKIKE NTPOBEPKa MOOMIIBHOTO
WCIIOJTHSIEMOT0 KO/1a, OJIOKMPOBKA OMACHBIX CKPUIITOB
AB3.2 ABTOMaTHUeCKOe OOHOBJICHHE aHTUBUPYCHBIX 0a3 H
MIPOTrPaMMHBIX MOJTYJIEH 10 PacHMCaHHIO
VYBU | Yrposa AB3.1 OOHapyXeHHe ¥ YHHYTO)KEHHE BPEJIOHOCHBIX mporpamm B | Iloacucrema
.027 | uckaxenus peKMME  TIOCTOSIHHOM  3amquThl  (TIpOBEpKa  BCEX | aHTHBUPYCHOMH
BBOAUMOH U 3aIlyCKaeMBIX, OTKPBIBAEMBIX M  COXpPaHAEMBIX Ha | 3aIIUTHI
BBIBOJMIMOI Ha KOMIBIOTEPE OOBEKTOB Ha IMPHUCYTCTBHE BHUPYCOB) U
niepudepuitHbl MIPOBEPKH IO TPEOOBAHMUIO, a TAKXKE MPOBEPKa MOOHIHLHOTO
€ ycTpoicTBa HCTIOTHAEMOTO KO/1a, OJJOKHPOBKA OITACHBIX CKPHIITOB
nHpOpMaIN AB3.2 ABTOMaTHYecKoe OOHOBJICHWE AaHTUBHUPYCHBIX 0a3 u
MIPOTPaMMHBIX MOAYJIEH IO pacIMCaHHIO
YBU | Yrpoza YIIA.2 Peanuzanus mexaHuzma pasrpaHuueHuil npaB noctyna k | [lomcucrema
.028 | ucnonb3oBaHu o0bekTaM (haiiIoBOil CHCTEMBI, K 3alyCcKy HNpOrpaMM M K | 3allUThI
s nevaTy JOKYMEHTOB He3aBHUCUMOTo 0T MexaHu3mMoB OC aBTOMAaTH3UPOBaH
IbTEPHATHBH KonTponb BXoaa nosp30Batesnieil B CUCTEMY HBIX pa00YHX MECT
BIX myTei HoJb30BaTeNen
JocTymna K
pecypcam
VYBU | Yrposa VIIA.2 KonTtpons Bxoja nons3oBareneil B cucteMy IMoncucrema
.030 | ncmnosib3oBaHU
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ST mHGOpMAIIH aBTOMAaTH3UPOBAH
AACHTH(UKALL HBIX pab0vHX MECT
nn/ HoJIb30BaTeNnei
ayrentudukan | AH3.5 Peanmzanus HacTpoeK CIIOXHOCTH mapoied um MexaHmsM | [Tomcmcrema
WU, 3aJaHHOU TeHEpAaIHH ITapoisi, COOTBETCTBYIOMIETO HACTPOUKAM 3aIIUTHI
10 YMOJTYaHUIO aBTOMAaTH3UPOBAH
HBIX pa00YMX MECT
MoJIb30BaTeNen
BoisiBnenne u uaentudukanus ys3Bumocrteil (Bkirouast | [Toncucrema
OLINOKH KoH(puUrypauum) B peanuzanuM | aHaiIHM3a
UACHTH(HUINPOBAHHBIX CETEBBIX IIPOTOKOJIOB 3aIIMIIEHHOCTH
BrisiBnenue Y4YETHBIX 3anuceit c NapoJysiMy,
CONepXKALIIMHUCSA B CIpaBOYHHUKAX, 3a/1aBacMbIX
aIMUHUCTPATOPOM B HACTPOKax  CKaHUPOBAHUSI
(CJIOBapHBIMU MTAPOJISIMH )
VYBU | Yrposa VIIA.2 Peanuzanus MexaHusMma pasrpaHndeHuil npas poctyna k | Iloacucrema
.031 | ucmomnp3oBaHM 0o0BeKTaM (paiyIoBOI CHCTEMBI, K 3aIyCKy MPOTpaMM U K | 3aIIUTHI
s MEXaHU3MOB Ie9aTH TOKYMEHTOB HE3aBHCUMOTO 0T MexaHm3MoB OC aBTOMAaTH3UPOBAH
aBTOPH3ALHN KonTpomns Bxoa moyk30BaTesei B CHCTEMY HBIX pab04HX MECT
JUIsL [10JIb30BaTENCH
MOBBIICHUSA AH3.1 Beisinenue u upeHtudukauus noproB TpancnoprtHoro | I[loncucrema
MIPUBUJIETUI YPOBHSL CETEBBIX IPOTOKOJIOB, AOCTYIHBIX B MOMEHT | aHaiIH3a
CKaHMPOBAHUsI, 10 MPOTOKOJIAM M HOMepam 3aIIMIIEHHOCTH
BoisiBnenne u uAeHTH(UKAIMSA YSI3BUMOCTEH (BKJIIOYas
OLINOKH KoH(puUrypaunm) B peanu3aiiu
UACHTH(HUINPOBAHHBIX CETEBBIX IIPOTOKOJIOB
COop cBeneHHM O HAJIWYNH YSA3BUMOCTEH MPOTPaMMHOTO
o0ecIieYeHNsl CKAaHUPYEMOT0 y3Jia
AH3.3 COop cBeneHHWH O KOHQUTypalMH  MPOTPAMMHOTO
obecriedeHnsT B 00BeMe, JOCTaTOYHOM ISl BEISBICHUS
VSI3BUMOCTEH, 00YCIIOBICHHBIX OIIMOKaMH KOHPHUTypauu
YBU | Yrpoza
.034 | ucmonpzoBaHM
s cmabocteit
MIPOTOKOJIOB
CEeTEeBOr0/JI0Ka
JIBHOTO OOMEHa
JIAHHBIMH
VYBU | Yrpoza YIIA.2 Peanuzanus mexaHuzma pasrpaHuueHuil mpaB noctyna k | Iloxcucrema
.045 | Hapymenus o0bekTaM (haiIoBOM CHCTEMBI, K 3alyCcKy MPOTrpaMM U K | 3aIlIuThI
H30JIIUU Ie9aTH TOKYMEHTOB HE3aBHCUMOTO 0T MexaHm3MoB OC aBTOMAaTH3UPOBAH
cpensl HBIX pab0YHX MECT
HCTIOTHEHUS OJIb30BaTeNeH
BIOS OLJI.1 B0O3MOXXHOCTP  KOHTPOJS IENOCTHOCTH mporpammHo- | [Tomcucrema
anmapaTHOW cpeipl (B TOM 4YHCIE OTJEIbHBIX BETOK | 3aIUTHI
peectpa, kataynoroB) npu 3arpyske IIOBM, no xomannue | aBTOMaTU3UPOBaH
aJMHUHUCTPATOpPa M MO PACIUCAHUIO, a TaKKe KOHTPOJIb | HBIX pabOYMX MECT
LENOCTHOCTH (aiiIoB MpHU A0CTYyIe U OJOKUPOBKY BXOJa B | IMOJb30BaTeeit
OC mpu BBISIBJICHUN H3MEHEHHI
3TC.2 Opranu3zanys KOHTPOJIUPYEMOI 30HBI, B Ipeesax KoTopoi | OpraHu3almOHHbI
MOCTOSIHHO  Pa3MEIIAIOTCsl CTAllMOHAPHBIE TEXHUYECKUE | € Mepbl
cpenctBa, obpabareiBaromue wHpopMmanuio, U Cp3U, a
TaKKe cpejicTBa odecneueHus HYHKIMOHUPOBAHUS
3TC.3 KoHTpons u ympaBieHne Qu3nMdeckuM J0CTynmoM K | OpraHu3aimuoHHbBI
texHudeckuM cpencrsam, Cp3U, cpencrBam obecrniedeHust | € Mepbl
(YHKIIMOHUPOBAHUSI, a TAK)KE B IOMEIIEHHS U COOPYKEHUS,
B KOTOPBIX OHM  YCTaHOBJEHBI,  HCKIIOYAIOIIUE
HECaHKIIMOHNPOBAHHBIA (PU3MUECKUH JTOCTYI K CpEACTBaM
00pabotku nadopmarmu, Cp3U u cpencTeam obecrieueHus
(YHKIIMOHMPOBAaHUS ~ MHQOPMAILMOHHOHW  CHUCTEMBI, B
ITOMEIICHHUS B COOPYKEHHsI, B KOTOPBIX OHH YCTaHOBJICHBI
YBU | Yrpoza COB.1 Beimmonnenune amynanuum koga B u3osmpoBaHHOM | Ilomcucrema
.049 | Hapymenus 3alIMIIEHHOW CpeAe Uil  PACKPBITHsI TOBEJCHWSI U | 3alllUThl OT arak
LIEJIOCTHOCTH 00HAPYKEHHS CIOXKHBIX YTPO3 U IeTICH
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JaHHBIX KoIIa

Bo03MOXXHOCTS MHTETpPAMK C KOMIIOHEHTAMH MOJCHCTEMBI
MEKCETEBOT'0 SKPAaHUPOBAHUS W OOHAPYKECHUS BTOPKCHUIN
W TIOJCUCTEMBI 3aIIUTHl 3JCKTPOHHOW IIOYTHI B YaCTH
MTOJTyICHHSI KOHTEHTA Ha aHAJIN3

VIIA.2 Peanuzanus MexaHusMma pasrpaHndeHuil npas poctyna k | Iloacucrema
o0bekTaM (aiIoBOIl CHCTEMBI, K 3allyCKy HPOTpaMM M K | 3aIUTHI
Ne4aTy JOKYMEHTOB HEe3aBUCUMOTO 0T MexaHu3mMoB OC ABTOMAaTH3UPOBaH
HBIX pa00YHX MECT
MoJIb30BaTeNen
AB3.1 OOHapyKeHHe ¥ YHHYTO)KEHHE BPEIOHOCHBIX mporpamm B | Iloxcucrema
peXuMe  MOCTOSHHOM  3amuThl  (IpoBepKa  BCeX | aHTUBUPYCHOMU
3allyCKaeMbIX, OTKPBIBAEMBIX M  COXpaHSEMBIX Ha | 3aIIUThI
KOMIBIOTEpE OOBEKTOB Ha IMPHUCYTCTBHE BHUPYCOB) U
MIPOBEPKH IO TPeOOBAHMUIO, a TAKXKE IMPOBEPKAa MOOMIEHOTO
HCTIOJTHSIEMOT0 KOZIa, OJIOKMPOBKA ONACHBIX CKPUIITOB
AB3.2 ABTOMaTHYeCKOe OOHOBJICHHE AaHTUBHUPYCHBIX 0a3 u
MIPOTPaMMHBIX MOJYJIEH 110 PaCIHCaHUIO
VYBU | Yrpoza yia.2 Peanuzanus mMexanusma pasrpaHndyeHuil npas poctyna k | Iloacucrema
.053 | HEeBO3MOKHOCT o0BeKTaM (aiyIoBOI CHCTEMBI, K 3aIyCKy MPOTpaMM U K | 3aIIUTHI
U yIpaBICHUS IeyaTy JOKYMEHTOB He3aBUCHMOTo oT MexaHn3mMoB OC aBTOMaTU3MUPOBaH
IIpaBaMu HBIX pa00YHX MECT
I0JIb30BATENE I0JIb30BATENEN
it BIOS 3TC.2 Opranuzanus KOHTPOJIUPYEMOil 30HbI, B IIpeenax KoTopoit | OpraHu3aliioHHBI
MIOCTOSIHHO pa3MeLIaloTcd CTAallMOHApHbIE TEXHUYECKUE | € Mephl
cpezcTBa, obOpabateiBatoue uHpopmarmio, u Cp3U, a
TaKKe cpeicTBa obecneueHus GYHKIIMOHUPOBAHUSI
3TC.3 Konrpons u ympaBineHue QuanueckuM JoctynoM K | OpraHu3anuoHHBI
TexHuueckuM cpezactsaMm, Cp3U, cpeacTtBam obecnedeHus | € Mephl
(YHKIIMOHUPOBAHUS, a TAK)KE B IOMEIIEHHS U COOPYKEHUS,
B KOTOPBIX OHM  YCTaHOBJCHBI,  HCKIIOYAIOIIUE
HECaHKIIMOHNPOBAHHBIN (DPU3NUECKUH TOCTYI K CpeAcTBaM
o0padotku nHGopMarwm, Cp3U u cpencTBam obecriedeHUs
(YHKIIMOHMPOBaHUS ~ WH(POPMAIMOHHONW  CHUCTEMBI, B
TIOMEIIEHHUS U COOPY>KEHHsI, B KOTOPBIX OHH YCTaHOBJICHBI
VYBU | Yrpoza YIIA.2 Peanuzanus mexaHuzma pasrpaHuueHuil mpaB noctyna k | Iloxcucrema
.067 | menpaBomepHO o0bekTaM (haiIoBOM CHCTEMBI, K 3alyCcKy MPOrpaMM U K | 3aIlIuThI
ro neyaTH JOKYMEHTOB HE3aBUCHUMOT0 OT MexaHn3MoB OC aBTOMAaTH3UPOBAH
03HAKOMJICHUS HBIX pab0o4nX MECT
C 3aIIMIIAEMON I0JIb30BATENEN
undopmarueit | VIIJ1.3 QunbTpamms cereBoro Tpaduka mnpu B3aumojerctsuu | Ilogcuctema
cepBepHbix komnoneHToB MICIIIH ¢ APM nonbs3oBateneid | MEXKCETEBOTO
@unbTpanms cereBoro Tpaduka NP B3aUMOACHCTBUH | SKpPAaHUPOBAHUS M
anmuHuCcTpaTtopoB UT mHbpacTpykTyphl ¢ HHTepdelicamMu | 0OHapyKeHHS
ynpasienust komrnonentos UT uadpactpykrypsl BTOP>KEHUH
@unbTpanms cereBoro Tpaduka HpU  B3aUMOJCHCTBUM
anmuauctparopoB C3II/IH ¢ uHTepdelicaMu ynpaBieHUs
kommonent C3I11n
Wucnexnns nHPOPMALMOHHBIX TOTOKOB, OPTaHU3YEMBIX C
cepBepamu 3amuiiaeMsix VICII/IH Ha ypoBHE MPHUIIOKESHUH
stamonHod Monemun OSI Ha mpeaMeT NpeAoTBpAIICHUS
BTOP)KEHHUH C HCHOJB30BaHUEM PAa3IMIHBIX Mpoduieit
3aIUTHI
@unbTpanys ciayXKeOHbIX INPOTOKOJIOB, CIYKAIlUX I
JIMarHOCTHKH U yIIPaBJIeHUs] pabOTON CEeTEBBIX YCTPOMCTB
VYBU | Yrposa 3HI.8 Ouncrka ocratoyHod wuHpopManyu (0cBOOOXKIaeMOT0o
.071 | HecaHKIIMOHMD JUCKOBOTO  IPOCTPAHCTBA, 3aYUCTKY  ONPEIEICHHBIX
OBaHHOTO ¢aiioB M Manok Mo KOMaHJE I0JIb30BaTENs), a TaKkKe
BOCCTAHOBJIEH BO3MOKHOCTb ITOJTHON 3a4UCTKHU JUCKOB U Pa3/ieNoB
U yIOan€HHOM
3aI[UIIaeMOH
nHhOpMAITAN
YBU | Yrpoza OLJI.1 Bo3MOXHOCTH  KOHTPOJS  LEJIOCTHOCTH mporpammHo- | [loxcucrema
.072 | HecaHKIMOHHD ammapaTHOW cpeabl (B TOM 9YHCIE OTJCNBHBIX BETOK | 3aIIUTHI
OBaHHOI'O peecTpa, KaTajloroB) mpu 3arpyske [1DBM
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BBIKITIOUCHHUS aZIMHHUCTPATOpPa M MO PACIHCAHUIO, a TAKKe KOHTPOJIb | HBIX pabOYMX MECT
i  obxoma [IEJIOCTHOCTH (aiIIOB MPHU JOCTYIE U OJIOKHPOBKY BXOJIAa B | MOJIb30BaTEICH
MeXxaHu3Ma OC npu BBISBICHUN H3MEHEHUH
3aIIUTHI oT
3anmcu B BIOS
VYBU | Yrposa VIIA.2 Peanuzanus MexaHusMma pasrpaHndeHuil npas poctyna k | Iloacucrema
.074 | HecaHKIIMOHMD o0bekTaM (alIoBOIl CHCTEMBI, K 3allyCKy NpPOrpaMM M K | 3aIlUTHI
OBaHHOTO Ne4aTy JOKYMEHTOB He3aBUCUMOTo oT Mexanu3MoB OC ABTOMAaTH3UPOBaH
JocTymna k | OIIC.1 BO3MOXXHOCTH CO3/IaHKsl JUIS TOJIb30BATENsl 3aMKHYTOM | HBIX paOOUMX MECT
ayrenTudukan | OIIC.2 IIPOrpaMMHOM Cpesibl MOJIb30BaTeENEN
HOHHOM OIIC.3
uH(OpMaNUK AB3.1 OOHapyXeHHe ¥ YHHYTO)KEHHE BPEIOHOCHBIX IporpaMM B | Iloacucrema
peXuMe  MOCTOSHHOM  3amuThl  (IpoBepKa  BCeX | aHTUBUPYCHOM
3allyCKaeMBIX, OTKPBIBAEMBIX M  COXPAaHAEMBIX Ha | 3aIIUTHI
KOMIBIOTEpE OOBEKTOB Ha IMPHUCYTCTBHE BHUPYCOB) U
MIPOBEPKH IO TPEOOBAHMUIO, a TAKXKE IPOBEPKa MOOMIHLHOTO
HCTIOJTHIEMOT0 KOZIa, OJIOKMPOBKA OMACHBIX CKPUIITOB
AB3.2 ABTOMaTHYecKoe OOHOBJICHHE AaHTUBHUPYCHBIX 0a3 u
MIPOTPaMMHBIX MOJYJIEH 110 PaCIHCaHUIO
VYBU | Yrpoza YIA.3 QunpTpanus cereBoro Tpaduka mpu BlamMmojeictBuu | [logcuctema
.084 | mecankimoHMp anmuHNCTpaTtopoB UT mHBpacTpyKTYphl ¢ HHTEpdelicaMn | MEXCETEBOTO
OBaHHOTO ynpasienust komrnoneHtoB UT undpactpykrypsl 9KpPaHUPOBAHUS U
JOCTyIa K OunbTpanys cereBoro Tpaduka NpPU B3aUMOJCHCTBUM | OOHApYKEHHs
cUcTeEME anmunuctparopoB C3II/IH ¢ uHTepdelicaMu ynpaBieHHs | BTOPKECHUM
XpaHEeHUs xommnoHeHT C3I11x
JAHHBIX u3
BUPTYaJIbHOU U
(wm)
¢dusmIecKoi
ceTn
VYBU | Yrpoza AB3.1 OOHapyXeHHEe W YHHUYTOXXCHHE BPEIOHOCHBIX IporpamM B | [logcuctema
.086 | HecaHkIMOHMD peKMME  TIOCTOSIHHOM  3amquThl  (TIpOBEpKa  BCEX | aHTHBUPYCHOM
OBAaHHOTO 3allyCKaeMBIX, OTKPBIBAEMBIX M  COXPaHAEMBIX Ha | 3aIIUTHI
HM3MEHEeHHUS KOMIIbIOTEpPE OOBEKTOB Ha MPUCYTCTBHE BHPYCOB) U
ayTeHTH(UKAIL HPOBEPKHU MO TPeOOBAHUIO, a TAKXKe MPOBEPKa MOOHIHLHOTO
HOHHOM HCTIOJIHSAEMOT0 K0J1a, OJIOKMPOBKA ONACHBIX CKPUITOB
nHpopmanuu AB3.2 ABTOMaTHUecKoe OOHOBJICHME AaHTHUBHUPYCHBIX 0a3 u
IIPOrPaMMHBIX MOJyJIEH 110 PACIIUCAHUIO
VIIA.2 KonTtpoms Bxoaa nosis3oBaresei B CHCTEMY IToncucrema
Peanuzaius MexaHH3Ma pasrpaHHUEHHUH NpaB JOCTYMAa K | 3aIUTHI
oO0bekTaM (aiIIoBOI CHCTEMBI, K 3alyCcKy NpOrpaMM M K | aBTOMaTH3HPOBaH
reyaTy JOKYMEHTOB He3aBUCHMOTro oT MexaHn3moB OC HBIX pa00YHX MECT
MOJIb30BaTENEH
OIIC.1 Bo3moxHOCTh co3maHusa g noJib3oBatenst 3aMkHyToHM | Iloacucrema
OIIC.2 MIPOTPAaMMHOM CpPe/Ib 3aIMTHI
OIIC.3 aBTOMAaTU3UPOBaH
HBIX pa00YHX MECT
MOJIb30BaTeNen
VYBU | Yrposa VIIA.2 KonTtpons Bxoja nons3zoBaTeneil B cucreMy Ioncucrema
.087 | HecaHKIHOHHUD 3aIUTHI
OBaHHOTO ABTOMAaTH3UPOBAH
HCTIONB30BaHU HBIX pab04nX MECT
A M0JIb30BATENEH
npusmwierupos | OIIJI.1 Bo3MOXHOCTE  KOHTpOJII — LIEJIOCTHOCTUM Inporpammuo- | Iloxcucrema
AHHBIX ammapaTHOW cpeabl (B TOM 4YHCIE OTJCNBHBIX BETOK | 3AIIUTHI
GyHKIHN peecTpa, kartanoroB) mpu 3arpyske IIOBM, no xoManzae | aBTOMaTH3UPOBaH
BIOS aJIMHUHUCTPATOpPa M MO PACIHCAHWIO, a TaKke KOHTPOJb | HBIX pabOYMX MeCT
LIEJIOCTHOCTH (haifiIoB IpU AOCTYyIE U OJOKUPOBKY BXOJa B | IOJb30BaTeNei
OC mpu BBISIBJICHUM U3MEHEHUI
VYBU | Yrposa 3HU. 2 Pasrpanuuenue noctymna nosnb3oBaTeneil k ycrpoiictBam u | IToacucrema
.088 | HecankmoHup KOHTPOJIb aIlapaTHoi KoH(uUrypauuu 3aIIUTBI
OBaHHOI'O VIIA.4 Peanuzanus mMexaHu3Ma pasrpaHHUEHUH NpaB AOCTyNa K | aBTOMATH3MPOBaH
KONMPOBAaHM oObexTaM (haiIOBOM CHCTEMBI, K 3aIlyCKy IporpamMMm ¥ K | HbIX pa60qnx MeCT
3aMMIaeMOn TIeYaTH JOKYMEHTOB HE3aBUCHMOTO OT
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nHpOpMAITAN 3U1C.3 3ammra HHGOPMALIUY OT €€ MOIU(UKAIINY U TIepeXBaTa mpu
ee TIepemadye dYepe3 KaHaJbl CBSI3H, MPOJIETAIOLINE 32
TIpeienaMi KOHTPOJIUPYEMOH 30HbI
VYBU | Yrposa OIIC.1 Bo3moxHOCTh co3maHusa g noJdb3oBatens 3aMkHyTo# | Ilomcucrema
.089 | mecankumonmp | OIIC.2 TIPOTPaAMMHOM CpeIbI 3aIATHI
OBaHHOTO OIIC.3 aBTOMAaTH3UPOBAH
penaktupoBan | YIIJI.4 Peanusanusi MeXaHH3Ma pa3TPaHMICHHI paB AOCTyHa K | HBIX pabOYMX MECT
us peecTpa oObekTaM (pailyIOBON CHCTEMBI, K 3alMyCcKy OpPOrpaMM H K | MOJNb30BaTeNeH
Ne4aTy JOKYMEHTOB He3aBUCUMOTo oT Mexanu3MoB OC
VYBU | Yrposa OIIC.1 Bo3moxkHOCTh co3maHus g Tofib3oBatens 3aMmkHyToH | [loacucrema
.090 | mecankumonup | OIIC.2 MIPOrPaAaMMHOM CPeIbI 3aIIUTHI
OBaHHOTO OIIC.3 ABTOMAaTH3UPOBaH
CO31aHHS VIIJI.4 Peanusanusi MexaHu3Ma pasrpaHMYEHU MpaB JOCTyNa K | HBIX pabOUMX MECT
yaéTHOH oObekTaM (pailyIOBOM CHCTEMBI, K 3aMyCcKy OpPOrpaMM H K | MOJNb30BaTENCH
3aIcu NeyaTy JOKYMEHTOB HEe3aBUCHMOTo oT MexaHn3MoB OC
MI0JTb30BATENS
VYBU | Yrpoza yia.4 Peanuzanus mMexanusma pasrpaHndeHuil npas poctyna k | Iloacucrema
.091 | mecaHKUHMOHHD o0BeKTaM (aiyIoBOI CHCTEMBI, K 3aIyCKy MPOTpaMM U K | 3aIIUTHI
OBAaHHOTO NeyaTy JOKYMEHTOB He3aBUCHMOTro oT MexaHn3MoB OC aBTOMaTU3MPOBaH
yraneHus HBIX pa004nX MECT
3alUIAeMOM MOJIb30BAaTENEN
nHdopmanuu
YBU | Yrposa AB3.1 OOHapyeHHe ¥ YHHYTO)KEHHE BPEIOHOCHBIX mporpamm B | Iloacucrema
.093 | HecaHKIMOHHD peKMME  TOCTOSIHHOM  3aiuThl  (TpOBepKa  BCEX | aHTHBUPYCHOM
OBaHHOTO 3allyCKaeMbIX, OTKPBIBAEMBIX W  COXpaHSIEMbIX Ha | 3aIIUTHI
yIpaBJICHUS KOMIIbIOTEpE OOBEKTOB Ha MPUCYTCTBHE BHUPYCOB) U
oydhepom MIPOBEPKH MO TPEOOBAHMUIO, a TAKIKE MPOBEPKA MOOHIHLHOTO
HCTIOJTHSIEMOT0 KOZIa, OJIOKMPOBKA OMACHBIX CKPUIITOB
AB3.2 ABTOMaTHYecKoe OOHOBJICHHE AaHTUBHUPYCHBIX 0a3 u
MIPOTPaMMHBIX MOJYJIEH 110 PACIHCaHUIO
VIIIA.2 KouTpons Bxoaa mosp3oBareseil B cucremy IToncucrema
Peammzanust MexaHu3Ma pasrpaHMYECHHH NpaB JIOCTyHa K | 3aIINTHI
o0bexTaM (aiIoBOI CHCTEMBI, K 3allycKy HMpOrpaMM M K | aBTOMaTH3HPOBaH
reyaTy JOKYMEHTOB He3aBUCHMOTro oT MexaHn3mMoB OC HBIX pa00YHX MECT
I0JIb30BATENEN
COB.1 ABTOMAaTHYECKOE peardpoBaHue B ciiydae oOHapyxenus | [Tomcucrema
COB.2 CETEeBBIX aTak (IPUMEHEHNE NEHCTBUI «0OHAPYKEHUE) HIIH | MEKCETEBOTO
«OJIOKUPOBKAY) 9KpPaHUPOBAHUS U
0oOHapy>KeHUs
BTOPKEHUI
YBU | Yrposa o6xoma | UAD.1 Wnentndukanus u npoBepka Mo JIMHHOCTH Nosb3oBateneit | [Toacucrema
.100 | HexoppeKTHO IpU BXOJIE B ONEPAI[HOHHYIO CUCTEMY 3aIUTHI
HAaCTPOECHHBIX aBTOMaTHU3UPOBaH
MEXaHH3MOB HBIX pa00YHX MECT
ayTeHTH]UKAaL] HOoJIb30BaTeNen
um
VYBU | Yrposa VIIA.2 Peanusanus mexaHusma pasrpaHuueHuil mpas goctyna k | Iloxacucrema
113 | mepesarpy3ku o0bexTaM (aiIoBOI CHCTEMBI, K 3alycKy HNpOrpaMM M K | 3aIlUTHI
anmapaTHeIX | ne4aTy JOKYMEHTOB He3aBHUCUMOro 0T MexaHu3mMoB OC aBTOMAaTH3UPOBaH
IIPOrPaMMHO- HBIX pab04nX MECT
anmnapaTHbIX 110JIb30BATEIEH
CpeICTB VIia.4 Paznenenne  momHOMoumii  (posield) — moJb3oBaTenel, | OpraHu3aMOHHBI
BBIYNCITUTEIHH aJIMUHUCTPATOPOB u JIVIIL, 00eCTIeYNBAIOIUX | € MEpHI
OH TeXHUKH (YHKIMOHHPOBaHUE HH(POPMAITMOHHON CHCTEMBI
VIIA.5 Ha3nauenme MHHMManbHO  HEOOXOMMMBIX mpaB W | OpraHn3aliOHHBI
MIPUBHJIETHH MOJIB30BATEISM, aAMUHUCTPATOPaM | JIHIAM, | € MEpHI
obecrieynBaOMM (QYHKINOHUPOBAaHUE MH(POPMAITMOHHOM
CHCTEMBI
VYBU | Yrposa AB3.1 OOHapyXeHHe ¥ YHHYTO)KEHHE BPEIOHOCHBIX mporpamm B | IToxcucrema
115 | mepexsata peXXuMe  MOCTOSHHOM  3amuThl  (IpoBepKa  BCeX | aHTUBUPYCHOU
BBOAUMOH U 3allyCKaeMbIX, OTKPBIBAEMBIX M  COXpaHSEMBIX Ha | 3aIIUThI

BBIBOJIMMOM Ha
nieprdepuitHbI
€ YCTpOWcCTBa

KOMIIBIOTEpE OOBEKTOB Ha IPUCYTCTBHE BHPYCOB) U
IIPOBEPKH 110 TPEOOBAHUIO, @ TAKIKE ITPOBEPKA MOOMIILHOTO
WCIIOJTHSIEMOT0 KOZIa, OJIOKMPOBKA OI1a

Hepenar-vepes Ananok02:03.202218:25 GMT+03:00 /

c3fead3f-5eb4-4148-9fe1-0ec50f92cdbb \

CrpaHuua 99 n3 127 \

)

\
"/



nHpOpMAITAN AB3.2 ABTOMaTHUeCcKoe OOHOBJICHHE aHTUBHUPYCHBIX 0a3 U
MIPOTPaMMHBIX MOIYJIEH 10 PACHHCAHUIO
OIIC.1 Bo3moxHOCTh co3maHusa uid HoJb3oBatenst 3aMmkHyToH | Ilomcucrema
OIIC.2 TIPOTPaAMMHOM CpeIbI 3aIIATHI
OIIC.3 aBTOMAaTH3UPOBAH
HBIX pab0o4nX MECT
NoJIb30BaTeNen
YBHU | Yrposa VIIJ.2 Peanuzanus Mexanusma pasrpaHudeHuil mpas pocryna k | Ilomcucrema
121 | moBpexneHus o0bekTaM (aiIoBOIl CHCTEMBI, K 3allyCKy MPOrpaMM ¥ K | 3aIlUThI
CHUCTEMHOT0 NeJaTy JOKYMEHTOB HEe3aBUCUMOTo 0T MexaHu3mMoB OC ABTOMAaTH3UPOBaH
peectpa HBIX pa00YMX MECT
MoJIb30BaTeNen
VIIJI.4 Paznenenne  nomHomoumit  (poiei)  mosb3oBarened, | OpraHu3alliOHHBI
aZIMIHHCTPATOPOB " 1w, 00€ECIICUNBAIONINX | € MEPBI
(yHKITMOHHpPOBaHNE HHOOPMAIIMOHHONW CHCTEMBI
VIIA.5 Ha3znauenme MHHAMAnbHO  HEOOXOOMMEBIX mpaB W | OpraHn3alliOHHBI
TIPUBWIETHH MOJIB30BATENAM, aAMUHUCTPATOpaM M JIMLAM, | € MEpbI
obecrieunBaOUM (YHKINOHUPOBAHUE MH(OPMAITMOHHON
CHCTEMBI
OLJIL.1 Bo3MOXHOCTE  KOHTpOJII ~ LEJIOCTHOCTH mporpammHo- | Iloacucrema
ammapaTHOW cpedpl (B TOM 4YHCIE OTHACIbHBIX BETOK | 3AIUTHI
peectpa, katayioroB) mpu 3arpy3ke [IOBM, mo xomaHzme | aBTOMaTH3UPOBaH
aJIMHUHUCTPATOpPa M MO PACIUCAHUIO, a TaKKe KOHTPOJIb | HBIX pabOYUX MECT
LEJOCTHOCTH (haifiIoB MPHU AOCTYyIE U OJOKUPOBKY BXOJa B | IOJb30BaTeNeit
OC mpu BBISIBICHUN U3MEHEHHIA
YBU | Yrposa OIlIC.1 Bo3Mo)xHOCTh co3maHusl JuId Tonb3oBaTens 3aMmkHyToi | ITomcucrema
123 | mombopa OIlIC.2 MIPOrPaMMHOM CpeIb 3aIUTHI
napouit BIOS OIIC.3 ABTOMAaTH3UPOBAH
HBIX pa004HX MeCT
10JIb30BaTENEH
VIII.4 Pasnmemenne  momHOMOYM  (poneil)  mosk3oBareniel, | OpraHW3alluOHHBI
aJIMUHHCTPATOPOB u 1, 00ecIeunBaONINX | € MEphI
(YHKIIMOHHpOBaHNE HHPOPMAMOHHOH CHCTEMBI
VIIA.5 Haznaduenme MHHAMANbHO  HEOOXOMUMBIX mpaB W | OpraHn3alliOHHBI
TIPUBWJIETHH MOJIB30BaTENSIM, aAMUHUCTPATOpaM M JIMLAM, | € MEpbl
obecrieunBaONIMM (QYHKIMOHUPOBaHHE UH(OPMALMOHHOM
CHCTEMBI
VIIJ1.6 OrpanudeHue HEYCHIEIIHBIX MOIBITOK BXOJa B | IToncucrema
UH(OPMALMOHHYIO CHCTeMY (HocTyma K HHOOPMALMOHHON | 3aIlInThI
cucreme) aBTOMAaTH3UPOBAH
HBIX pab04HX MECT
110JIb30BATENEH
VYBU | Yrpoza YIIA.2 Peanuzanus mexaHuzma pasrpaHuueHuil mpaB noctyna k | Iloxcucrema
124 | mommenkxu 00BeKTaM (paiyIoBOI CHCTEMBI, K 3aIyCKy MPOTpaMM W K | 3aIIUTHI
3anucent ne4aTy JOKYMEHTOB He3aBHUCUMOro 0T MexaHu3mMoB OC aBTOMaTHU3UPOBaH
KypHaia HBIX pa00YHX MECT
perucrpanuu HOJIb30BaTeNen
coOBITHI YII[.4 Paznenenne  momHomounit  (posei)  momb3oBarered, | OpraHU3annOHHBI
aJIMUHUCTPATOPOB u I, 00ecIeunBaONIMX | € MEephI
(YHKIIMOHHpOBaHNE WHPOPMAMOHHOH CHCTEMBI
VIIA.5 Ha3nauenme MHHMManbHO  HEOOXOMMMBIX mpaB W | OpraHn3aliOHHBI
MIPUBHJIETHH MMOJIB30BATEISM, aAMUHUCTPATOpaM | JIHIAM, | € MEpHI
obecrieunBaronM (PyHKIIMOHNPOBaHNE HH(OPMAITMOHHOM
CHCTEMBI
YBU | Yrpoza OLJI.1 Bo3MOXHOCTH  KOHTPOJS LEJIOCTHOCTH mporpamMmHo- | Ilojxcucrema
129 | moamensl ammapaTHOW cpeabl (B TOM 4YHCIE OTHCNBHBIX BETOK | 3aIIUTHI
pe3epBHOit peectpa, kaTayoroB) mpu 3arpy3ke [IOBM, mo xomaHzme | aBTOMaTH3UPOBaH
KON 1o aJMHUHUCTPATOpPa M MO PACIUCAHUIO, a TaKKe KOHTPOJIb | HBIX pabOYMX MECT
BIOS LIEJIOCTHOCTH (haifiIoB IpU AOCTYyIE U OJOKUPOBKY BXOJa B | IOJb30BaTeNei
OC mpu BBISIBJICHUM U3MEHEHUI
OIIC.1 Bo3MOXXHOCTh cO3maHUsL Ul TIONB30BaTeNs 3aMKHYTOH
OIIC.2 IIPOrpaMMHOM Cpesbl
OIIC.3
YIiJ4 Pasnenenne  mommomoumii  (poncip) . 11610 050 bl b i i Ik /
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aZIMHHHCTPATOPOB " 1w, 00€ECIICUNBAIONINX | € MEPBI
(b yHKIIMOHHpOBaHME HHHOPMAIIMOHHON CUCTEMBI
VIIA.5 Ha3znauenme MHHAMAnbHO  HEOOXOMMMEBIX mpaB W | OpraHn3alliOHHBI
TIPUBWJIETHH MOJIB30BATENAM, aAMUHUCTPATOpaM U JIULAM, | € MEPbI
obecrieunBaronMM (PyHKIIHOHHPOBAaHHE HH(POPMAITMOHHOMN
CHCTEMBI
VIO 11 Paspemennie  (3amper) — meifctBuit  moise3oBareried, | OpraHW3allMOHHBI
pa3pelIeHHbIX 10 HACHTH(UKAIMY 1 ayTeHTHUuKaImu € Mephl
YBHU | Yrposa VI3 WHcneknys MHGOPMALMOHHBIX ITOTOKOB, opranusyembix ¢ | [loacucrema
140 | mpuBeneHus cepBepamu 3amumaemsix MCII/IH Ha ypoBHE NPUITOXKEHUI | MEXKCETEBOro
CUCTEMBI B staoHHOW Mojenu OSI Ha mpeaMeT NPENOTBPAIIECHUS | IKPAHUPOBAHUSA U
COCTOSIHUE BTOPKEHUH C WCIIOJBb30BAaHMEM pa3IMYHBIX Npoduiieil | oOHapyKeHHs
«OTKa3 B 3aLIUTH BTOp KEHUI
o0cITy)XHBaHI COBL.1, AHanmn3 ceTeBOil aKTUBHOCTH 3allMIAEMBIX CETMEHTOB C
) COB.2 WCTONB30BaHUEM 0a3  CHTHATYp, TIPEIOCTaBICHHBIX
IIPOU3BOAUTEIEM 000y IOBAHHS
ABTOMAaTHYECKOE pEarnpoBaHWE B Cilydac OOHAPYKEHHS
CETEeBBIX aTak (IPHUMEHEHHUE NECHCTBUH «0OHAPY)KEHHE HIIH
«OJIOKMPOBKAY)
VYBU | Yrpoza OLJIL.1 Bo3MOXHOCTE  KOHTpOJII  LEJIOCTHOCTH mporpammuo- | Iloacucrema
144 | mporpammHOTO ammapaTHOW cpedpl (B TOM 4YHCIE OTHACIbHBIX BETOK | 3AIUTHI
cOpoca mapoJs peectpa, katayioroB) mpu 3arpy3ke [IOBM, mo xomaHzme | aBTOMaTH3UPOBaH
BIOS aJIMHUHUCTPATOpPa M MO PACIUCAHUIO, a TaKKe KOHTPOJIb | HBIX pabOYUX MECT
LEJOCTHOCTH (haifiIoB MPHU AOCTYyIE U OJOKUPOBKY BXOJa B | IOJb30BaTeNeit
OC mpu BBISIBICHUN U3MEHEHHIA
OIlIC.1 B0O3MOXXHOCTh cO3maHUS Ul TIONB30BaTeNs 3aMKHYTOH
OIIC.2 MIPOrpaMMHOM Cpesbl
OIIC.3
VIig.4 Paznenenne  momHoMouuit  (posiel)  moJb3oBaTenel, | OpraHuzanrOHHBI
aZIMHHHCTPATOPOB u I, 00€eCIIeUYNBAIONINX | € MEPBI
(YHKIIMOHHpOBaHNE WHPOPMAMOHHOH CHCTEMBI
VIIA.5 Ha3znaduenme MHHAMANbHO  HEOOXOMUMBIX mpaB W | OpraHn3alliOHHBI
TIPUBWIETHH MOJIB30BaTENISAIM, aJMUHUCTPATOpaM U JIMIAM, | € MEpbl
obecrieynBaOUM (YHKINOHUPOBAaHUE MH(POPMAITMOHHON
CHCTEMBI
YIAa.11 Paspemenne  (3amper) — meifctBuit  mosp3oBarerield, | OpraHW3alliOHHBI
paspeleHHbIX 10 HACHTH(UKAIMY 1 ayTeHTHuKamu € Mephl
VYBU | Yrposa NAD.1 Wnentndukanus u npoBepka Mo JIMHHOCTH Nosb3oBateneit | [Toncucrema
152 | ynanenus IIPU BXOJI€ B ONEPAIIOHHYIO CHCTEMY 3aIUTHI
ayrentudukan | YIII.2 Peanuzanus MexaHu3Ma pa3rpaHUYCHH TpaB JOCTYIA K | aBTOMATH3UPOBaH
HOHHOM oObekTaM (hailIOBON CHCTEMBI, K 3aIllyCKy MPOrpaMM U K | HBIX PaOOYMX MECT
UHbOpMaIH nevaTy JOKYMEHTOB He3aBUCHMOro oT Mexanu3zmo OC 110JIb30BaTENEH
VIia.4 Paznenenne  momHoMoumii  (posiel)  moJb3oBaTenel, | OpraHu3zanrOHHBI
aJIMUHHCTPATOPOB u JIVIL, 00eCTIeYNBAIOIUX | € MEPHI
(YHKIMOHHPOBaHNE HHPOPMAIMOHHOW CHCTEMBI
VIIA.5 Ha3znauenme MHHMManbHO  HEOOXOMMMBIX mpaB W | OpraHn3aliiOHHBI
MIPUBUJIETUH MOJIB30BATENSIM, aAMUHUCTPATOpaM M JHLAM, | € Mepbl
obecrieynBaOMM (QYHKINOHUPOBAaHUE MH(OPMAITMOHHON
CHCTEMBI
YBU | Yrposayrparer | YIIJ.3 @dunbTpanus cereBoro Tpaduka npu B3aumoneiictum | Iloxcucrema
155 | BeUHMCIHMTENHH cepBepHbIx koMrnoHeHToB MCIT/IH ¢ APM nonb3oBaTeneil | MeXCETEBOro
BIX PECYPCOB 9KpPAHUPOBAHUS U
0oOHapy>KeHUs
BTOP’KEHUI
Wucneknns nHPOPMALMOHHBIX ITOTOKOB, opranndyemsix ¢ | IToacucrema
cepBepamu 3amummaemsix VICI1/IH Ha ypoBHE MPUIIOKEHUH | 3aIIUTHI web-
stamonHoW Monemun OSI Ha mpeaMeT MPeJOTBPALICHUS | MPUIOKEHUH
BTOPKEHUII C WCHONB30BaHWEM pa3inuHbIX mnpoduneit | [Toacucrema
3aIIUTHI MEKCETEBOTO
SKpPAHUPOBAHUS U
oOHapyKeHHs
BTOp2KEHUIL
COBL.1, AHanmn3 ceTeBOil aKTMBHOCTH 3aliuiaeMblx cerMeHToB ¢ | Iloacucrema
COB.2 ucrosib30BaHNeM  0a3
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MIPOU3BOAUTEIEM 000y IOBAHHS MPWIIOKECHUH
ABTOMaTHueCcKOe pearnpoBaHue B ciydae oOHapyxenus | I[loncucrema
CETEeBBIX aTak (MPUMEHEHNE AEHCTBUH «OOHAPYKECHHE) HIIH | MEKCETEBOTO
«OIIOKHPOBKAY) SKpPaHHUPOBAHUI U
0oOHapyKeHU
BTOPKEHUI
YBU | Yrposa yrpater | 3HI.3 KonTtpons nepeMeleHus MaIIUHHBIX Hocuteneil | OpraHu3aiOHHbI
.156 | HocuTenei NIePCOHATBHBIX JAHHBIX 32 NpeJiesIbl KOHTPOIUPYEMOH 30HbI | € Mepbl
nHdopmannu 3HN.4 udpoBanue naHHBIX, XpaHAIMXCS B KpuntokoHTeiHepax | [loncucrema
3aIIUTHI
aBTOMaTU3UPOBaH
HBIX pa00YHX MECT
MOJIb30BATENEH
YBU | Yrposa 3TC.2 Opraan3anust KOHTPOIUPYEMOil 30HBI, B Tipeenax KoTopolt | OpraHn3aliuoHHBI
157 | dusmgeckoro IOCTOSTHHO Pa3MEMIAloTCAd CTAllMOHAPHBIE TEXHUYECKUE | € MEpHI
BEIBENICHUS U3 cpeznctBa, obpabateiBatomme uHpopmarmio, 1 Cp3U, a
CTpOS CpPEACTB TaKKe cpeacTBa odecnedeHust QyHKIMOHUPOBAHUS
XpaHeHus, 3TC.3 Kontpons u ympaBnerme ¢QusmdeckuM noctynmoM K | OpraHn3alldOHHBI
o0paboTkn U TexHHYecknM cpenctBaM, Cp3H, cpenctBam obecrieueHus | € MEpHI
(nn) (YHKIIMOHUPOBAHUS, a TAK)KE B IOMEIIEHHS U COOPYKEHUS,
BBOJIa/BBIBOJIA/ B KOTOPBIX OHHM  YCTAHOBJCHBI,  HCKJIIOYAIOIINE
nepeaayn HECaHKIMOHUPOBAHHbBIN (DPU3NUECKUH JTOCTYN K CpeAcCTBaM
uH(opMauK o6pabotku unpopmarmu, Cp3U u cpencrsam odecriedeHus
(YHKIIMOHMPOBAHUS ~ MH(QOPMAIMOHHOW  CHUCTEMBI, B
TIOMEUICHHUS M COOPYKEHHsI, B KOTOPHIX OHH YCTaHOBJICHBI
YBU | Yrposa 3HU. 2 VYnpaeneHue [OOCTynoM K  MamMHHBIM ~ HocutensMm | Iloncucrema
158 | ¢opmarupoBan NIEPCOHATBHBIX JAHHBIX 3aIIUTHI
usl  HOCHTENeH aBTOMaTU3NUPOBaH
nHpOpMALUH HBIX pab04HX MECT
MOJIb30BaTENEH
VIIA.5 Ha3znauenme MHHAMANbHO  HEOOXOMUMBIX mpaB W | OpraHW3alliOHHBI
TIPUBWIETHH MOJIB30BaTENISIM, aAMUHUCTPATOpaM M JIMLAM, | € MEpbl
obecrieynBaOUM (YHKINOHUPOBAaHUE MH(POPMAITMOHHON
CHCTEMBI
YBU | Yrposa 3TC.2 OpraHu3anusi KOHTPOJIUPYEMOil 30HBI, B Ipesieax KoTopoi | OpraHn3alioHHBI
160 | xumeHus MOCTOSIHHO Pa3MEUIaloTCsA CTAlMOHApHBIE TEXHUUYECKUE | € Mephl
CpE/ICTB cpenctBa, obpabateiBaromue uHpopMmanuio, u Cp3U, a
XpaHeHu, TaKKe cpejicTBa odecnedeHus HYHKIIMOHUPOBAHUSI
obpabotkn u | 3TC.3 Konrponb u ympaBineHue QuandeckuM JoctynoM K | OpraHu3anuoHHbBI
(nnn) TexuuueckuMm cpeactsam, Cp3U, cpeacrsam obecriedeHus: | € MEPhI
BBOJIa/BBIBOJIA/ (YHKIIMOHMPOBAHUSI, a TAK)KE B TIOMEILEHHS U COOPYKEHUS,
nepeagn B KOTOPBIX OHM  YCTaHOBJEHBI,  HCKIIOYAIOIIUE
nHdopmannu HECaHKIIMOHNPOBAHHBIN (DPU3NUECKUH TOCTYI K CpeAcTBaM
o0padoTtku nHGopMarmu, Cp3U u cpencTBam obecriedeHUs
(YHKIIMOHMPOBaHUS  MHQOPMAIMOHHOH  CHUCTEMBI, B
MIOMEUIECHUS ¥ COOPY>KEHHs], B KOTOPBIX OHU YCTaHOBJIEHBI
VYBU | Yrposa VIIA.2 Peanusanus mexaHusma pasrpaHuueHuil mpas goctyna k | IToxacucrema
162 | skcrmyaTanuu o0bexTaM (alIoBOI CHCTEMBI, K 3allyCKy HpOrpaMM M K | 3aIUTHI
udpoBoi IeJaTy JOKYMEHTOB HE3aBHCHMOTO 0T Mexanm3mMoB OC aBTOMAaTU3UPOBAH
TIOJIITHICH HBIX pab04nX MECT
NIPOrPaMMHOI0 110JIb30BATEIEH
KoJa OIlC.1 Bo3MoxHOCTh co3gaHusi Ajig Tojib3oBarenss 3amkHyTol | Ilojmcucrema
OIlC.2 TIPOTPAMMHOM CPEJIBI 3aIUTHI
OIIC.3 ABTOMAaTH3UPOBAH
HBIX pa00YHX MECT
HOJIb30BaTeNen
VIIA.4 Paznenenne  monmHomounit  (poneii)  monb3oBarened, | OpraHu3anMOHHBI
aJIMUHUCTPATOPOB u I, 00ecIeunBaONIMX | € MEephI
(YHKIMOHMpOBaHUE HHPOPMAIMOHHOIN CUCTEMBI
VIIA.S Hasnayenne MuHMMaJBHO HEOOXOAMMBIX mpaB ¥ | OpraHu3alMOHHBI
TIPUBWJIETUH OJIB30BATENSIM, aAMUHUCTPATOPaM U JIMLAM, | € MEpbl
obecrieynBaOMM (YHKINOHUPOBaHUE MH(POPMAITMOHHOM
CHCTEMBI
YBU | Yrpoza AB3.1 OO06HapyXeHHE ¥ YHUUYTOXKEHHE BPEJIO
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167 | zapakeHus peKMMe  TIOCTOSHHOW  3amuThl  (MpOBEpKa  BCEX | aHTUBUPYCHOM
KOMITBIOTEPA 3allyCKaeMbIX, OTKPBIBAEMBIX M  COXPAaHAEMBIX Ha | 3aIlIUTHI
npu KOMIBIOTEpE OOBEKTOB Ha IMPHUCYTCTBHE BHUPYCOB) U
MOCETCHUH IIPOBEPKH IO TPEOOBAHUIO, & TAKIKE NMPOBEPKA MOOMIBHOTO
HeOmaroHagéx WCTIOJTHSIEMOT0 KOZIa, OJIOKMPOBKA OMACHBIX CKPUIITOB
HBIX CaliTOB AB3.2 ABTOMaTHYeCKoe OOHOBJICHHE AaHTUBHUPYCHBIX 0a3 u
IIPOrpaMMHBIX MOAYJIEH 10 pacUCaHHIO
COBL.1, BemonHenne smynsanuM koga B m3onupoBaHHOHM | IToxpcucrema
AB3.1 3alUIEHHON cpeae ISl PAcKpBITHsS TOBEACHUS U | 3allUTBl OT aTak
OOHapyKEHHMsI CIIOXKHBIX YTPO3 U LIEJICHANPABICHHBIX aTak | HYJICBOTO JTHS
B03MOXXHOCTh MHTETpallMi C KOMIIOHEHTAMHU MOJCHUCTEMBI
MEXKCETEBOI'0 KPaHUPOBAHUS U OOHAPYKEHUS BTOPKEHUHN
U TOACHCTEMBI 3aIIUTHI AICKTPOHHOM IOYTHI B YaCTH
MIOTy4eHHs] KOHTCHTA Ha aHAIH3
OLJL1 Bo3MOXHOCTD  KOHTpOJII  LENOCTHOCTH Hporpammuo- | Iloacucrema
ammapaTHOW cpenpl (B TOM 4YHCIE OTHACIBHBIX BETOK | 3QIUTHI
peectpa, Katanoros) mpu 3arpyske [I9BM, mo xkomaHzme | aBTOMaTH3HpOBaH
aZIMHHUCTPATOpPa M MO PACIUCAHUIO, a TaKKe KOHTPOJIb | HBIX PaOOYUX MECT
LENOCTHOCTH (haiiIoB MpU AOCTYyNE U OJOKUPOBKY BXOAA B | IOJb30BaTENCH
OC mpu BBISIBICHUN U3MEHEHHI
YBU | Yrposa 3HI.6 Konrpons BBOja (BbIBO#a) MHpOpManuMu Ha MamuHHbIE | OpraHu3aluOHHBI
177 | menoaTBepxkag HOCHUTEJIHU NIEPCOHATIbHBIX TAHHBIX € MephbI
HHOTO  BBOjJa
JAHHBIX
omepaTopoM B
CUCTEMY,
CBSI3aHHYIO C
0e30macHOCTh
10
VYBU | Yrpoza OIIC.1 Bo3moxHOCTh co3maHusa g noJp3oBatens 3aMkHyToH | Iloacucrema
178 | mecankumonup | OIIC.2 TIPOTPaAMMHOM CpeIIbl 3alIATHI
OBaHHOTO OIIC.3 aBTOMaTU3UPOBAH
HCTIOBb30BaHU HBIX pab0o4nX MECT
51 CACTEMHBIX U MOJIb30BATENEN
CEeTEBBIX
YTUIIUT
VYBU | Yrposa 3HI.2 IudpoBanue AaHHBIX, XPAHSIIIMXCS B KpUNTOKOHTeiHepax | [Toacucrema
179 | mecankuuonup | OLIJI.1 B03MOKHOCTE  KOHTpPOJII  LEJIOCTHOCTU IMPOTPaMMHO- | 3allUThI
OBaHHOU ammapaTHOW cpeabl (B TOM 4YHCIE OTJENbHBIX BETOK | aBTOMATH3MPOBaH
MOIU(pHKAIAH peectpa, Karanoros) npu 3arpyske II9BM, mo komange | HbIX pabouUX MECT
3aIIMIaeMOn aIMHUHHCTPATOPa W MO PACHHCaHHUIO, a TaKKe KOHTPOJb | MOJb30BaTENEH
nHdopmannu LIENIOCTHOCTH (haiiIoB IpU AOCTYyIE U OJIOKUPOBKY BXOJA B
OC 1pu BBISIBAIEHUN U3MEHEHUH
yia.2 Peanuzanus mMexaHu3zMa pasrpaHUdYeHH NpaB JOCTyNa K
o0bexTaM (alIIoOBOI CHCTEMBI, K 3allyCKy HpOrpamMM H K
ne4aTy JOKYMEHTOB He3aBHUCUMOro oT Mexanu3mMoB OC
VIIA.S Hasnauenne MuHMMaJbHO HEoOXOMMMBIX TpaB ¥ | OpraHu3alMOHHBI
MIPUBUJIETUH MOJIB30BATENSIM, aAMUHUCTPATOpaM M JHLAM, | € Mepbl
obecrieunBaronuM (GyHKIIHOHHPOBaHNE HHH)OPMAITHOHHOMH
CHCTEMBI
YBU | Yrpoza VIIA.3 OunbTpanmsi ceTeBoro Tpaduka Tpu B3ammojeictBum | Ilomcuctema
185 | HecaHKIHOHHD apmuaAcTpatopoB UT mHpacTpyKTypHl ¢ HHTEpdEHcaMH | MEKCETEBOTO
OBaHHOTO ynpasieHust komnoneHToB T napacTpykTypsl 9KpPAHUPOBAHUI U
HM3MEHEHHS QunpTpanma cereBoro TpaduKa TPH B3aUMOJCHCTBUHU | OOHAPYXEHUS
napameTpoB anmunuctparopoB C3I1/IH ¢ uHTepdelicaMn ynpaBieHHs | BTOPKEHUH
HACTPONKHU kommoHent C3I11n
Cp3U Wnentnduxanus, ayTeHTU(PHUKALH u yder
aJMUHHUCTPATOPOB MOJACUCTEMBI mpu goctyne k IIO
KOMIIOHEHTOB HOACHCTEMBIL OCPEACTBOM WEB
nHTepdeiica, JOKAIbHOW  KOHCOJM  YNpPaBICHUS H
yAaleHHON TEKCTOBOW KOHCOJH 10 TpoTokoiny SSH
@unbTpanysa CIyXKeOHBIX NPOTOKOJOB, CIYKaIlUX I
JVAarHOCTHKH U YIIPABICHUs pabOTON CETEBBIX YCTPOHCTB
OIIC.1 Bo03MOXHOCTE CO3MaHUA IS TI0JIB3 i | I1
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OIlC.2 TIPOTPAMMHOM CPEIIBI 3aIIUTHI
OIIC.3 aBTOMAaTH3UPOBaH
YIIJ.2 Peanusarusi MexaHW3Ma pasrpaHHYEHUI HpaB AOCTyNa K | HBIX pAOOYMX MECT
oObeKkTaM (aiyIOBOM CHCTEMBI, K 3alyCKy HPOrpaMM M K | MOJNb30BaTENCH
TIeYaTy JOKYMEHTOB He3aBUCUMOro oT MexaHn3MoB OC
VIIA.4 Peanuzanus MexaHu3Ma pasrpaHUdYeHUM IpaB JOCTyNa K
o0BeKTaM (aiyIoBOIl CHCTEMBI, K 3aIlyCKy MpOTpaMM U K
Ne4aTy JOKYMEHTOB HEe3aBHUCUMOTo oT MexaHu3MoB OC
VIIA.S Hasnayenne MuHMMaJbHO HEOOXOJMMBIX TpaB ¥ | OpraHu3alMOHHBI
MIPUBUJIETUH MOJIB30BATENSIM, aAMUHUCTPATOpaM U JIUIAM, | € MEpbI
obecrieynBaOUM (YHKINOHUPOBaHUE MH(POPMAIIOHHON
CHCTEMBI
YBHU | Yrposa AB3.1 OOHapyXeHHe ¥ YHHYTO)KEHHE BPEJIOHOCHBIX mporpamm B | Iloacucrema
.186 | BHempenus peXuMe  MOCTOSHHOW  3amuThl  (IpoBepKa  BCeX | aHTUBUPYCHOMU
BPEIOHOCHOTO 3allyCKaeMBIX, OTKPBIBAEMBIX M  COXPAaHAEMBIX Ha | 3aIIUTHI
Koma gepes KOMIBIOTEpE OOBEKTOB Ha IMPHUCYTCTBHE BHUPYCOB) U
pexiiamy, MIPOBEPKH I10 TPEOOBAHUIO, & TAKIKE NMPOBEPKA MOOMIIBHOTO
CEPBUCHI u HCTIOJTHIEMOT0 KOZIa, OJIOKMPOBKA OMACHBIX CKPUIITOB
KOHTEHT AB3.2 ABTOMaTHUecKoe OOHOBJICHHE AaHTUBHPYCHBIX 0a3 H
MIPOTPaMMHBIX MOJYJIEH 110 PACIHCaHUIO
COB.1, BrimonHenue  smynsuuMM koga B u3onupoBaHHOM | Iloacucrema
AB3.1 3allMIICHHON cpeAe Uil  PACKPBITHS MOBEACHHA U | 3alllUThl OT arTak
OOHapyKEHHMs CIOXKHBIX YTPO3 U LIEJICHANPABICHHBIX aTaKk | HYJIEBOTO JTHS
B03MOXXHOCTh MHTETpaAlMU C KOMIIOHEHTAMHU MOJCUCTEMBI
MEXXCETEBOI'0 KPaHUPOBAHUSI U OOHAPYKEHUS BTOPKECHUH
U TIOJCUCTEMBl 3aIIUTHl 3JEKTPOHHOW IOUYTHl B YaCTH
IIOJTy4deHHs] KOHTEHTA Ha aHAJIN3
VIIA.2 Peanuzanusa Mexanusma pasrpaHudeHuil mpas pocryna k | Iloacucrema
o0bekTaM (haiIoBOIl CHCTEMBI, K 3allyCKy MNPOrpaMM ¥ K | 3allUThI
TIeYaTy JOKYMEHTOB He3aBUCHMOro oT MexaHn3MoB OC aBTOMaTU3NUPOBaH
OIIC.1 B03MOXHOCTh CO3MaHHs IS TIOJIB30BATENS 3aMKHYTOM | HBIX pabouuX MecT
OIlC.2 MIPOTPAMMHOM CPEeJIb HOJIb30BaTENEN
OIIC.3
VYBU | Yrpoza AB3.1 OOHapyXeHHEe W YHHUYTOXXCHHE BPEIOHOCHBIX IporpamMM B | [logcuctema
191 | BHenpenus peKMME  TIOCTOSIHHOM  3amquThl  (TIpOBEpKa  BCEX | aHTHBUPYCHOM
BPEJOHOCHOTO 3allyCKaeMBIX, OTKPBIBAEMBIX M  COXPaHAEMBIX Ha | 3aIIUTHI
KoJa B KOMIIbIOTEpPE OOBEKTOB Ha MPUCYTCTBHE BHUPYCOB) U
JUCTPUOYTUB HPOBEPKHU MO TPeOOBAHUIO, a TAKXKe MPOBEPKa MOOHIHLHOTO
1o UCIIOJIHSAEMOT0 K0J1a, OJIOKMPOBKA ONACHBIX CKPUITOB
AB3.2 ABTOMaTHueckoe OOHOBJIEHHE aHTUBUPYCHBIX 0a3 u
IIPOrPaMMHBIX MOJyJIEH 110 PACIIUCAHUIO
OIlIC.1 Bo3MokHOCTE cO3maHus JuId Tonb3oBaTens 3aMmkHyTod | ITomcucrema
OIIC.2 MPOrPaMMHOM Cpebl 3aIIUTHI
OIIC.3 AaBTOMAaTH3UPOBAH
VIIA.2 Peanuzanus MexaHW3Ma pasrpaHMYEHUl MpaB JOCTyNa K | HBIX pabOUMX MECT
oObekTaM (ailyIOBOM CHCTEMBI, K 3alyCKy HPOrpaMM H K | MOJb30BaTeNeH
ne4aTy JOKYMEHTOB He3aBHCUMOro oT Mexanu3mMoB OC
VIIA.4 Peanusanus mMexaHusMma pasrpaHUuYEHHl MpaB AOCTyHa K
o0bekTaM (alIoBOIl CHCTEMBI, K 3aIlyCKy HpOrpamMM H K
neJaTy JOKYMEHTOB He3aBHCUMOro oT Mexanu3mMoB OC
VIII.5 Hasnadyenue MHHAMAQNIBHO  HEOOXOMUMBIX mpaB W | OpraHW3alliOHHBI
MIPUBUJIETUH MOJIB30BATENSIM, aAMUHUCTPATOpaM M JHLAM, | € Mepbl
obecrieunBaronM (PyHKIIMOHHPOBaHNE HH(OPMAIIOHHOM
CHCTEMBI
YBU | Yrpoza VIIA.3 OunbTpanmsi ceTeBoro Tpaduka mnpu B3ammojeictBum | Ilomcuctema
192 | ucnonp3oBaHu cepBepHbIx KoMmroneHToB UCIT/IH ¢ APM mone3oBaTeneif | MEXCETeBOro
1  YA3BUMBIX QunpTpanysa ceTeBoro TpaduKa IMPH B3aUMOJCHCTBUH | SKPAaHUPOBAHUS H
Bepcuii [10 apmuHACcTpatopoB UT uHpacTpykTypsl ¢ HHTEpdEiicaMu | 0OHapYyKEeHUSA
ynpaneHus: komnoneHToB T uHGpacTpyKTypsI BTOPKEHUH

@unbrpanus cereBoro Tpaduka HpU  B3aUMOJCHCTBUM
anmunuctparopoB C3II/IH ¢ uHTepdelicaMu ynpaBieHUs
kommonent C3I1n

WHcnexnys MHGOPMALMOHHBIX ITOTOKOB, OPraHU3YEMBbIX C
cepsepamu 3aumiaeMbix UCIIn na
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staioHHOW Mojenmu OS] Ha mpeaMeT NpeaoTBpAIIECHUS
BTOP>KEHHUH C HCIOJB30BaHUEM PAa3MIHBIX Mpoduieit
3aIATHI

QunpTpanyg CIy)XKeOHBIX MPOTOKOJIOB, CIY)KAIIMX IS
JMAarHOCTHKH U YIIPABICHHUS PaOOTOH CETEBBIX YCTPOUCTB

COB.1

AHann3 ceTeBOM aKTHUBHOCTH 3allUIIAEMBIX CETMEHTOB C
WCIONB30BaHUEM  0a3  CUTHATYp, IPEAOCTABICHHBIX
MIPOU3BOIUTEIICM 000y IOBAHUS

ABTOMAaTHYECKOE pEardpOBaHUEC B cliydac OOHApYKCHUS
CCTEBBIX aTakK (MPUMEHEHUE ICHCTBUIN «OOHAPYKCHUE HITU
«OJIOKUPOBKAY)

IToncucrema
MEXXCETEBOTO
9KpaHUPOBAHUS H
oOHapyKeHHs
BTOp KEHUI

AH3.1

BrisiBnenue n uaeHTH(UKALMA y37I0B, QYHKIMOHUPYIOMINX
B MOMEHT CKAaHHUPOBAHUS M JOCTYIHBEIX 10 OJHOMY H3
MPOTOKOJIOB INPHUKJIAJHOTO YPOBHS, IO CETEBBIM aipecam
WM UIMEHaM

BeisiBieHne W uueHTHOUKALUA YSI3BUMOCTEH (BKIIOYas
OINOKH KOH(pUTypaIm) B peanu3am
UICHTH(OUINPOBAHHBIX CETEBBIX IIPOTOKOJIOB

CO6op cBeneHMH O HaJIMYUM YSI3BUMOCTEH NMPOrpaMMHOIO
o0ecredeHns CKaHUPYEeMOTo y311a

BrisiBnieHue ys3BUMOCTEH B JOCTYNHBIX MO MPOTOKOIY
HTTP BeG-mpuioxeHusX, OOYCIOBJIECHHBIX OIIMOKaMH,
JIONYIIEHHBIMU IIPH pa3padoTKe ATUX MPHII0KESHHUH

AH34

WusenTapuzanust 00bektoB UT-uHGpacTpyKTyphl

IToncucrema
aHaIn3a
3aIIHUIICHHOCTH

YBU
.208

VYrposa
HEILICJIEBOTO
HCITOJIB30BaHU
P
BBIYMCIIMTEIIBH
BIX PECYpCOB
cpenacTaa
BBIYUCIIMTEIIbH
OU TEXHHUKH

AB3.1

OOHapyKeHHe ¥ YHHYTO)KEHHE BPEIOHOCHBIX MPOTPaMM B
peXHMe  TMOCTOSHHOW  3amuThl  (TpoBepka  Bcex
3allyCKaeMBIX, OTKPBIBAEMBIX W  COXpaHAEMbBIX Ha
KOMIIbIOTEpEe OOBEKTOB Ha MPUCYTCTBHE BHPYCOB) H
IIPOBEPKH 10 TPEOOBAHUIO, & TAKXKE MIPOBEPKA MOOMIBHOTO
WCTIOJTHSIEMOT0 KOZa, OJIOKMPOBKA OMACHBIX CKPUIITOB

AB3.2

ABTOMarnueckoe OOHOBJIICHHE aHTHBHUPYCHBIX 0a3 W
MIPOTPaMMHBIX MOJTYJIEH 110 PaCHMCaHUIO

IToncucrema
AHTUBUPYCHOM
3aIIUTHI

OIlC.1
OIIC.2
OIIC.3

Bo3MoxHOCTh cO3maHust U1 TIONB30BaTeNs 3aMKHYTOH
IIPOrPaMMHOM cpeabl

VIIA.2

Peanuzanusi MexaHW3Ma pasrpaHHYCHHN MPaB JOCTyIa K
o0bekTaM (hallIoBOM CHCTEMBI, K 3alyCcKy MpOrpamMMm U K
neyaTH JOKYMEHTOB HE3aBUCHUMOTro OT MexaHn3MoB OC

IToncucrema
3aIUTHI
aBTOMATH3UPOBaH
HBIX pab0o4nX MECT
MOJIb30BaTEICH

YIIA.S

Ha3znauenne MHHMManbHO  HEOOXOMUMBIX TpaB U
IIPUBWIETHH 0JIB30BATENAM, aJIMUHACTPATOPAM U JIULAM,
obecrieynBaOIMM (YHKIMOHUPOBaHHE MH(POPMAIIOHHOM
CUCTEMBI

OpraHu3anuoHHbI
€ MephI

YBU
.209

VYrposa
HECaHKIIMOHUP
OBaHHOI'O
Joctyna K
3alIUIIaeMOi
mamsaTH  Aapa
rporieccopa

AB3.1

OOHapyXeHHe ¥ YHUUTO)KEHHE BPEIOHOCHBIX IPOTPaMM B
peKMME  TIOCTOSIHHOM  3aIiuThl  (TIpOBEpKa  BCEX
3allyCKaeMbIX, OTKPBIBAEMBIX W  COXpaHSEMbBIX Ha
KOMITbIOTEpe OOBEKTOB Ha MPUCYTCTBHE BHPYCOB) H
IIPOBEPKH 110 TPEOOBAHUIO, @ TAKIKE ITPOBEPKA MOOMIIBHOTO
WCIIOJTHSIEMOT0 KO/1a, OJIOKMPOBKA OMACHBIX CKPHUIITOB

AB3.2

ABTOMaTHueckoe OOHOBJIICHHE aHTHBUDPYCHBIX 0a3 W
[IPOTrPAMMHBIX MOAYJIEH IO PACIUCAHUIO

IToncucrema
AHTUBUPYCHOM
3aIIUTBI

VI3

QunpTpanys ceTeBoro TpaduKa IPH B3aUMOJCHCTBUHI
cepBepHbix komnonenToB MCITIa ¢ APM nons3oBateneit
QunpTpanys cereBoro TpaduKa TPH B3aUMOJCHCTBUU
apmuaACcTpaTopoB UT mHpacTpyKTypHl ¢ HHTEpdeiicamu
ynpasieHust komnoneHToB UT nadpacTpykTypsl
@unbTpanys cereBoro Tpaduka HpU  B3aUMOJCHCTBUM
anmuaucTparopoB C3II/IH ¢ uHTEepdelicaMu ynpaBieHHs
kommonent C3I11n

WHenexys MHOOPMALMOHHBIX ITOTOKOB, OPIaHU3yEMBIX C
cepBepamu 3amumaemsix MCII/IH Ha ypoBHE NpUITOXKEHUH
stanoHHOW Mojenu OSI Ha mpeaMer HpenOTBpallEeHUs
BTOP)KEHHUH C HCIOJB30BaHUEM PA3IMIHBIX Tpoduieit
3aLIUTHI

Iloncucrema
MEKCETEBOT0
OKpaHUPOBAHUA U
0oOHapy>KeHUs
BTOP’KEHUI

COB.1

AHanmm3 ceTeBOil aKTUBHOCTH 3aIlyIIl
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HCIONIb30BaHHEM  0a3  CUTHATyp, MPEIOCTaBICHHBIX
MIPOHU3BOINTEIEM 000PYI0BAHHS

ABTOMaTHYECKOE pearrpoBaHHe B ciyyae OOHApYKEHHS
CeTeBbIX aTak (MpUMEHEHHUE ICHCTBUI «OOHAPYKECHHE HITH
«OJOKHPOBKAY)

MEKCETEBOTO
9KPaHUPOBAHUS H
oOHapyKeHU
BTOp>KEHUI

AH3.1

BersiBienne u naeHTH(UKANNS Y37I0B, QYHKIMOHUPYIOLIHX
B MOMEHT CKaHHPOBaHMS W JOCTYIHBIX [0 OJHOMY H3
IIPOTOKOJIOB NPHKJIAJHOTO YPOBHS, 10 CETEBBIM aJipecam
WJIN UMEHaM

BrisiBnieHne W upeHTHUKANUS MOPTOB TPAHCHOPTHOTO
YPOBHSL CETEBBIX MPOTOKOJIOB, MJOCTYIHBIX B MOMEHT
CKaHMPOBaHU, 10 IIPOTOKOJIAM 1 HOMEpam

BeisiBieHne W upeHTHOUKALUA YS3BUMOCTEH (BKIIOYas
OmOKH KOH(UTyparmm) B peanu3ayu
UICHTH(QUINPOBAHHBIX CETEBBIX IIPOTOKOJIOB

COop cBeneHHWI 0 HAJIWYNH YSA3BUMOCTEH NPOTPaMMHOTO
o0ecIeueHNs CKaHUPYEMOTO Y311

BrisiBiaeHue ys3BUMOCTEH B JIOCTYNHBIX IO MPOTOKOILY
HTTP BeO-npuiioxkeHusix, 0OYCIOBICHHBIX OLIMOKaMHU,
JIONYIIEHHBIMU ITPH pa3padoTKe ATUX MPHII0KESHHH

AH34

WuBenTapuzanust 00bektoB UT-uHbpacTpykTyphl

CO6op cBeleHMH 0 COCTaBe MPOrPaMMHOIO M ammapaTHOIO
o0ecredeHns CKaHUPYEeMOTo y311a

COop cBemeHWi O KOHQUIypalMud MPOrPaMMHOTO
obecrieyeHnst B 00bEMeE, JOCTATOYHOM [UIS BBISBICHHA
YSI3BUMOCTEH, 00YCIIOBIEHHbIX OIIMOKaMH KOH(QUTypannuu

IToncucrema
aHanu3a
3aIUIIEHHOCTH

IMocTaBmIMK:

3amecTHTeINb TeHEPAILHOTO JUPEKTOPA

[Tectynos A.B.

IHokynareJsb:

JupexTop 1o nHPOPMAOHHBIM TEXHOJIOT UM

benoxypos M.H.
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dopmMa o packpbITHIO HHGOPMALMU B OTHOIIEHUH BCel EMOYKH COOCTBEHHHMKOB, BKJII0OUYas OeHepuumapos (B TOM YHCJIe, KOHEYHBIX)

Opeanuzayuonno-npasosas popma (nornocmsio) « Haumenosanue konmpazenmay

IMpuioxenue Ne 3
k JloroBopy moctaBku Ne 22-100
or 03.03.2022 r.

Jlama

HaunmenoBanue konrparenta (MHH, Bun nesirensHOCTRH)

HHubopmatiys B OTHOIICHUHU BCEH IIETIOUKH COOCTBEHHUKOB, BKIIOYast OCHE(hUITHAPOB (B TOM
qrcie KOHEUHBIX)

Cepus u
No Damunns, HOMEP CepiE i) Hudopmarus o
JIOKyMEHTa MNHH JIOKYMEHTA,
/ Nwms, Haumen Anpec PykoBonutens | moATBEp KIarol
HanmenoBanue Kon YAOCTOBEPS (mpu | OI' YAOCTOBEPSIOIIL
n | MHH OI'PH OTt4ecTBO No OBaHHE / | PErucTp /y9acTHHUK UX TOKyMEHTax
KpaTkoe OKB3/]], FOIIIETO "Hanmn | PH €ro JJMYHOCTH
PYKOBOIUT ®.1.0. arn /6enedunmap | (HamMeHOBaHUE,
JUIHOCTH 17079 (buzmueckoro
eIst HOMEpa | T.1I.)
PYKOBOIUTEI T
s
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1.

Kontparent (IToctaBumk) rapantupyet ObmiectBy ([lokynarento), 4To cBeIeHHs U JOKYMEHTBI B OTHOIIEHUH BCEH IEMOYKH COOCTBEHHUKOB U PYKOBOIUTENICH, BKITFOUAst
OenedpunmapoB (B TOM YMCIIE KOHEUHBIX ), epenasaeMblie O0mecTBy ([lokynareiro) SBIAIOTCS MOTHBIMHU, TOYHBIMUA M JOCTOBEPHBIMHU.
Kontparent (IloctaBmuyk) HaCTOSIIMM BBIIAET COTJIACHUE U MOATBEPXKAAET MOJTYUYEHHE UM BCeX TPeOyEeMBIX B COOTBETCTBUH C JICHCTBYIOIIUM 3aKOHOJATENbCTBOM PD
(B TOM ymuClIe 0 KOMMEPYECKO TalfHE U O MEPCOHATBHBIX JAHHBIX) COTJIACHN BCEX YIMOMSHYTHIX B CBEJIEHUSX, 3aMHTEPECOBAHHBIX MJIM MPUYACTHBIX K CBEJIEHUSIM JIHII
Ha 00paloTKy, a Takke Ha packpbiTne O6mecTBoM (Ilokynarensem) MOTHOCTBIO MIIM YaCTHYHO MPENCTABICHHBIX CBEACHUH KOMIETEHTHBIM OpraHaM IoCylapCTBEHHON
BIacTH (B TOM YHCIE, HO, HE OTpaHH4YuBasich, DenepanpHOil Hamorosol ciryxoe PO, Munsnepro Poccun, Pochuamonnropunry, [Ipasurenscty P®) u nocnemyromnryro
00paboTKy cBefcHMI Takumu opraHamu (manee — Packpbitue). Konrtparent (IlocraBimmk) HactosimM ocBoboxmaer OomectBo (Iloxymarens) oT 0ok
OTBETCTBEHHOCTH B CBsI3U ¢ PackpbiTieM, B ToM uunciie Bo3meinaet OomiectBy ([TokymnaTeito) yObITKH, TOHECEHHBIE B CBsA3M C npeabssiacHueM Oo0mecTy ([Tokynaresnto)
NPETeH3UH, HCKOB U TPeOOBaHMH JIOOBIMH TPETHUMH JIMIIAMH, YbH MIPpaBa ObLUTH WX MOTJIM OBITh HapYIIEHBI TAKUM PacKkpeiTHEM.

IMocTraBmnkK:
3aMecTUTENb TeHEPAIbHOTO JUPEKTOPa

Ilectynos A.B.

Hoxynares:
JdupexTop 1o nHPOPMAIIMOHHBIM TEXHOJIOT UM

benokypos M.H.

HOI{HHCB YIOJTHOMOYCHHOTO JIMIIA Opranu3anuuu

nevyaTb OpraHnu3alnuu
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Ipusnoxenue Ne 4
k JloroBopy nmoctasku Ne 22-100
or 03.03.2022 r.

®opmMma corJiacusi Ha 00padoOTKY NMePCOHATbHBIX JAHHBIX
COI'JIACHUE HA OBPABOTKY INEPCOHAJIBHBIX JIAHHBIX

A, (yxazate: pamunus ums, omuecmso, aopec, Homep OOKYMeHmMA, YOOCMOBEPAIOWE20 €20 TUUHOCHb, C8eOCHUs.
0 Oame 6vl0auu YKA3AHHO20 OOKYMEHmMA U 6bloasuieM e20 OpeaHe), Nar coryiacue Ha oO0pabOTKy MOHMX
NEPCOHANBHBIX JaHHbIX (Qammnus, uMA, oOT4ecTBO, Mecro xurenbctBa, VHH, Homep noxymewra,
YIOCTOBEPSIIOIIEI0 €ro JUYHOCTh, CBEICHHUS O JaTe BbIJAYM YKa3aHHOTO JOKYMEHTa U BBIIABIIEM €ro OpraHe)
CIIEAYIOIINM OIepaTopam:

- AkuuonepHomy obmectBy «lletepOyprckas cOwbiToBass kommanus» (195009, Cankr-IletepOypr,
yi. Muxaiinosa a.11),

- [ly6nuunomy aknmonepHomy obmectBy «HMutrep PAO EDCy» (119435, r. Mocksa, yn. bonbmas [Tuporosckas,
n. 27, cp. 2.),

- OGiecTBy ¢ orpaHuveHHO# oTBeTCTBeHHOCTHIO «MHTEp PAO - Ilentp ympaienus 3akymkamm» (119435,
r. MockBa, yi. b. [Tuporosckas, 1. 27. Ctp. 3A),

- [IpaButensctBy Poccuiickoit deneparmu (103274, Mocksa, KpacHonpecHenckas Hao., 2),

- MunwuctepctBy sHepretuku Poccuiickoit @enepanuu (107996 I'CIT-6 r. Mocksa, yi. [lenkuna, 1.42),

- ®enepanpHOU cayx0e mo ¢uHaHcoBomy MoHUTOpHHTY (107450, MockBa, K-450, yn. Mscaunkas, oM 39,
crpoenue 1),

- ®denepanbHOM HamoroBoit ciysxoe (127381, Mockea, Hernmuunas yi., 23).

JeiicTBust o 06paboTKe MOMX MEPCOHAIBHBIX AAHHBIX YKa3aHHBIMH OIlEpAaTOpPaMHU BKIIIOYAIOT: cOOD,
3alluCh, CHUCTEMATH3allMI0, HAKOIJICHWE, XpaHEHWe, yTouHeHHe (OOHOBIIEHWE, W3MCHEHHE), Iepenady
(mpemocraBiieHNe JOCTyNa) MEPCOHANBHBIX JaHHBIX KOMMaHWsIM, BxomsmmMu B ['pymmy «UaTep PAOY,
W3BJICUCHHE, 00E3TUUNBaHNE, OJIOKUPOBAHNUE, yIAICHHE, YHUUTOXKEHHE.

JIroOb1e neficTBUs 110 00pabOTKE MOUX MEPCOHATIBHBIX JAHHBIX JOIYCKAETCs OCYLIECTBIATh YKa3aHHBIMU
OIepaTopaMy UCKJIKYUTENIBHO B Leisx BeinosiHeHus [lopyuenuit IIpeacenarens IIpasurensctBa Poccuiickoi
®enepanuu ot 28 nexadpst 2011 romga Ne BII-1113-9308, ot 5 mapra 2012 roma Ne BIT-1124-1269.

O06paboTka MOMX MEPCOHATBHBIX JAHHBIX JOIYCKAeTCs, KAK C MCIOIb30BAHMEM aBTOMATHU3UPOBAHHBIX
MH(GOPMAITMOHHBIX CHCTEM, TaK M 0€3 WX UCIOJIb30BaHUS B 00bEME, HEOOXOAMMOM JIsl 1IEJIn 00pa0OTKU MOUX
MEPCOHANBHBIX JAHHBIX.

Hacrosiee cornacue Ha 06pab0TKy MOMX IEPCOHANIBHBIX JaHHBIX IEHCTBYET B TeueHue 1 (ogHoro) rona
WIN 10 €T0 OT3bIBa MHOIO IyTEM HalpaBJICHHs BbILICYKa3aHHBIM OIEpaTopaM MHCBMEHHOTO YBEJOMIICHUS IO
YKa3aHHBIM B COTJIACHH aJIpecaMm.

(mara)

(moxmwcs)
(pacmmudpoBKa MOAIACH)

IMocTraBmuk: IMokynareub:
3aMecTUTENb FeHEPATILHOTO AUPEKTOpa Jupektop 1mo nHHOPMAITMOHHBIM TEXHOJIOTHUSM

Ilectynos A.B. benokypos M.J.
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Ipuinoxenue Ne 5
k JloroBopy nmoctasku Ne 22-100
or 03.03.2022 r.

CYBJIMIIEH3UOHHbLIN IOTOBOP

AxnuonepHoe odmectBo «IletepOyprekas cobiToBasi komnanus» (AO «IlerepOyprckasi cObITOBast
KOMIIAaHHUS»), UMEHyeMoe B nanbHelimeMm «CyOnuiieH3uar», B JIMIE TUPEKTOpa 10 WH(POPMAIMOHHBIM
TeXHOJIOTHAM benmokypoBa Muxawmma ViBaHoBHYa, TEHCTBYIONIETO HA OCHOBAHUHU moBepeHHOCTH Ne 876/1/2021
ot 21.12.2021, ¢ ogHOM CTOPOHBI U

OO0uecTBO ¢ orpaHu4eHHON O0TBeTCTBeHHOCTHIO «buznec Kommynukanum» (OO0 «buzKommy),
nMeHyeMoe B JanbHeidmeM «Jlumensmar», Bmme 3aMmecTuTelss TeHepalbHOro aupekropa llectyHoBa
Anekcannpa BmaguciaBoBruua, MeHCTBYIOMIETO Ha OCHOBaHWU aoBepeHHOCTH OT 18.08.2021 Ne 27, ¢ mpyroii
CTOPOHBI, COBMECTHO HMeHyeMble «CTOpoHBI», 3akmounian Hactosmuii CyOnunensuoHsslid Jlorosop o
HUXKECIEAYIOIIEM:

1. OcHOBHBbIE IOHSTHSI, IPUMeHsieMble B HacTosiieM CyOaunen3uonHom Jlorosope
1.1. IMporpamma pas IBM («mporpaMMHoe o0ecmedeHMe» WIH «MPOrpaMma») — IpeACTaBiIeHHAsS B
00BEKTUBHON (DOpME COBOKYITHOCTH JAHHBIX W KOMaHJ, NMPeIHa3HAYCHHBIX s (yHKIHOHUpoBaHUSI DOBM n
IPYTUX KOMITBIOTEPHBIX YCTPOHCTB B MENAX TONYYEHHs] ONpEIEeNIEHHOTO  pe3yibTara, BKIFOYAs
MOITOTOBUTEILHBIC MaTepHalibl, TIOJYYCHHBIC B X0J¢ pa3paboTKu mporpammsl a1t 9BM, u mopoxaaeMele €ro
ayIUOBHU3YaIbHBIE OTOOPAKEHUS.

1.2. CrannaptHas Bepcusi nporpammbl st IBM — Bepcus nporpammel anss OBM, nelctByromas y
Jlunensuata, B MOMEHT 3akimroueHust CyOnuneH3noHHoro Jlorosopa.

1.3. Hosas Bepcusi mporpammbl ajasi IBM — Bepcus mporpammbl it OBM, cosnanHas Ha 0ase
CTaHIapTHOHN BEpCUM NIPOTPaMMBI B PE3yNbTaTe MPOU3BEICHHBIX YIyUIICHUN.

1.4. NupmBuayanbHas Bepcus nmporpamMmbl 1 IBM — Bepcus nporpammel 1 OBM, co3gaHHas mo
WHAUBUYyaJLHOMY 3aKa3y.

15,  [lemoHcTpauMoHHas Bepcusi nporpaMmsl Aas IBM — mokasaTenbHOE M3JI0KEHHE MPOrpaMMBbl IS
OBM, He noanepkuBaroliee Bcex (PyHKIHUNA TpOrpaMMBl.

1.6. Kommiekt mnporpaMMHOro oéecmedeHusi — HaOOp OBEUICCTBICHHBIX HOCHTENEH Ha OOBEKTHI

WCKITIOYUTEIHHBIX MTPaB, MepeaBaeMbIx oT Jlunensnara CyOonuIieH3nary, KOTOPhId MOKET BKITFOYATh B CeOs:

- KOTHIO (3K3eMIUTAp) rporpammHoro obecniedenust Ha CD-IucKe WM HTHOM HOCHUTETIE;

- HHCTPYKITUIO 10 MHCTALIAIMK Ha CD-aucke niin HHOM HOCHUTENe,

- PYKOBOJICTBO ITOJIL30BAaTEIIsI IPOrpaMMHOTo obecrnieuenust Ha CD-Iucke niiu THOM HOCHTEIIE.

1.7. HWuauBuayanbHasa wuHdopmamus JlumeH3mara - paHHble, KOTOpble JIWIleH3WAT NpeaoCTaBIiIseT
CyOnuneH3uary il BHECEHHS B IIpOrpaMMHOe oOecriedeHune, ¢ IEeNbl0 ero ajanTalud K yCIOBHAM paboTHl B
KOHKpETHOM cyObekTe (eaepamnuu, Topojie, peruoHe, 00JAaCTH, OKpyre, MYyHHIUIAIBHOM O0Opa30BaHUH,
CEJIbCKOM (TTOCEITKOBOM ) TIOCEICHHUH U JIp.

2. lIpenmet CyOnunensuonnoro /lorosopa

2.1. Jlunien3uar o6sizyercsi npenoctaBuTh CyONnIeH3NAaTy HEHCKIIOUMTENBHBIE MTPaBa Ha WCIIOJNB30BaHHE
mporpaMMHOro obecnedeHusi Ha ycloBHsX Hacrtosuiero CyOnmuneH3noHHoro JloroBopa W BbLIATh HPOCTYIO
(HEMCKITIOYNTENBHYIO) JTUIICH3UI0 Ha OyMa)KHOM HOCHTENE, HA OCHOBAaHWU KOTOPOi# (KoTopsix) CyOnurieH3uat
BIIPaBe IOJH30BATHCA CaM M MPEIOCTaBUTh IPAaBO HCIIOIB30BAHUS MPOTPAMMHBIM OOECIIEYeHHEM CBOMM
CTPYKTYPHBIM TOJPa3/IECIECHUAM.

2.2. CyOnuuensuar o0s3yercsi ymnatuth JluieH3uaTy BO3HArpakIeHHE 3a NPENOCTaBICHHOE MpaBO Ha
WCIIONb30BAaHME TPOTPAMMHOTO OOEcTedeHHs] B pa3Mepe M Ha YCIOBHUSAX, YCTAHOBIECHHBIX HACTOSIINM
CybnuneH3noHHbIM J[0roBOpoM.

2.3.  llpenmocraBieHue MpaB Ha MCIOJIB30BaHHE IPOIPAMMHOrO OOECIEYEHHUS! COMPOBOXKIAETCS Mepenayei
Cyonunen3uary Komriuiekra mporpamMmmHoro obecrneueHus u JluieHsuu (100 JIMIICH3MI) HAa UCIOJIb30BaHUE
MIPOTPaAMMHOTO OOECIICUCHIIS.

2.6.  Tlepeuens nepemaBacmoro o CyodmuieH3noHHOMY JOTOBOpY MPOrpaMMHOT0 00ECTICUCHHUS OTIPE/ICIICH B
Hpunoxenun Ne 1 k lorosopy mocrapku Ne 22-100 ot 03.03.2022 .
2.7.  Koau4ecTBO KOMILIEKTOB MPOrPAMMHOI0 00CCIICUCHHUS C JTHIECH3UAMHE, MPEIOCTABISIONIMME PaBO Ha

WCIIOJIb30BaHUE CTAHIAPTHBIX ompenensercs B coorseTcTBuM ¢ Ilpuioxkennem Ne 1 k Jloropopy moctaBku Ne
22-100 ot 03.03.2022 r.
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2.8.  DyHKIMOHAIBHBIC XapaKTEPUCTUKU CTAHAAPTHOW BEPCUU MPOTPAMMHOTO OOECIICUEHUS, ACHCTBYIOIICH
Ha MOMeHT 3akitoucHus CyOnuiieH3noHHOTro J{oroBopa 1 BXOIAIICH B KOMIUIEKT IPOTPAMMHOTO 00ECIICUCHUS
onpenenstorcss CTOpOHAMH.

2.9.00bem mpaB CyOnuiieH3uaTa Ha WCIOJIb30BaHHE MPOTPAMMHOIO OOCCIICYCHHUS YCTAHOBJICH HACTOSIIUM
CyOnuieH3noHHbIM J[oroBOpoM.

3. IlpaBa u o0s13aHHOCTH JIMIIeH3MaTa
3.1. IIpasa Jluuenzuara:
3.1.1. JluneHsuary mpuHAAJCKAT TNpaBa Ha HCIOJIb30BaHUE MPOrPaMMHOIO OOECHEeUeHHs, BKIIOYAs
UCTIONIb30BaHUE CICAYIOIUMH CIIOCOOaMHU: IIyT€M paclpocTpaHeHus mnporpamMMm it OBM  KoHEYHbIM
MOJIb30BATEIISIM, HaXOAALIMMCS Ha Tepputopuu Poccum; myTeM BocmpowsBeldeHHs Oporpamm s OBM,
OTPaHMYEHHOTO0 HMHCTAJUIALMEH, KONMPOBaHHMEM M 3allyckoM nporpamm mnsi OBM B cooTBeTcTBHH ¢
JMLEH3UOHHBIM COTJIAIICHUEM JUIi KOHEYHOTO II0JIb30BAaTelisl, NPENOCTaBIIIEMOE C E€AMHCTBEHHOW IIEJbIO
nepeaayd MpaB HCIONb30BaHUA ITUM CIIOCOOOM KOHEYHBIM I10JIb30BATEJNIs, HAXOMSALMIMMCA Ha TEPPUTOPUHU
Poccuu. [lpu 3ToM mpaBo Ha UCTIONB30BaHKUE porpaMMbl A1t DBM, B OTHOLIIEHUH KOTOPOTO MPEI0CTaBIACTCS
npocrass (HEUCKJIIOUUTENbHAS) JIMLEH3USA, OTPAaHMYCHO NpEeAeiIaMHu, NPEeIyCMOTPEHHBIMU JIHLEH3HOHHBIM
COIJIAIIEHHEM JUIsI KOHEYHOro Mojb30oBaTens. JIMIeH3uaT rapaHTHpyeT, 4yTo OH oOnajgaeT BCEMH IpaBaMH,
HEOOXOIUMBIMH JIJIsl 3aKJIIOYCHHUS ¥ UCTIONHEHHs HacTosimero CybnuieH3nonHoro JJorosopa.
3.1.2. JluneH3uar BrpaBe TPeOOBATH BHIILIATHI BO3HATPAXKACHUS 32 TIPEIOCTABICHHOE ITPABO Ha MCIIOIH30BaHUE
MPOrpaMMHOT0 00ecTiedeHusl.
3.1.3. B cnyuae nHapymenust npaB JIMIeH3MaT BOpaBe OCYIIECTBISATH 3aIIUTy CBOMX NpaB B TMOPSAKE U
cnoco0aMu, MpeayCMOTPEHHBIMH 3aKOHOM, B TOM uucie JluleHsuaT BrpaBe TpeOOBaTh OT HApPYIIUTENS
BO3MELLIECHNS IPUUMHEHHOTO yIiep0a, MOATBEPKIECHHOTO JOKYMEHTAIBHO.
3.2.  O6s3anHocTu JIuneHsuarta:
3.2.1. Jluuensuat o0s3aH npenoctaBuTh CyOiMIleH3MaTy MporpaMMHOE oOecrieueHue, yKazaHHoe B 1. 2.0.
Hactosmero CybmurensnonHoro JloroBopa mns wucmonbs3oBaHus, nepenaB CyOnmmensmaty KomrmmekTsr
MPOrpaMMHOTO OOecTriedeHHs] B KOJIMUYECTBE, yCTaHOBIEHHOM B 1I. 2.7. CybnunensnonHoro JloroBopa B CpokH,
onpenencHubie Jlorosopom mocraBku Ne 22-100 ot 03.03.2022 r.
3.2.2. Jluuensuatr o00s3aH BbigaTh CyOnMIleH3WATy JIMIEH3WIO (MO0 JIMIEH3WM) Ha UCIOJIb30BAHUC
MPOrPaMMHOI0 OOECTICYEeHHs], B KOTOPOH OJDKHBI OBITH OTPa)KE€HbI OCHOBHBIE YCiIoBUsl CyOJIMIIEH3MOHHOTO
Horosopa.
3.2.3. Texuuueckas mnomaepxkka CyOnuneHsmaty 1O TPOrpaMMHOMY  OOECIIEUYEHUIO  OKa3bIBaeTCS
[IpaBoobOnamaTenem, B TOM 4Yucie, HO HE OTPaHUYUBAsICh HIDKEU3I0KEHHbBIM:
OKa3zaHue 1o Tenae(oHy TEXHUYECKOW MMOMOIIY B PELICHHH BO3ZHUKIIMX MIPOOJIEM M NPOBEACHUE KOHCYIbTALMMA
CyOmnuiieH31ara o nporpaMMHOMY 00€CTICUCHHMIO;
MOJIEPXKKY azipeca dIEKTPOHHOH mouTsl B ceTn «HTEepHET» («Internety), ykazanuoro B pazaene 16 Jlorosopa
nocraBku Ne 22-100 ot 03.03.2022 r., nnst mpuema 3anpocoB CyOnuiieH3nara Ha OKa3aHHWE TEXHHYECKOTO
COJICUCTBHS,
npexocrapiicHie HOBBIX BepcHil MpOrpaMMHOTO oOecrieueHUs] 0€3 B3MMaHUS KaKUX-THOO JOTOJHHUTEIbHBIX
JIMIIEH3UOHHBIX TJIaTEXEH.
3.2.4. OO6ecrnieunTh HepasriameHue nepcoHanbHOM MH(popmammu o CyOnuueHsuare, ero pabOTHHUKAX HIIH
napTHepax, a TaKke WHOW HMH(popMmaluu (B T.4. O MOJEIH KOMIIBIOTEPOB, 00 YCTAHOBJIGHHBIX Ha HUX HHBIX
MPOTPaMMHBIX MPOAYKTaX, MOJb30BATEILCKUX HACTPOMKAX MM XpAHAIIUXCS Ha KOMIIBIOTEpaxX JaHHBIX),
cTaBlIel M3BecTHOW JlumeH3uaTy B mporecce MCHOJIHEHUs wnu 3akmodenus CyOnmnensunonnoro Jlorosopa.
Hcnonb3oBaTh yKazaHHYIO HH)OPMAIIHIO TOJIBKO JUIS TOTO, 4TOOBI HCTIONMHUTH CyOnuieH3nonHbIi Jlorosop, He
HCIIOJIB30BaTh HU B KaKUX JAPYTrUX HEJIAX, ITO3BOJJIAOINNX TPETHUM JIMIIaM HJIeHTPIq)I/IHI/IpOBaTB HI/IHGHSI/IaTa.

4.  IlpaBa u o0s3anHocTH CyO/MIIeH3MaTa
4.1. Cy6auueH3uar Bnpase:
4.1.1. OcymecTBIATh SKCIUTyaTaIHIO IPOTPAMMHOTO 00ECIIEYeHUSI B COOTBETCTBHH C €T0 Ha3HAUYEHUEM, B TOM
YHUCJIE 3aIUCh U XpaHeHue B mamsatu DBM.
4.1.2. W3roroBHUTH KOMHUIO MPOrpaMMBbl NIPU YCJIOBHH, YTO ATa KOMU MpeTHa3HAYeHa TOIBKO JJISi apXHUBHBIX
LIeJei 1 IS 3aMEHBI PAaBOMEPHO IMPHUOOPETEHHOT0 SK3EMILISIPA B CITydasix, KOTJa OPUTHHA IPOTPaMMBI yTePsH,
YHUYTOXKEH WU CTal HENpPUTOJEeH I WUCIOJb30BaHMA. [Ipu 3TOM KOMUS MpOrpaMMbl HE MOXKET OBITH
WCTIONb30BaHa IS MHBIX IIeJiel, KpoMe Iefiell ykazaHHbIX B HacTosmeM CyonniieH3noHHoM JloroBope U JomkHa
ObITh BO3BpamieHa JInmeHnsnaty mub0 YHHUYTOXKEHA B Ciydae, €clii BJIaJeHHE IK3EMIULIPOM 3TOH IpOTpamMMbl
nepecTaeT ObITh IPABOMEPHBIM.
4.1.3. CyOnuueH3uaT He 00s3aH NPeACTaBIATh JIUIIEH3UATy OTYETHI 00 MCITOJIE30BAHUH ITPOIPAMM.
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4.2.1. He nomyckath AeWCTBHA, BIESKYIINX 3a c000i HapyuieHue npas JIuneH3uara.

4.2.2. CBoeBpeMEHHO NPOM3BOAWUTH OIUIATYy BO3HATPAXAEHHS 3a MPaBO MOJb30BAaHUS MPOrPAMMHBIM
obecriedeHueM, a TaKKe KOHCYNbTAallMOHHBIX YCIYI B COOTBETCTBUM C YCIOBHSMH HACTOSIIETO
Cyo6mnuren3uonsoro /loroopa.

5. Hena Cyb6auuensnonnoro Jorosopa. Ilopsaok pacueron

5.1. Pa3mep BO3HarpaxJeHus, NOJJIeKaliero yare JIMieH3uary 3a npeaocTaBieHHe HEUCKITIOUHTEITBHOTO
MpaBa Ha KCIIOJIB30BaHUE MPOTPAMMHOT0 00ECIICUeHHUSI, ONPEALCIACTCS B COOTBETCTBUY ¢ JI0roBOpoM nocraBku
Ne 22-100 ot 03.03.2022 r., HAC He obnaraercsi Ha OCHOBaHUM MyHKTa 2 moArnyHKTa 26 ct.149 Hamnorosoro
kojekca PO. [IporpaMmHOe oOecrieueHre BKIIOUCHO B EAMHBIN peecTp pOCCHHCKUX TTPOTPAMM IS SJICKTPOHHBIX
BBIYUCITUTEIBHBIX MAIIMH U 0a3 TaHHBIX.

5.2. CyOnuueH3uaT MPOW3BOIUT OIUIATY Bo3HarpaxiaeHus no CyOnuueH3noHHOMY /loroBopy Ha OCHOBaHUH
CUETOB, MPEIbSBICHHBIX K oruiate JIuieH3naroM B opsiake, ykazanHoMm B JloroBope mocraBku Ne 22-100 ot
03.03.2022 r.

5.3. llena nacrosmero CyOnmuensuonHoro JloroBopa ompenensercst B BamoTe Poccuiickoii ®enepanun
(py0Oun). JlaTol oCyIleCTBICHHUS MaTeXa MPU3HACTCS JaTa CIIUCAHUS JICHEKHBIX CPEJICTB C PACUSTHOrO CUeTa
JInuensuara.

6. Ilopsiok cnaum ¥ NPHEMKH IK3eMILISIPOB MPOrPaAMMHOI0 o0ecreyeHusi U 0Ka3aHHBIX YCJIyT
6.1. IIporpammHoe oOecrieuerne mepenaércs mpeacraButento CyOnuIeH3WaTa JWYHO C MOJITHUCAHHEM
CTOpOHaMH AKTa MpueMa-Tiepeiadd JHMIEH3UN (IporpaMMHOro obOecrieueHus). AKT IpHeMa-Tiepeaadyn
coctasisieT JIunensuar u npegoctapnser CyOnuieH3naTy COBMECTHO C TIPOTPaMMHBIM 00eCTIeYeHUEM.
6.2.  Ilepemaua xomIiekTa (KOMIUIEKTOB) IMPOTPAMMHOTO OOECIIEUeHHsI B KOJMYECTBE, YKa3aHHOM B 1. 2.7.
Hactosmero CybnunensnonHoro JloroBopa, mpousBoautcst mo azapecy Cxiama, ykazaHHomy B /loroBope
nocraBku Ne 22-100 o1 03.03.2022 r.

6.3.  [aroii momy4yeHust KOMITIEKTa (KOMIUIEKTOB) MPOrpaMMHOTO obecrieueHusi CyOnuIeH3naToM CYUTaeTCs
JaTta MOJIMCAHUsI CTOPOHAMU AKTa IprueMa-Tiepeiauy JIMIEH3UN (IPOrpaMMHOTO 00eCTICUeHHS).
6.4. [IpoBepka HamMEHOBaHUS, KOMIUICKTAallUM, WHBIX JAaHHBIX, KAacalOLIUXCA MPENOCTaBIsAEMbIX IIpaB

KCIIOJIb30BaHUS IIporpamm, ocyinectsisiercs CyOnuileH3uaToM He no3jaHee 5 (MATH) pabouux JHEH ¢ MOMEHTA
MpeocTaBlieHNs] yYka3aHHbIX mpaB. [lonmucanme Akta mpueMa-miepefadd He nmmraer CyOnuiieH3nara mpaBa
CCBUIATHCSA HAa HEIOCTATKH TMEPEIaHHBIX IPaB HCIOJIL30BAHUS MPOTPAMM W TPEIABSIBISATH COOTBETCTBYIOIINE
TpeboBanus k CyOnwuieHsuary. B ciydyae BbIABICHHS KaKUX-THOO HECOOTBETCTBHU CTOPOHBI COCTABIISIFOT
COOTBETCTBYIOIIHI aKT.

6.5. [IpoBepka HaWMEHOBAaHHWS, KOMIUICKTAIIMHA, WHBIX JAaHHBIX, KAaCAIOIIMXCS TPEIOCTABIIEMBIX IIPaB
KCIIOJIb30BaHUS TIporpamm, ocyinectrisiercs CyOnuiieH3uaToM He mo3anee S5 (maTh) pabouyux JTHEH ¢ MOMEHTa
MpeAoCTaBleHUsT yKa3aHHBIX TpaB. [logmucanue Akra mpuema-mepenayu He jmmaer CyOnuiieH3maTta IpaBa
CCBIIAThCA Ha HEJOCTATKH TEPENaHHBIX IMPaB HCIIONB30BAHUS MPOTPaAMM M TPEABSBISATH COOTBETCTBYIOIINE
TpeOoBanus k Jlunensuaty. B ciydae BBISBICHUS KaKHX-JIMOO HECOOTBETCTBUM CTOpPOHBI COCTaBJISIFOT
COOTBETCTBYIOIUM aKT.

7. OTBeTCTBEHHOCTD CTOPOH. [leficTBHE HeMPeox0TUMON CHIIbI
7.1. Hacrostmuit pa3men umrtaeTrcs B COOTBETCTBHH ¢ pasfenoM 9 «OTBeTcTBeHHOCTH 1O [loroBopy» u

paznenom 10 «Dopc-maxop» Jorosopa moctaBku Ne 22-100 ot 03.03.2022 r.

8. Ilpoume yciaoBus

8.1.  IlpaBa Ha MCHOJIE30BaHHE MPOTPAMMHOTO OOecIieueHu s, Mepe/laHHble 10 HacTosmeMy JloroBopy, He
MOryT nepenaBarbesi CyOnuIeH3MaTOM MOJHOCTBIO HIIH YaCTUYHO APYTHM JIULAM.
8.2.  Hu CyOnuueH3mar, HA MOJIb30BATENN MPOrPaMMHOT0 o0OecliedeHnsl He BIpaBe 0e3 MpeBapUTeIbLHOTO

MMCBMEHHOTO cornacoBaHus JIMIeH3nara pacpoCTpaHsaTh IK3EMIUIIPBI MPOTPaMMHOTO 00ECTIEYeHNS WIIH €r0
BEPCHUH JIIOOBIM CcIIoco0OM, MepeaaBarh ero TPeThUM JHLAaM, BHOCUTh H3MEHEHHUS B IPOrpaMMHOE 0OecTiedeHue,
nepeaesbIBaTh MPOrpaMMHOE OOecrieueHHe.

8.3. Bce wu3menenuss u gononHeHWs K HacrosmeMmy CyOmuieH3noHHOMY JloroBopy cumTaroTcs
JeHCTBUTEIBHBIMHU, €CITH OHU 0(OPMJIICHBI B TUCBMEHHOM BHJIE U IOANKCaHbl 06eumMu CTOPOHAMH.
8.4. Ycnous Hactosimero CyonuueH3nonHoro JloroBopa KoH(pUASHINATBHBI M HE TIOJJIEKAT Pa3IiIalleHuIo.

Ecmun nnoe He Oyner ycrtaHoBieHo cornamieHneM CTOpoH, KOH(HIOEHIMATbHBIMU SBJSIOTCS TaKKe BCe
nonydaembie CTOpoHaMU JIpyT OT Apyra B mpotecce ucnoiaaenns CyOnumen3unonHoro JloroBopa cBeneHms, 3a
UCKJIIOUCHHEM TeX, KoTopble 0e3 ydactust CTOpoH ObUTH WM OyAyT OMyOJMKOBAHBI, WM PACIPOCTPAHEHBI B
oHIMATBEHBIX HCTOYHUKAX, MO0 WHBIM 00pa3oM CTali/CTaHyT MyOJMYHO M3BEeCTHHI. [Ipu 3TOM HH OlHA U3

MepepaH vepes [naznok 02.03.2022 18:25 GMT+03:00 /

C3fead3f-5ebd-4148-Sfel-Oec50f92cdb | |::|1

CrpaHuua 11113 127 \

\
"/



CTOpOH HC HCCCT OTBCTCTBCHHOCTH 3a HCﬁCTBHH, CBS3aHHBIC C IMPCACTABJICHUEM KOH(l)I/II[CHL[I/IaIIBHBIX CBCI[CHI/Iﬁ
B CyJ Ui WHOM KOMIICTCHTHEIN FOC}’I[apCTBCHHI:Iﬁ OpraH Ha OCHOBaHUU UX O(l)I/ILII/Ia.]ILHOFO 3armpoca.

8.5.

pasnenom 13 «Paspemenue ciopos» Jlorosopa mocraBku Ne 22-100 ot 03.03.2022 .

9. Cpoxk npexocrasjenus npas u aeiicteus Cyoaunenzuonnoro Jlorosopa®

9.1.

Paspemenne criopoB mo Hactosmemy CyOnuIeH3MOHHOMY JOTOBOPY IPOHW3BOIUTCS B COOTBETCTBUU C

Hacrosmuit CyOnumen3uonHsiii JloroBop BCTymaeT B CHIIy € AaThl ero monmucanus CTOpoHaAMU U

I[CﬁCTByeT o HCTeueHue 1 (OI[HOFO) KaJICHAAapHOro roga € MOMCHTA AaKTHUBAllUU CEpBHCA TEXHUYCCKOU

MOAACPIKKH.

9.2.

pacTopkeHus gorosopa» Jloropopa mocrasku Ne 22-100 ot 03.03.2022 r.

10. 3aka0uuTeNbHbIEC MOJIOKEHUA

10.1.

nocraBku Ne 22-100 ot 03.03.2022 r., CTOpOHBI pyKOBOACTBYIOTCS ICHCTBYIOIIUM 3aKOHOATENbCTBOM PO.

10.2.

OJMHAKOBYIO IOPHINYECKYIO CHILY, 10 OZHOMY JUIS KaXKJIOW CTOPOHBI.

11. Aapeca u peKBU3HTHI CTOPOH

CyOnmunieH3nOHHBIH J{oTOBOpP MOKET OBITH PACTOPTHYT B CITydasiX, OMMUCAHHEIX B pazaene 13 «OcHoBaHUS

Bo Bcem mHOM, He mpemycMOTpeHHBIM HacTosimuM CyOnuiieH3noHHbIM [loroBopom u JloroBopom

Hacrosmmuit CyOnuiieH3noHHBIH J{0TOBOp COCTaBI€H B ABYX MOJUIMHHBIX 3K3EMIUISIPAX, WMEIOIIIX

JInnensunar:

CyOauneH3uar:

000 «buzKomm»

WNHH 7714856880 KIIIT 772401001

OI'PH 1117746926593

IOpunnuecknii agpec: 115230, r. MockBa, npoesn

od. 14

[Tourossrit anpec: 119334, r. Mocksa, a/s 85
OKIIO 37215155 OKTMO 45918000

e-mail: in@biz-komm.ru

tenedon: +7 (495) 900-10-65

BaHKOBCKIE PEKBU3HTHI:

p/c 40702810747010001406

B LIEHTPAJIbHBIN ®UJIUAJI AB "POCCUS"
k/c 30101810145250000220 BUK 044525220

Xnebo3aBojackuid, a. 7, cTp. 9, 1. 3, oM. X, kom. 25,

AO «IlerepOyprckasi cObITOBasi KOMIIAHUSD)
WNHH 7841322249 KIIIT 780401001

OI'PH 1057812496818

IOpuamaecknit anpec: 195009, Cankr-IlerepOypr,
yi1. Muxaiinosa, gom 11

[Touroeslii anpec: 195009, Cankr-IletepOypr, yiI.
MuxaiinmoBa, oM 11

OKIIO 77724330 OKTMO 40330000000

e-mail: office@pesc.ru

tenedon: +7 (812) 303-69-69

thakc: +7 (812) 327-07-03

baHKOBCKME PEKBU3UTHL:

p/c 40702810900000028772

B BAHK I'TIb (AO) r. Mocksa

BUK 044525823

k/c 30101810200000000823

3aMecTHTEIb TCHCPAJIbHOTO JUPEKTOPa

Ilectynor A.B.

JupexTop 1o HHPOPMAILIMOHHBIM TEXHOJIOT UM

Bbenokypos M.H.

5 Cornacno n.4 cr.1235 TK P® YKa3aHHbII CPOK HE MOXKET IPEBbINIATh CPOK ACHCTBHS MCKIIOY pe
ﬂepeﬂaH yepe3s [naaok 02.03.2022 18:25 GMT+03:00 // \
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Ipunoxenue Ne 6
k JloroBopy moctaBku Ne 22-100
ot 03.03.2022 r.

@opMa npeaocTaBIeHNs 3aKa34YUKY HH(OPMAILUH 0 CTPaHe MPOUCX0KIEHHs TOBApa, B TOM YHCJIe MOCTABJIs€MOr0 NPH BHINOJHEHHHU 3aKyaeMbIX padoT, 0Ka3aHUH
3aKynaeMbIX yCJIyr

Ne Kopx ToBapa no Howmep peectpoBoit HaumenoBanue O06Bem ToBapa, O0BEM poccHiickoro ToBapa, B TOM
/i OOmepoccuiickomy 3aIKCH TOBApa B TOBapa B TOM YHCJI€ ITOCTABJICHHOTO YHCIIe TOBAPA, MOCTABICHHOTO
KJIaccu(puKaTopy peectpax, MpY BBITIOJTHEHUT NPY BBIIOJTHEHUH 3aKyaeMBIX
POAYKIHN MPeIyCMOTPEHHBIX 3aKymnaeMbix pador, pabot, oka3aHUM 3aKyIaeMbIX
10 BHJaM 3KOHOMHYECKOH IYHKTOM 2 OKa3aHHUH 3aKyNaeMbIX YCIIyT yciIyr
JEeSTeTbHOCTH [Mocranosnenns Ne 2013° (py©Omneit) (py©Omneit)
OK 034-2014 (Ip1 HATMYHN)
(KIIEC 2008)
(OKI1J2)
1. 26.2 - Kowmmbeotepsl u | OTCyTCTBYyeT CepBep  ThinkSystem | 8 119 454,40
nepudepuiinoe SR530, dopm  dakrop

Rack 1U, ycraHoBka 10
2 mpoueccopoB, 12
CJIOTOB oJt
OINIEPaTUBHYIO  IaMATh
TruDDR4 2666MI'1 no
7681°0, ycraHOBKa 10 8
JKECTKMX JHCKOB 2,5"
SAS/SATA, CETEBOU
uatepdeiic 10GbE 2P,
yCTaHOBKa 70 2 OJIOKOB
MUTaHUS C  TOpAYCH
3aMEHOW, B COCTaBe:
ThinkSystem SR530
2.5" Chassis with 8 Bays
(AV0S), Operating mode

obopymnoBaHue

¢ Homep peecTpoBoii 3anucH TOBapa, BKIIOYEHHOTO B PEECTP IIPOMBIILIEHHOI NPOAyKIUHU, IPOU3BEAEHHON Ha TeppuTopun Poccuiickoit dejiepaliuu, Wik B PEECTp NPOMBILIIEHHOM IPOIyKIHUH,
MPOM3BEIEHHON Ha TEPPUTOPUH rOCyIapcTBa - wWieHa EBpa3suiickoro 3KOHOMHUYECKOTO CO03a, 3a ncKimoueHneM Poccuiickoit @eneparmu, mpeaycMOTpeHHbIE TocTaHOBIeHHeM [IpaBuTenbcTBa
Poccuiickoii @enepaunu ot 30 anpenst 2020 r. N 616 "O0 ycraHOBIIEHHH 3aIipeTa Ha JOITYCK IIPOMBIIUICHHBIX TOBAPOB, IPOUCXOSIINX U3 MHOCTPAHHBIX TOCYIApCTB, JUIS [IeJIeH OCYIECTBICHHS
3aKyTOK JUISl TOCYJapCTBEHHBIX M MYHHIMIAIBHBIX HYXJI, a TaKkKe NMPOMBIIUICHHBIX TOBAPOB, MPOUCXOJSIINX U3 WHOCTPAHHBIX TOCYNApCTB, PadOT (yciyr), BHIMOJHAEMBIX (OKa3bIBAEMBbIX)
MHOCTPaHHBIMH JINIIAMHU, JUISl [IeJIeH OCYIIECTBICHHS 3aKyTIOK JIIA HYXJI 000pOHBI cTpaHbl M Oe3onmacHocTH rocyaapcrBa MJIM B enuHbIN peecTp pOCCHICKOI pajimodIeKTPOHHOM NpOyKIHH,
HIpPeayCMOTPEHHBIN TIOCTaHOBIICHHEM IIpasurensctBa Poccuiickoit ®enepamuu ot 10 urons 2019 r. N 878 "O Mmepax cTUMyIUpOBaHHUS MPC R O G A RO HEE D5 / \
tepputopun Poccuiickoit denepaiyy 1mpyu OCYIIECTBIEHUH 3aKyIIOK TOBapoB, padOT, yciyr Juisi oOecriedeHHs TOCYJIapCTBEHHBIX M MYHI 3fdad3K Seb A 4148 OFEIL08E50/920d6B1 ¢ |=:Iv
nocraHoBieHue [Ipasurenscra Poceniickoit @enepanuu ot 16 centsiops 2016 r. N 925 u npu3HaHUM YyTPAaTHBIIMMHU CHIIy HEKOTOPBIX akToB [1p fipdbpue 3 nzid? \ /



selection for: Efficiency
- Favoring Performance
Mode (BFYE), Intel
Xeon Silver 4214R 12C
100W 2.4GHz Processor
(B7N6) 2,
ThinkSystem 16GB
TruDDR4 2933MHz
(2Rx8 1.2V) RDIMM

(B4H2) 41T,
ThinkSystem
SR530/SR630/SR570

2.5" SATAJ/SAS 8-Bay
Backplane (AUWB),
Select Storage devices -
no configured RAID
required (5977),
ThinkSystem RAID 930-
16i 8GB Flash PCle
12Gb Adapter (B31E),
ThinkSystem 2.5" 1.2TB
10K SAS 12Gb Hot
Swap 512n HDD

(AUM1) 4urr,
ThinkSystem
SR530/SR570/SR630

x8/x16 PCle LP+LP
Riser 1 Kit (AUWCQ),
ThinkSystem
SR530/SR570/SR630
x16 PCle LP Riser 2 Kit
(AUWA), Lenovo
ThinkSystem 1U LP+LP
BF Riser Bracket
(AUWQ), ThinkSystem
1Gb 2-port RJ45 LOM
(AUKG), T

26.2 - KomnobroTepsl
nepudepuitHoe
obopymoBanue

u

OtcyTcTByeT

Cepsep  ThinkSystem
SR590,  ¢dopm-daxrop
2U, B COoCTaBe:
ThinkSystem SR590
3.5" Chassis with 8 or 12
Bays (AXEB), Operating
mode  selection  for:

4 547 604,00

Mepeaar vepes Ananok 02.03.2022 18:25 GMT+03:00 / \
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"Efficiency - Favoring
Performance Mode"
(BFYE), Intel Xeon Gold
6230R  26C  150W
2.1GHz Processor
(BAZX) 2uir,
ThinkSystem 32GB
TruDDR4 2933MHz
(2Rx4 1.2V) RDIMM
(B4H3) 4,
ThinkSystem 2U 3.5"
SATA/SAS 12-Bay
Backplane (AUR9),
Select Storage devices -
no configured RAID
required (5977),
ThinkSystem RAID 930-
16i 8GB Flash PCle
12Gb Adapter (B31E),
ThinkSystem 3.5" 4TB
72K SATA 6Gb Hot
Swap 512n HDD
(AUUSB) 12,
ThinkSystem M.2 with
Mirroring  Enablement
Kit (AUMV),
ThinkSystem M.2 5300
240GB SATA 6Gbps
Non-Hot Swap SSD
(B8HS) 2,
ThinkSystem SR590
x8/x8/x8 PCIE Riser 1
(B261),  ThinkSystem
10Gb 2-port SFP+ LOM
(AUKJ), ThinkSystem
Intel X710-DA2 PCle
10Gb  2-Port  SFP+
Ethernet Adapter
(AUKX), ThinkSystem
750W(230/115V)

Platinum Hot-Swap
Power Supply (AXES6)
2, 2.8m, 13A/100-
250V, C13 to C14

Mepeaar vepes Ananok 02.03.2022 18:25 GMT+03:00 / \
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Jumper Cord (6400)
2uir, ThinkSystem
XClarity Controller
Stand

26.2 - KoMIbooTephl
niepudepuitHoe
o0opynoBaHue

u

OtcyTcTBYyeT

Cepsep  ThinkSystem
SR650, ¢opm dakTop
Rack 2U, B cocrase:
SR650 3,5 Chassis with
8 or 12 bays (AUVW),
Operating mode
selection for: "Efficiency
- Favoring Performance
Mode" (BFYE), INTEL
Xeon Gold 6230R 26C
150W 2.1GHz (BAZX)
2, ThinkSystem
32GB TruDDR4
2933MHz (2Rx4 1.2V)
RDIMM (B4H3) 8,
ThinkSystem 2U 3.5"
SATA/SAS 12-Bay
Backplane (AUR9),
select storage devices no
configured RAID
required (5977),
ThinkSystem RAID 930-
16i 8GB Flash PCle
12Gb Adapter (B31E),
ThinkSystem 3.5" 5300
3.84TB Entry SATA
6Gb Hot Swap SSD
(B8HQ) 6T,
ThinkSystem M.2 with
Mirroring  Enablement
Kit (AUMV),
ThinkSystem M.2 5300
240GB SATA 6Gbps
Non-Hot Swap SSD
(B8HS) 2mrr,
ThinkSystem 2U
x8/x8/x8 PCIE FH Riser
1 (AUR4), ThinkSystem
I1350-T2 PCle 1Gb 2-
Port RJ45  Ethernet

6 765 542,40
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Adapter (AUZY),
ThinkSystem Intel
X710-DA2 PCle 10Gb
2-Port SFP+ Ethernet
Adapter (AUKX),
ThinkSystem  1100W
(230Vv/115V) Platinum
Hot-Swap Power Supply
(AVWF) 2mT, 2.8m,
13A/100-250V, C13 to
C14 Jumper Cord (6400)
2T, ThinkSystem
XClarity Contr

IMocTaBmMK:
3aMecTuTeNb FeHePaTLHOTO AUPEKTOPa

[Tectynor A.B.

IMokynaresn:
JupekTop 1mo nH(HOPMAITMOHHBIM TEXHOJIOT UM

Bbenokypos M.J.
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[punno:xenue Ne 7
k JloroBopy nmoctasku Ne 22-100
ot 03.03.2022 r.

COI'JTAIIEHUE
Ob BJIEKTPOHHOM JOKYMEHTOOBOPOTE

AxunonepHoe obmiectBo «IletepOyprekast copiToBast komnanus» (AO «IletepOyprckast cObBITOBass KOMIAHHS),
nMeHyemoe B JanbHeleM «CTopoHa-1», B Iuie AUpPeKTopa Mo HHGOPMAMOHHBIM TeXHOJOTHAM benokyposa
Muxanna MBaHoBm4a, MeHCTBYIOMETO Ha OcHOBaHMH jaoBepeHHOocTH Ne 876/1/2021 ot 21.12.2021, ¢ oxHOiA
CTOPOHBI, U

OO6miecTBO ¢ orpaHn4eHHON oTBeTCcTBeHHOCTHIO «buznec Kommynukanum» (OO0 «buzKomm»), nmMeHnyemoe B
nanpHelem «Cropona-2», B IWIle 3aMecTHTeNsl TeHepalbHoro ampektopa IlecTtyHoBa Auekcanmpa
BrnagncnaBoBuda, neicTByromero Ha OcHOBaHMHM noBepeHHOCTH OT 18.08.2021 Ne 27, ¢ mpyroii CTOpOHBI,
COBMECTHO HMEHyeMble B JanbHeiimeMm «CTOpPOHBDY, 3aKIIOYMIM HACTOAIIEE COTrNIalleHue (Janee —
«CormnameHne») 0 HIKECISYIOMCM.

Hacrosmee Cornamenue sBisieTcss HeoThemieMoil dacThio JloroBopa moctaBku Ne 22-100 ot 03.03.2022
(manee — CornaieHue).

1. TepmuHsl, onpeneneHns 1 COKpaILEeHHs

1.1. Bce TepMHUHBI H ONIpeeNieHUS UCTIONB3YIOTCA B HacToseM COrjalieHny | Py B3aUMOACHCTBHN
CTOpOH Ha ocHoBannu CorJamnieHus B CIICYIOLIEM 3HAYCHUH!

i......JlanveHoBamne Tepyua i Cokpamenme i Ompenenenne TepMuHa (paclUMQPOBKA COKpalleHus)
AKKpeIuTOBaHHBIH AYIL] IOpunuveckoe IHUIO, OCYHICCTBISIOMICE (DYHKIUH IO
YIOCTOBEPSIONINN IICHTP CO3JJAHUI0 U BbIJaye KBATM(HUIUPOBAHHBIX CepTH(UKATOB
KIIIO4YeH MPOBEPKH 3JEKTPOHHBIX IOAMHUCEH, a TakKe HHbIE
GbyHKIMH, IpeayCMOTPEHHBIE JIeHCTBYIOIUM
Jluo, KOTOpPOMY B  YCTAaHOBJIEHHOM J€HCTBYIOIIUM
3aKOHOJATEIHCTBOM IOPAIKE BBIJAH KBATU(PHUIIMPOBAHHBIN
SepTHdUKAT KII0Ua NPOBEPKI SNICKTPORHOM ogmen
OJEeKTPOHHBIH NEPBUYHBIM TOKYMEHT 00 OTTpy3Ke TOBAapOB
(BeImonHEHHH paboT), mepenadye MMYIIECTBEHHBIX IIpaB
(moxyMeHT 00 OKa3aHMM YCIyT), NPUMEHAEMBIH IpH
odopmiieHrN (HAKTOB XO3SMCTBEHHOH KHM3HH, CONCPKAIIUI
JMaHHBIE cdeTa-(QakTypel OQOPMISIEMBI  yJ4aCTHHKaMHU
o0opoTa TOBapoOB Ul HCIIPABICHUS paHEE COCTABICHHOTO
JAOKYMEHTa, COZIepIKaBIIero OMMOKH 1 (WIH) HETOUHOCTH
Bupn ycuieHHOW 31eKTPOHHOW IMOIIICH, KOTOpas OTBEYaeT
BCEM IIPH3HAKAM, YCTaHOBICHHBEIM DenepatbHbBIM 3aKOHOM
Ne 63-®@3 «OO0 »>NMEKTPOHHOW MOMIHCH», B TOM YHCIE
CIIEAYIOIIMM:

- MOJydeHa B pe3yibTare KpUOTOrpapuuecKoro
npeoOpa3oBanus WHPOPMAIMKM C WCTOIH30BAHUEM KIIFOYA
3JIEKTPOHHOM MOJUCH;

- MO3BOJSIET ~ OMPENeNHTh  JIWIO, MOJIHCABIIEe
3JIEKTPOHHBIN JOKYMEHT;

- MO3BOJIIET OOHAPYKUTH ()aKT BHECEHUST U3MEHEHUI
B JIEKTPOHHBII JOKYMEHT HOCIIE €ro MOMHCAHUS;

- CO3/1a€TCs C HCIOJIb30BAHUEM CPEJCTB IEKTPOHHOM
MOJIHCH;

- KIIF04 MPOBEPKHU AIIEKTPOHHON MNOJNMCU yKa3aH B
cepTru(UKaTe KJII04a IPOBEPKHU JIEKTPOHHOM TOJIIHCH;

- JUIA CO3JaHHS M MPOBEPKH AJIEKTPOHHOH ITOIIHICH
HCTIONB3YIOTCS CPEACTBA 3IIEKTPOHHOM MOAIUCH, UMEIOIINE
TTOJITBEPIKICHUE COOTBETCTBUS TpeOOBaHUSAM,
YCTaHOBJICHHBIM B COOTBETCTBHHU ¢ DemepalbHBIM 3aKOHOM
N 6303, «Q0 MCKIPOHHOU MOMIMCHY | ...veoeeevesrererasees

CepTudukar KIOYa TPOBEPKH DIEKTPOHHOW TIOIHCH,

Bnangenen kBaauduIupoBaHHOTO
cepTuduKaTa KJIr4ua IpOBEPKU
3neKTp0HH0171 HOJITUCH

HUcnpasnennsiii YIIZ]

Brnanener KOIT

KBamm¢uunpoBaHnHas 31eKTpOHHAS
TIOJITTUCH

KoIl

KeamudunupoBannbrii cepTudukar

KIIF0Ya TIPOBEPKH aneKTPOHHoﬁ : KOII COOTBeTCTBylomw"' TpeOOBaHUS YCTAHOBJICHHBI
T T,y oo ﬂepeAaH uepeB ,ﬂMaﬂOK 02 032022 ’\825 GMT+O3OO /
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MOAINCU @enepanbHpiM  3akoHOM Ne  63-03  «O06 3JIeKTpOHHOU
MOJTINCH» ¥ WHBIMH NMPUHIMAEMbIMH B COOTBETCTBHH C HUM
HOPMAaTHBHBIMH  IPaBOBBIMH aKTaMmH, CO3JIaHHBIN
aKKPEAWTOBAaHHBIM  YIOCTOBEPAIOIINM  IEHTPOM  JIHOO
(denepasbHBIM ~ OPraHOM  HCIOJHUTENBHOW  BIIACTH,
YIIOJIHOMOYEHHBIM B c(epe HCHONB30BAHUSA 3ICKTPOHHOU
TIOJTINCH, W SBJIAIOUIMNCS B CBSI3H C STHM OQHIHAaIbHBIM
JOKYMEHTOM

VHukanbHas TIOCJIEAOBATEIIBHOCTh  CHMBOJIOB, KOTOpas
CO3Jac€TCsl B Iapc C 3aKpbIThIM KIHOYOM 3J'IeKTp0HHOI71
noAInMMUCHU C IIOMOIIBIO KpI/IHTOI’pa(l)I/I‘IeCKOFO aJroputMa "
HUCIOJIB3YCTCA  IJIA HII/I(l)pOBaHI/IH JaHHBIX W HPOBCPKHU
NOJJIMHHOCTHU SHGKTpOHHOﬁ noanucu B BJICKTPOHHOM
Z[OKXMCHTC

Kitrou npoBepku 351€KTpOHHOM
MOJITHCH

OTKpBITHIH KITIOY

Kitou anekTpoHHOM noanucu

L
3aKpBITHINA KItOY : YHUKaIbHas MOCJIEA0BATEILHOCTD CHMBOJIOB,
i MpeAHa3HaueHHasl JUIsl CO3JaHMs DJIEKTPOHHOW MOANUCU B
: 9JICKTPOHHBIX IOKYMEHTAX

VY1para noBepus K TOMY (akTy, 4YTO HCHOJIb3yeMbIe
3aKpBITBIE KJIIOYM DJJIEKTPOHHOW IOAIUCH HEU3BECTHBI
IIOCTOPOHHUM JIMLIAM.

Taxoke o KOMIIPOMETaUe KIH04a 3JEKTPOHHON MOAINCH
MOHUMAeTC €ro  yTpaTa, XHIIEHHE, pasriallcHHe,
HECaHKIIMOHNPOBAHHOE KONMPOBAHHUE, JIFOOBIE IPyTHe BHIBI
pasriameHus 3akpbiToro kmouda Oll, a Takke Takue ciaydad,
KOTJla Helb3sl JOCTOBEPHO YCTAaHOBUTH, YTO MPOH3OLUIO C
HOCHTEJIEM, COACPIKALIMM 3aKPBITHIA Kitod JI1

CTopOHa-l W CTopOHa-Z, HaHpaBJ‘ISIIOH.[aSI 3JIEKTPOHHBIN
JOKYyMEHT, moanucaHabld DIl mo TeneKOMMYHHKAITHOHHBIM
KaHaJlaM CBSI3H Ipyroi Ctopone

ONEeKTPOHHBIN [TOKYMEHT, WCIIOJHEHHBIH B Qopmare, He
YCTaHOBJICHHOM 3aKOHOAATenbcTBOM P® mnmm B ¢opmare,
CaMOCTOSITEIILHO oTaHHOM OO11eCTBOM

.SaMoCToATeTbHO paspaboranom O0mectom

Opranusanusi, COOTBETCTBYIONIAS YCTAHOBJICHHBIM
JCUCTBYIOIMM  3aKOHOJATENIbCTBOM  TPEOOBAaHUSIM K
orepaTopy JJIEKTPOHHOTO JIOKyMEHTO0000pOoTa u
MPEIOCTABIISAONIAsT  YCIYTH [0 OOMEHY OTKpPBITOH U
KOH(HICHIMATBHO uHpopMaIue o
TEJICKOMMYHHKAIIMOHHBIM ~ KaHalaM CBSI3M B paMKax
o0ecreyeHrs 3JICKTPOHHOTO JIOKYMEHTOO000pOTa MEXITy
KommnanueiiT W TpeThbUMH JIAIAMH C [PUMCHEHHEM
9JICKTPOHHBIX MOAIHNCCH

L
i Jlns umeneidl HacToOSIEro JOKYMEHTAa: AOKYMEHT, KOTOPBIM

Komnpomeranus kiaroua
3JIEKTPOHHOU MOAIUCH

Hampasnsiromas Cropona

HedopmanuzoBaHHBIH
JIEKTPOHHBIA JOKYMEHT

OmepaTop 3JIEKTPOHHOTO
JOKyMEHT0000pOTa

Omneparop 210

IlepBUYHBIN YYETHBIN JOKYMEHT

odopmisieTcst (akT XO3SMCTBEHHON omeparu s I[esei
OTpaXKeHHs1 B OyXTANTEPCKOM U HATIOTOBOM YUETE

L
: Cropona-1 umn CtopoHa-2, mojyJaromniasi OT HallpaBIISIOIeH

[Momyuaromas CtopoHa

CTOpOHBI 3JEKTPOHHBIM TOKYMEHT, moamucanueiii JI1, 1o
TEJICKOMMYHUKALMOHHBIM KaHANIaM CBSI3H

L
: Texnonorusi, oOecmeuyuBaromas BO3MOXKHOCTE OOMeEHa

PoymuHr (MexonepaTopckoe
B3aUMO/IEHCTBHE)

3JIEKTPOHHBIMHU JIOKYMEHTaMHU MEXTY pa3HBIMU
; QUISPATOPAMH SKTPORNOTG JIOKYMEHTOO00OT .
OJEeKTPOHHBIH MOKYMEHT WM JOKYMEHT Ha OyMa)XHOM
HOCHTENIe, BBIJAHHBIE YAOCTOBEPAIONINM IIEHTPOM |
MOJATBEPKAAIOMMHA  MPUHAAJIEKHOCT KIIOYa IPOBEPKU
JIEKTPOHHON mnoammcu Bragensiy ceprudukara kioda
JIPOBEPKU MMEKTPOHHONTOAMHCH | ooeeeererrerenens
SHeKTpOHHLm ¢aiin YCTaHOBJIEHHOTO ¢dopmara,
¢dukcupyronmii ¢akt Hecornacus nonydaromed CTOpoOHBI ©

110J1 HHBIM 3JICKTPOHHBIM JOKYMCHTOM

B A e e S S L

DNEKTPOHHBIHI JOKYMEHT, MPUMEHSIEMbI I npu
MOJNTBEPXKACHUN  (paKTa COTJACOBAaHHS MPOJABIOM U
MOKymaTeaeM  HW3MeHeHUs  (YBEJOMJICHHS  IPOJABIIOM
MOKymaTessi 00 M3MEHEHHH) CTOUMOCTH JOTOBOPA B CBSI3M C :

HU3MEHECHHUEM LIEH! ""
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CeptudukaT KJIt049a MPOBEPKH
3JIEKTPOHHOM MOUCH

-
YBenomieHne 00 yTOYHEHHH Yoy

JOKyMEHTa
YHuBepcanbHbIi :
KOPPEKTHUPOBOYHBIH JOKYMEHT :

YK



(oObema)  mocTaBiIEeHHBIX  (OTTPYKEHHBIX)  TOBapOB
(BBITTOJTHEHHBIX pa0OT, OKAa3aHHBIX YCIYT), IEpPEeIaHHbIX
MMYLIECTBEHHBIX TPAB

YHUBepcalbHbIH NepeJaTOYHbIN
JOKYMEHT

YIIA DJEeKTPOHHBIN JOKYMEHT, IPUMEHSEMbIH 111 0(OpMIICHUS
(akTOB XO3AWCTBEHHOHN >XW3HM W/WIH TPH pacderax IIo
HAJIOTy Ha JOOaBIIEHHYIO CTOWMOCTB, (OpPMAaT KOTOPOTO
yTrBepxknaerca OenepaabHOI HATOTOBOU CITYy>KOOH, KOTOPHIi
MOJKET IIPUMEHSTHCS B OJHOW U3 CIEAYIOIUX (YHKINI:

CUDOII - Cuer-daxrypa, NpUMEHSEMBIH MpH
pacyerax IO HaJlOry Ha JI00aBICHHYIO CTOUMOCTb, U
JOKyMEHT 00 OTrpy3Ke ToBapa, BBIINOJIHEHHH paboT,
nepefaye MMYLIECTBEHHBIX MpaB, JTOKYMEHT 00 OKa3aHUH

yCIIyT;

CYO® — Cyer-akTypa, HpUMEHIEMBIH IPU pacueTax
T10 HAJIOTy Ha JJOOABJIEHHYIO CTOUMOCTB;
JOIl - Joxyment o0 OTrpy3ke ToBapa,
BBINOJIHEHNH paboT, Iepenadye WMYLIECTBEHHBIX IIpasB,
JAOKYMEHT 00 OKASAHUM YOIVT || | o...eeeeeeeereessesssnsaseens

OJeKTpOHHBIH  IOKYMEHT, HCIONHCHHBIA  Qopmare,
YCTQHOBJICHHOM HJIM PEKOMEH/I0BAHHOM 3aKOHOAATEIHCTBOM

®opManu30BaHHbIN 3JEKTPOHHBIN
JOKyMEHT

DNEKTPOHHBIN JOKYMEHT

e

JokymeHTupoBaHHass WH(OpMALUs, MPEACTABICHHAS B
JNEKTPOHHON (opMme, TO ecTh B BHIE, NPUTOJHOM [UIs
BOCIIPUATHSL YEIOBEKOM C HCIOJIB30BAHHEM JIICKTPOHHBIX
BBIYMCIIMTENBHBIX MAIMH, a TaKkKe Ui [epenadd Mo
UH(POPMAMOHHO-TEIEKOMMYHHKAIIMOHHBIM ~ CETSIM WA
00paboTKU B I/IH(I)OpMaHI/IOHHI)IX CUCTEMAX

210 : Kommneke ABTOMATHU3UPOBAHHBIX MIPOLIECCOB,
00ecreunBaOMNX IBIDKCHAE JJIEKTPOHHBIX JTOKYMEHTOB C
MOMEHTA MX CO3JaHUsI H/WIIN TOIyYEeHHUs 0 3aBEPILCHUS UX
OpabOoTKH, apXMBUPOBAHMUS 1/WIIM YHUYTOKEHHS

R NN R R AR EEEEEEEEEEEEEEENEEERERRRRREEE

DIEeKTPOHHBIN TOKYMEHTOO0OPOT

r
¢
;

OneKTpOHHasl OAMUChH HbopMalss B DNEKTPOHHOM  Qopme,  KoTOpas
i IpUCOe/IMHEHA K Jpyroil MHGOpMALM¥ B DJICKTPOHHOM
i (opme (HoAnKMCHIBaeMO# MH(GOPMAIMN) UM UHBIM 00pa3oM
§CB5I3aHa C Takoil wMHpOpManMeil UM NpHUMEHseTCs IS

OHBeHeHeHI/IH JIMIA, TOAMHUCBIBAOIICTO I/IH(}?OPMaHI/IIO

% % % NN NN NN R NN N NN NN R N N RN NN A R N A A A R R A A AR R RN EEEEEEENNNNN RN RRSEEEEEEEEEEE g

2. [IpeameT cornameHus

2.1. Hacrosmuum CornamenueM CTOPOHBI yCTaHABIMBAIOT YCIOBHS M MOPSIOK OpraHu3aiyiu oOMeHa
3JNIEKTPOHHBIMH JJOKYMEHTaMH MO TeJIeKOMMYHHUKAIIMOHHBIM KaHajlaM CBsi3H, noanucanHsiMu KOII B kadyecTBe
aHayora COOCTBEHHOPYYHO MOAIMCH ¥ ITeYaTH OPTaHU3aIliH.

2.2. CTOpoHBI COITAINAIOTCs MPHU3HABATh TONyYEHHBIE (HANpaBICHHBIE) B paMKax JIIEKTPOHHOTO
JOKYMEHTO000pOTa DJIEKTPOHHBIE JOKYMEHTHl PABHO3HAYHBIMHM AHAJIOTMYHBIM JOKYMEHTaM Ha OyMajKHBIX
HOCHTEJISX.

2.3. DNeKTpoHHbIE JOKYMEHTBI, KOTOpbIMH oOMeHuBatoTcst CtopoHsl B pamkax 31O, 10MmKHBI OBITH
MoJITICaHbl KBTMpUIUpoBaHHO# D11

2.4. DNeKTpPOHHBI TOKYMEHTO000pOT ocymiecTBiseTcs CTOpOHaMH TMOCPEACTBOM OOMEHa BHJIAMH
JJIEKTPOHHBIX JOKYMEHTOB, YKa3aHHbIX B [Ipunoxenun 1 k Cornamenuto.

2.4.1. B ciay4ae eciii HOPMaTHBHO-TIPAaBOBbBIE aKThI, YKkazaHHbIe B [Ipunoxennu 1 CornamieHus, OyayT
OTMEHEHbI JIMO0 u3MeHeHbl, CTOPOHBI 00SI3YIOTCS TPUMEHATh (opMatbl (OPMATM3OBAHHBIX JIOKYMEHTOB,
YTBEPXACHHBIE ACHCTBYIOIIMMU HAa COOTBETCTBYIOIIYIO JaTy HOPMAaTHBHO-TIPAaBOBBIMH akTaMHM Poccuiickoit
denepanun.

2.4.2. B ciydae, eciii BCTYISIT B CHJIy HOPMATHBHO-TIPABOBBIC aKThl B OTHOIICHWH YTBEPXKJICHUSI
(dbopMaToB OKYMEHTOB, yka3aHHbIX B 1. llpunoxennn | k CornameHuro, Takue ITOKYMEHTBHI OJKHBI
(hopMHPOBaTHCS C YU€TOM BCTYHMBLIMX B CHJTy HOPMAaTHBHO-TIPABOBBIX aKTOB.

2.5. JloxyMmeHTHI, He niepeuncienHbie B [Ipunoxennn 1 x CornanieHuro, nepeiaHHble 10 AIEKTPOHHBIM
KaHajlaM CBSI3W, HE SBJSIFOTCS COTJIACOBaHHBIMH K mepexoxy B OJIO, nmaxe ecid OHH OTBEYAIOT BCEM
TpeOoBaHUAM, npeabsaBiaseMbiM K O/ u nognucanel KOII. B ganpheiimem Hu ogHa w3 CTOPOH HE BIIpaBe
CCBIIAThCA Ha YKa3aHHbIE JOKYMEHTHI B Ka4eCTBE MOATBEPKICHNUS NCTIOTHEHHSI UMU CBOUX 00S13aTENBCTB.
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3. OO0u11ie NPUHIMITEL AIEKTPOHHOTO JOKYMEHTOO000POTa U MPUMEHEHHS DIICKTPOHHON TOAMNCH

3.1. DnexkTpoHHBI OOKYMEHT0000pOoT CTOPOHBI OCYLIECTBIISIIOT B COOTBETCTBUM C HOpPMaMu
3akoHO/matenbcTBa Poccuiickoit denepannu, ycnmoBusiMu Hactosimiero CorjameHus U WHBIX COTJIAIICHUH U
JIOTOBOPOB, 3aKJIIOYEHHBIX MeKIy CTOpOHAaMHU, a TaKKe C y4ETOM MOJI0KEHUH PerlaMeHTUPYIOIIUX TOKYMEHTOB
Omnepatopa 310.

3.2. Tlpwm BeictaBnennn u nonydenuu YIIJI CUD / CUD JIOII B snekrponHoM Buie CTOPOHBI
PYKOBOJACTBYIOTCSI ~ YTBEPXKACHHBIMA  HOPMATUBHO-IIPABOBBIMM  akTamMu  Poccuiickoii — ®Denepanuu,
JeHCTBYIOUIMMHU Ha COOTBETCTBYIOILYIO JIaTy.

3.3. KsamudunupoBanusle ceprudukarsl kiarouedl mposepku Ol mpuobperarorcs CTopoHamu B
aKKpPEeIUTOBAaHHBIX YAOCTOBEPSIOMMX LEeHTpax, Kiaroun Ol coznmarorcs cepruduumpoBanHsiMu DenepanabHOM
ciy:)k00ii  6e3omacHocti  Poccuiickoit ®epepaunu cpeactBamu  JIl CTOpoH HWIM C TpUBICYEHUEM
AKKPEIUTOBAHHOTO yJIOCTOBEPSIOLIETO EHTPA, BBIMTYCTHBILETO KBaTUpUIMpoBaHHbIN cepTudukat I

3.4. JlokyMeHTHI (OpMUPYIOTCS, TIepeatoTcsl U npuHuMaroTcsi CTOpOHaMU B 3JICKTPOHHOM BHJE O3
WX TIOCIIEAYIONIET0 0043aTeIHbHOT0 MPEACTaBIeHIs Ha OyMa)KHOM HOCHTENE. DIEKTPOHHBIH JOKYMEHTOO000pOT
Mexay CTOpoHaMHu HE OTMEHSIET BO3MOXKHOCTH HMCIOJIb30BAaHMSI MHBIX CIIOCOOOB OOMEHA JJOKYMEHTaMH MEXILy
CropoHamu.

3.5.  CTOpOHBI IPU3HAIOT, YTO OTBETCTBEHHOCTH 3a oOecnieueHre KOH(DUISHIIMATFHOCTH, IIEJIOCTHOCTH
U JOCTYIHOCTH HMH(OpPMalMU ¢ MOMEHTa Mepelavd SICKTPOHHOro aokymeHTa Omeparopy /10 mroboit u3
Croposn HeceT Oneparop I0/Onepatopst D/10.

3.6. CTOpOHBI NPU3HAIOT, YTO HCIIOIB30BaHUE CPENCTB KpUNTOrpadudecKor 3amuThl HH(DOpMaInH,
AOCTAaTOYHO IJId MOATBCPKACHUA TOTO, YTO:

- 3JIEKTPOHHBIM JOKYMEHT UCXOOUT OT CTOpOHBI, €ro mepenaBiueidl (MOATBEPKICHHE AaBTOPCTBA
JOKYMEHTA);

- AJICKTPOHHBIN JTOKYMEHT HE MpeTepries] W3MEHEHUH Npu HH()OPMAIMOHHOM B3aUMOJCHCTBUU
CropoH (oATBEpKACHUE LIETOCTHOCTH ¥ IOAJMHHOCTH JOKYMEHTA) PH HOJI0KUTEIILHOM PE3YJIbTaTe POBEPKH
oIl

3.7. JlaToii HanmpaBICHUS 3JICKTPOHHOTO JOKYMEHTA SBJISICTCS J1aTa ero nocrymieHus Oneparopy 910
Hamnpapisiromied CTOpOHOHM, yKa3aHHasi B MPOTOKOJE Ieperadyd JOKYMEHTA. OJJEKTPOHHBIE JTOKYMEHTHI,
HanpaBlIeHHbIE B paMKax Hacrtosiero CorjamieHusi, CYMTAlTCS NOTy4YeHHBIMH NpuHUMaromiedd CTOpoHOH ¢
JIaThl IPUCBOEHUS UM COOTBETCTBYIOIIETO cTaTyca B cucteMe Oneparopa 31O, moaATBEep K IAIOIIETO UX T0CTaBKY
npuHuMaronieir CTopoHe, yKa3aHHOW B IPOTOKOJIE TIepe/laud JJOKYMEHTA.

3.8. Mlara ¢opmMupoBaHUs MOANUCH DHICKTPOHHOTO JIOKYMEHTA OMpeleisieTcss Ha OCHOBAaHHWHU
nHpopmaiun, ykazannoir Oneparopom 310 B MpoTOKOIIE Iepe/iadn TOKYMEHTA.

39 JlaTOI\/'I nmoanrcanus JOroBopa WM JOMNOJTHHUTCIIBHOIO COIJIAIICHUA ABJIACTCA AaTa MOANMCAHUA
BTopoit CTOpOHOI ociaegHero ChOPMUPOBAHHOTO K JOTOBOPY MJIH JONOJIHUTEIFHOMY COTJIAILICHHUIO IPOTOKOJIA
pasHornacui, 3apukcupoannas Oneparopom /10 B mpoTOKOIIE IEpeJauy JOKYMEHTA.

3.10. CropoHbl 00si3aHBI HE3aMEIJIUTEILHO WH(GOPMUPOBATH JIPYT JIPyra O HEBO3MOXKHOCTH OOMEHa
3JIEKTPOHHBIMU IOKYMEHTaMH, NOANHCAHHBIMU D1, B 4aCTHOCTH B CIEIYIONIMX CIyJasx:

. HEJOCTYITHOCTH cuctembl Oneparopa 2/10;

o MOBPEKACHHOCTD WJIM HEAOCTYITHOCTE KaHAJI0OB CBA3U;

o c6oit yuetHoi cuctemsl CTOpOH;

. HCTEUCHNE CpOKa JIeHCcTBHs KBanuduippoBanHoro ceprudukara Il (10 MOMEHTa MomydeHus
kBanuduuupoBanHoro ceptudukara D11 ¢ HOBBIM CPOKOM ACHUCTBHSA);

o WHBIE CITy4au, HE TI03BOJISIOINE POU3BOINTE OOMEH IEKTPOHHBIMH JOKYMEHTAMHU.

3.11. B mepuon, korja oOMeH 3IIEKTPOHHBIMHU JJOKYMEHTaMH HEBO3MOkeH, CTOPOHBI TPOU3BOIST 0OMEH
JOKYMEHTaMH Ha OyMa)KHBIX HOCHTENSX, MOJIHCAHHBIMH YIIOJTHOMOYEHHBIMU TIpejacTaButensiMu CTOpoH
COOCTBEHHOPYYHOH MOIHCHIO.

3.12. CropoHbl 00s3aHBI ~HE3aMEUIMTENILHO HMH(MOPMHUPOBATH JPYr Jpyra O MNpeKpameHnn
00CTOSITENHCTB, OOYCIOBIHMBAIONINX HEBO3MOXKHOCTh OOMEHAa JIIEKTPOHHBIMH JIOKYMEHTaMH, TIOCIIE 4Yero
BO300OHOBUTH 0OMEH AJIEKTPOHHBIMU JTOKYMEHTAMHU.

3.13. Nudopmuposarne CTopoHaMH 0 HEBO3MOKHOCTH OOMEHA IEKTPOHHBIMU IOKYMEHTaMH, a TAKKe
0 TPEKpalIeHUU OOCTOSATENBCTB, OOYCIOBIUBAOIINX HEBO3MOXHOCTh OOMEHA AJIEKTPOHHBIMH JIOKYMEHTaMH,
OCYILIECTBIISIETCSl IIyTeM HAaIllpaBJeHHWs YBEAOMJICHHMS Ha ajpeca OBIIEKTPOHHOW WOYTHI, COTJIaCOBAaHHBIC
CropoHamu.

3.14. B ciywae, ecnm 1ara COCTAaBJICHUS ITEPBUYHOTO YYETHOTO ITOKYMEHTA OTIMYAETCS OT JaThl
coBepmicHUS (akTa XO3SIMCTBEHHOW >KHU3HH, IEPBUYHBIM YUCTHBIA ITOKYMEHT MOJDKEH COACpXaTh OaTy
coBepIIeHHS (aKTa X03IHCTBEHHOHN KU3HU.

3.15. TIpu oOMeHe PIEeKTPOHHBIME JOKyMeHTaMu CTOPOHBI 00SI3VIOTCS 3ATIONHSTE CIIETYIONTIE TAaHHBIE.
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- MPU OTHpPAaBKE IEPBOTO 3JICKTPOHHOTO JAOKYMEHTa ajpec JJICKTPOHHOW IOYTHI IOTydaTeNs
nokymenTa y [puanmatomeit CToOpoHbBI, HOMEp | JaTa TOTOBOpa IPH OTIPABKE BCEX TOKYMEHTOB, OTHOCSIIIUXCS
K KOHKPETHOMY JIOTOBOPY, YKA3bIBAIOTCS B TIOJSX JOKYMEHTA H/HMIU COMPOBOXKIAIONINX JOKYMEHT METaJaHHbBIX
B cucteme onepatopa D/10, ucxons u3 TpedboBanuii myHkToB 3.14 u 3.15 Hactosmiero CornaiieHusl.

3.16. Ilpu odopmieHun HOKyMEHTOB uepe3 web-untepdetic Kourtyp./luagok maHHbIE TOJS
3aIONHAIOTCA CIETYIOIIUM 00pa3oM:

o Uit (pOpMaTU30BaHHBIX JOKYMEHTOB, a TaKXke i He(OPMaTM30BaHHBIX JIOMOJHUTEIBHBIX
COTJIANIIEHHH 1 TICHOBBIX JINCTOB JAHHBIE 110 TOTOBOPY YKa3bIBAIOTCS B MOJIE «OCHOBAaHUEY,

o JUTS MHBIX He(OPMATM30BaHHBIX JOKYMEHTOB JaHHEIE 10 JOTOBOPY YKa3hIBAIOTCS B CBOOOTHOM
TOJIE JIJIS KOMMEHTAapUCB,

o JUISL BCEX BHJOB IOKYMEHTOB aJipec JIEKTPOHHOM MOYTHI MOJTydaTessl yKa3blBaeTcsi B CBOOOTHOM
T0JIe /115 KOMMEHTapHEB.

3.17. Tlpu odopmieHHN IOKYMEHTOB HHBIM CIIOCOOOM TOIXOJ K 3alOHCHUIO JaHHBIX TOJeH
ompenensercs CTOpOHAMH AOTIOTHUTEIBHO.

3.18. B ciyuae MOBTOPHOTO COCTaBJICHHS AJIEKTPOHHOTO JOKYMEHTA HJIM COCTABJICHUS SJIEKTPOHHOTO
JOKYMEHTa Ha OTMEHEHHYIO onepaliiio, CTOpOHBI IPUMEHSIOT aHHYJIMPOBAHHUE IOKYMEHTOB, 33 UCKIIIOUECHHEM
ClydaeB  KOPPEKTHPOBKH WM  HCIPABICHHUS  JOKyMEHTOB,  TPEAYCMOTPEHHBIX  JICHCTBYIOIIUM
3aKoHo/aTeNnbcTBOM. [Ipu aHHYIMpOBaHMM JOKYMEHTOB, mepeaaBaeMbix depe3 Omepatopa /10, CropoHsl
WCTIONB3YIOT (hopMaT IEKTPOHHOTO COTJAMIEHU 00 aHHYIMPOBAHUN, KOTOPBIN TIOIIEPKUBACTCS OTIEpATOPaMHU
310.

3.19. TIlpomecc aHHYIUPOBaHUS 3JICKTPOHHBIX JOKYMEeHTOB uepe3 Omnepatopa /10 mpenmosaraet
CIEAYIOUIMHN MOPSIAOK AEHCTBUM CTOPOH:

o npuHUMaromas/Hanpasisiomas  CropoHa HanpasisgeT BTopodl CTopoHe mpemioxkeHne o6
AHHYJIUPOBAHUH TOKYMEHTA C yKa3aHWEM NPUYUHbI aHHYJIUPOBaHUS JOKYMEHTA;
o ecnu Bropas CrTopoHa cOIJlaCHa AHHYJIUPOBaTb JOKYMEHT U IPU3HAET JOKYMEHT

HEJCHCTBUTENBHBIM, TO TMOJ COMJIAIICHHEM HeoOXxoauMa noanuchk BTopoit Ctoponsl. Korma Bropas Cropona
MOJIHUIIIET COMIAIICHUE, aHHYJIMPYEMBIN JOKYMEHT MOTEPSCT HOPUIAHUCCKYIO CHITY.

o ecnu BTopasi CTOpoHa He COTJIacHa ¢ TpeaioKeHueM 00 aHHYIMPOBAHUHU, TO OHA MMEET IMPaBoO
0TKa3aTh B TIOJNKCH COTJIANICHUs. B 3TOM citydae 3JeKTPOHHBIN JOKYMEHT COXPAHSET CBOIO FOPHIUUCSCKYIO CHITY.

3.20. B cnyuae, ecnmu y CTOpOH HET BO3MOXKHOCTH TIOJIHCATH COTJAlleHHe 00 aHHYIMPOBaHWU B
aNeKTpoHHOM BHjie uepe3 Omneparopa D10, CtopoHsl MOTyT O(OPMHTH JaHHOE COTJIAIICHHE Ha OyMaXKHOM
HOCUTeNle B CBOOOJMHOW (opMe, ¢ yKa3aHHEM PEKBU3UTOB AHHYJIHPOBAHHOTO JOKYMEHTA, MPUYHMHBI €ro
AHHYJIUPOBAHUS.

3.21. B cnywae, korjga O3JCKTPOHHBIM JOKYMEHT eIle He MojanucaH rmoydatonieii CTOpOoHOH,
HanpasJisitoias CTOpoHa MOXKET aHHYJIUPOBATh JICKTPOHHBIN JOKYMEHT B OJJHOCTOPOHHEM IOPSIIKE.

3.22. TloaTBepK/JCHUE aHHYJIMPOBAHUS/OTKA3 OT aHHYJIMPOBAHHUS JIOJKHO OCYIICCTBIIATHCS B CPOK HE
Oosee 3 pabounx AHEH ¢ MOMEHTa ToTydeHus BTopoii CTOpOHOMH Mpe IoKeHHs Ha aHHYJIMPOBaHHE.

4. Yci1oBUsI MPU3HAHUS AJIEKTPOHHBIX IOKYMEHTOB PaBHO3HAYHBIMHU JOKYMEHTaM Ha OyMaKHOM HOCHUTEIe

4.1. Tlognucansbiii KOII sneKTpoHHBI AOKYMEHT NpPU3HAETCS PaBHO3HAYHBIM AaHAIOTUYHOMY
MOJITICaHHOMY COOCTBEHHOPYYHO JIOKYMEHTY Ha OyMa)KHOM HOCHTEJE B TTopoxkaaeT it CTOPOH IOpUIUYECKUe
MOCJEACTBUS B BUAE YCTAaHOBJICHHS, M3MEHEHHS M NPEKPalleHHs B3aMMHBIX MpPaB M OOS3aHHOCTEH IpH
OJHOBPEMEHHOM COOJIIOJICHUH CIIEAYIOIUX YCIOBHUI:

o KBaJIM(QHULIMPOBaHHBIA cepTUdHKaT Kitoda mpoBepku Ol co3gaH M BbIAH aKKpPEIUTOBAHHBIM
YAOCTOBEPSIONINM IIEHTPOM, AaKKpEAHWTalMs KOTOpPOro JIEHCTBHUTENIhbHA HAa MOMEHT BBIJAYM YKa3aHHOTO
ceprudukara;

o KBaJTM(QHUIMPOBAHHBIA cepTU(UKAT JEHCTBUTEICH HAa MOMEHT IOANUCAHUS 3JIEKTPOHHOTO
JOKyMEHTa (TMpH HAJIMYUH TOCTOBEPHON MH(OpMAIMKM O MOMEHTE MOAMUCAHUS 3JIEKTPOHHOIO JOKYMEHTA) HIIH
Ha JICHb MPOBEPKH JCHCTBHTEIHLHOCTH YKa3aHHOTO CepTH(HKATA, €CIM MOMEHT TOANUCAHHS AJIEKTPOHHOTO
JIOKyMEHTA HE OIPEe/EIICH;

o MMeeTCs TTOJIOKUTETbHBINA pe3yabTaT MIPOBEPKHU MIPUHAIEKHOCTH BIIa/IENbILy
KBaJIM(QHULMPOBAHHOTO CepTUPHKATa KBATU(PHUIMUPOBAHHOW BIEKTPOHHON MOAIMCH, C IOMOILBIO KOTOPOM
MOJNMCAH 3JEKTPOHHBIN JOKYMEHT, U NMOATBEP)KJIEHO OTCYTCTBUE MU3MEHEHMH, BHECEHHBIX B 3TOT JAOKYMEHT
[OCJIE €ro MOANUCAHUS.

4.2. Tlpu coGmogeHun ycioBuii, nmpuBeaeHHbIX B M. 4.1 Hactosmero CoriameHusi, 3JIEKTPOHHBIN
JOKYMEHT JOJDKEH NpuHUMaThest CTOpoOHaMM K YYETY M MOKET MCIIOJIb30BaThCs B KaUeCTBE JOKa3aTeIbCTBA B
CyaeOHbIX pa30upaTenbCTBaX, IPEACTABIATHCS B TOCY1aPCTBEHHbBIE OPIaHbl 110 3alIpocaM M0CIeIHUX.
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4.3. TloamucaHue OMHOTO 3JEKTPOHHOIO AOKyMeHTa AByMs CTOpOHAMH OCYIIECTBISCTCS IyTEM
MOCJIEI0BATEIBHOrO MOAMUCAHUS JaHHOTO AIIEKTPOHHOTO TOKyMEHTa Kax 01 u3 CTOpOH.

4.4. He nomyckaercs OTHpaBKa JOKYMEHTOB C OJMHAKOBBEIMI HOMEpaMH U Jatoil. B ciydae momydeHus
onHo# u3 CtopoH Hactosiero CorianieHus MEKTPOHHOTO JOKYMEHTA C HOMEPOM U JaTOW COOTBETCTBYIOIIUMU
HOMEPY U J1aTe OJHOTO U3 JOKYMEHTOB, IOJYYEHHBIX PaHee, TAKON JOKYMEHT MPU3HACTCS HENCUCTBUTEIBHBIM U
HE UMEIOIUM IOPUANYECKON CHITEL. B mensx ofH03HaYHOT0 TOHUMaHUS JaHHOTO ITyHKTa CTOPOHBI HE IPHU3HAIOT
IOPUANYECKYIO CHITY AyOJIMKAaTOB MEPBOTO 3JIEKTPOHHOTO JOKYMEHTa M MPUHUMAIOT K Y4YeTy TOJBKO IMEPBYIO
Bepcuio noanucanHoro CTOpoHaMu TIOKyMEHTA.

5. B3anmoneiicTBue ¢ onepaTopaMu 3JeKTPOHHOTO JOKYMEHTOO00pOTa

5.1. OmneparopoM 31eKTpOHHOTO JOoKymeHTooOopora [CropoH] sBnsercs AO «lIpousBoacTBeHHas
¢upma «CKb Kontyp» nporpamma 1t 9BM «/Iuamox».

5.2.  Jlo Hayana ocyIlecTBIeHHS OOMEHA 3JICKTPOHHBIMU TOKYMEHTaMHU, Kaxas n3 CTopoH 00s3yercst
B YCTaHOBJICHHOM IOpsAKE O0OECHeYuTh MOAKIIOYEeHHE (00ecrednTh HaIW4YMe IOAKIIOYCHHUS) K CHCTEME
3IIEKTPOHHOTO JOKyMeHTooOopora Omeparopa, B TOM 4YHCJE 3aKJIIOYHTh COOTBETCTBYIOLIME JOTOBOPEI,
oopmuTts u npexncrasuts Oneparopy 3asiBieHHE 00 Y4aCTHH B 3JICKTPOHHOM JOKYMEHT0000pOTE, HOIY4UTh Yy
Omneparopa uaeHTH()UKATOPHl yYaCTHHKA OOMEHA, PEKBH3UTHI AOCTYNAa M Jpyrue HEOOXOOUMbIE NaHHBIE,
yBEIOMUTH 00 3TOM Apyryto CTOpoHY (¢ yKa3aHHEM WACHTH(PHUKATOpA YIACTHUKA OOMEHA).

5.3. TIlo pe3ynbraTtam TeCTOBOr0 OOMEHa, MPOBEPKH PAOOTOCIIOCOOHOCTH /MM COBMECTHMOCTH CBOMX
TEXHUYECKUX cpelncTB, CTOPOHBI HOATBEPKAAOT, (PaKT NPOBEACHHS YCIIELIHOTO TECTOBOTO OOMEHa Pa3INuHbIMU
AIIEKTPOHHBIMH JTOKYMEHTaMH, IMOATBEPKIAIOIIEI0 YCTOWYUBYIO PabOTOCIOCOOHOCTh /MM COBMECTUMOCTD
TEXHUYeCKUX cpeactB CTOpPOH, B TOM 4YHCIE BO3MOXHOCTh Mepeladyd JaHHBIX, BO3MOXKHOCTH Iepeaadd
MPUMEHSIEMBIX (OPMATOB.

54. C gparel nomnucanus Hactosiero CornameHus, 3JIEKTPOHHbIE JOKYMEHTBI, KOTOpBIE
HanpaBmstonias CTopoHa oOTHpaBiseT B ajpec mnonydvaromeid CTOpPOHBI, MPHU3HAIOTCS PaBHO3HAYHBIMH
AHAJIOTMYHBIM TIOANMCAHHBIM COOCTBEHHOPYYHOH MOANKCHIO JOKYMEHTaMH Ha OyMaKHOM HOCUTENE H
nopoxzaatoT 1t CTOpOH IOPUOMYECKHE IOCIEACTBHS B BHUAE YCTAaHOBJICHHS, W3MEHEHHS U INPEKpPAICHHS
B3aMMHBIX MIPaB U 0053aHHOCTEH.

5.5. CropoHa-2 MOXeT UCTOIb30BaTh yciyru Oneparopa, OTIIMYHOTO OT YKa3aHHOTO B 1. 5.1. B aTtom
ciyyae 0OMEH 3JIEKTPOHHBIMH JOKYMEHTaMU Mex 1y CTOpOHaMM OCYIIECTBIISETCS C UCIOIb30BaHHEM POYMHHTIA
— TEXHOJOrHu olecreyrBaronell BO3MOKHOCTh OOMEHA JIIEKTPOHHBIMU JOKYMEHTAMH MEXIy pPa3HbIMU
OmnepaTtopamu.

5.6. B ciyuae, eciiu CtopoHa-2 nmons3yercs yciyramu Oneparopa, OTJIIMYHOTO OT YKa3aHHOTO B 11.5.1,
TO Takoi Omeparop 10HKEH COOTBETCTBOBATH CIEIYIOLUIMM KPUTEPHUSIM:

. Mexay Omnepatopom CropoHbl-1, ykazanHeIM B 1. 5.1 Hactosimero Cornamenusi, 1 Oneparopom
CropoHbI-2 00ecIieueH0 POYMHUHIOBOE B3aMO/ICHCTBHE;
. oneparopoM CTopoHbI-1, ykazanubM B 11. 5.1 Hactosmero Cornamienus, u Onepatopom CTOPOHBI-

2 TIOATBEPIKICHA TEXHUYECKass BO3MOXKHOCTD JUIS IPUEMa | TIepeadl BCEX JTOKYMEHTOB, IIEpeYeHb U (popMaTh
KOTOPBIX OIPEJIENICHHI B 1. 2.4. HacTosmiero CornameHus.

5.7. Cropona-2 o06s3yercs He mozgHee 15 (MATHAAIATH) KAJICHIAPHBIX JHEH MOCHe MOAMHACAHUS
Hacrosimero CornamieHus W B JajbHEWIIEM — IO Mepe HEOOXOIWMOCTH, CaMOCTOSTEIBHO IONy4aTh B
AKKPEAUTOBAHHOM YJIOCTOBEPSIONIEM IIEHTPE KBATU(UIIUPOBAHHBIE CEPTHU(PHUKATHI Kiro4a mpoBepku Oll, u
obecrneunTs HaM4Iue JeicTByrommx ceprudukaros D11 B TeueHne Bcero cpoka aeicTBus qaHHoro CoramnieHus.

5.8. B ciydae npekpamieHusi pOyMHHIOBOTO B3anMojaeHcTBUs Mexy Onepatopamu CTOpPOH, paBHO
KaKk W B CJIy4ae HEBO3MOXXHOCTH OOMEHA JJIEKTPOHHBIMH JIOKyMEHTaMHU BCJICICTBHE NPEKPAIIEHUS TaKUX
otHoIIeHUH, CTOPOHBI OCYIIECTBISIOT OOMEH JOKyMEHTaMH Ha OyMa)XHOM HOCHTENE C TOIINHCAHUEM WX
COOCTBEHHOPYYHO! TIOATNKUCHIO U TIEYaThI0, TIPU €€ HE0OXOMMOCTH.

5.9. B cayugae, eciu CtopoHa HamepeBaeTcst cMeHuTh Oreparopa, yeiiyraMi KOTOPOTo OHa MOJIb3YeTCs
B pamkax Hactosmero CornamieHusi, Takas CTopoHa o0si3aHa He IMO37HEE YeM 3a 15 KaleHJapHBIX THEH 10
Hadaia oOMeHa JIeKTPOHHBIMH JJOKYMEHTaMH IOCPEICTBOM HOBOTO OriepaTopa npeaocTaBuTh ipyroii CTopoHe
JIOKYMEHTBI M CBEJICHUS, IPEAYCMOTPEHHBIE HacTosuM CoralieHreM, a TAk)Ke OCYIIeCTBUTh TECTOBbIM OOMEH.

6. IIpaBa 1 0053aHHOCTH CTOPOH

6.1. CTOopoHBI 00S3YIOTCA:

6.1.1. OGecneynTh YKOMIUIEKTOBAHHOCTH HEOOXOAMMBIMHU MTPOTPAMMHO-TEXHHYECKHMHU CPEICTBAMH /IS
opraHu3anuu paboThl ¢ AIEKTPOHHBIMU TOKYMEHTaMH, BKJIIOUasl CO3[aHue, U3MEHEHHE B 00paboTKy, a TaKxke
obecrieunTs B3anmMoeiicTBre ¢ cuctemoin OmepaTtopa 3/10.

6.1.2. HasHauuTh 7M1, OTBETCTBEHHBIX 3a PabOTy C MPOrPaMMHO-TEXHHUYECKUMHU CPEJCTBAMHU B
cootBeTcTBUM C 1. 6.1.1, a TakKe OPraHM30BaTh BHYTPEHHHI PEIINépdkaidepas Midion 07032002 1975 GUTH03.001 ¢
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OTBETCTBEHHBIX JIUI] TAKUM 00Pa30M, 4YTOOBI HCKIIOUUTH BO3MOXXHOCTD B3aUMOACHCTBHUS ¢ cucteMoi OmnepaTopa
OJ10 nunaMu, HE UMEIOIIUMHU JIOIycKa K paboTe C Heil, a TakKe HUCKIIOYUTH BO3MOKHOCTH MCIIOJIB30BaHHUS
kimroueit D11 u cpencts D11 He yITOITHOMOYEHHBIMH Ha 3TO JTUIAMH.

6.1.3. CBoeBpeMEHHO TPOM3BOAWUTH IUIAHOBBIK BBIMYCK Kiroueld Ol M COOTBETCTBYIOIIMX
KBaJTM(HULIMPOBAHHBIX CEPTUPHUKATOB KItouel mposepku 1.

6.1.4. TlpuauMaTh Ha ce0s BCe PUCKHU, CBSI3aHHBIC C PabOTOCIIOCOOHOCTHIO CBOETO OOOpPYIOBAaHUS H
KaHaJIOB CBS3H.

6.1.5. He npeanpuHumarh NIEHCTBHM, CIOCOOHBIX HaHeCTH ymiepO apyroii CTOpOHE BCIEICTBHUE
ucnonbs3oBanus 0.

6.1.6. OOMeHUBATECS ANIEKTPOHHBIMU JTOKyMEHTAMH, HE COJCp)KAIlMMU KOMITBIOTEPHBIX BHPYCOB H
(M) MHBIX BPEAOHOCHBIX POTPAMM.

6.2. CtopoHEHI BrpaBe:

6.2.1. B ciygae BO3HHKHOBEHHS OOCTOSATENHCTB HENPEOJOTMMON CHIIBI, IIOBJICKIINX HapyIIeHHE
YCTaHOBJICHHOTO HacTosUM CoTJIaleHreM NOopsAKa BEICTABICHNUS TJOKYMEHTOB B JJICKTPOHHOM BHE, CTOPOHEI
BIIPaBE HCIOJIb30BaTh OYyMaXXHBI JOKYMEHTOOOOPOT, MpH O3TOM HCIOJHEHHE 0053aTeIbCTB M OIuaTa
MPOU3BOJIUTCS B IMOPSIIKE M CPOKH, YCTAaHOBJIECHHBIE COOTBETCTBYIOIIMM JOTOBOPOM, B PaMKaxX HCIIOTHEHHS
KOTOPOTO MTPOUCXOIUT OOMEH AIICKTPOHHBIMU TOKYMEHTAMH.

6.2.2. OrpanuuuBaTh W TMPHOCTAHABIUBATH Hcmonab3oBaHue DO B choydyasx HeHaIJIeXallero
ucnonHenust apyroii Ctoponoit CornameHus ¢ yBeJIOMIICHHEM HE TO3[1HEe THS TPUOCTAHOBICHHS W IO
TpeOOBaHUIO KOMIIETEHTHBIX T'OCYJapCTBEHHBIX OPraHOB — B CIy4asX W B IOPSIKE, MPETyCMOTPEHHBIX
3aKOHOIaTeNbCTBOM Poccuiickoi Denepanuu.

6.2.3. OcranoButh padoty Cucrembl D10 1O TEXHUYECKUM NPUYMHAM JO BOCCTAHOBIICHHS ¢
paboTOCIIOCOOHOCTH.

7. OTBETCTBEHHOCTh CTOPOH U PUCKH

7.1. CropoHBI HECYT OTBETCTBEHHOCTh 3a COJEpXKaHWE IO0Or0 3JIEKTPOHHOTO JTOKYMEHTa,
noanucanHoro KOII mpu ycnosuu noareepxkaeHus noaauaHocty KOII B cooTBeTcTBUM € pazneioMm 4.

7.2.  CTOpOHBI HECYT OTBETCTBEHHOCTH 32 KOHPHUICHIMATEHOCTh U TIOPSIOK HCTIONB30BAaHMS KITFOUEH
Ol

7.3. Cropona, nomycTHuBIIas KOMIpoMmeTanuo kioda OIl, HeceT OTBETCTBEHHOCTD 3a HJIEKTPOHHBIE
JIOKYMEHTBI, MOJITICAHHBIE C UCTIOJIb30BAaHHEM CKOMIIPOMETHPOBAaHHOTO Kiroua I, 10 MoMeHTa oUIIaIbLHOTO
yBEIOMJICHHsI 00 aHHYJIMPOBaHWHU (OT3BIBE) COOTBETCTBYIOLIETO KBanu(pUIMpoBaHHOTO cepTudukara Ol u
KOHKPETHBIX TOKYMEHTOB, OJNMCAHHBIX YKa3aHHBIM KiitodoM OII. YromHomouyeHHoe 1o kKaxaoi u3 CTopoH,
Ha/IeJICHHOE TpaBaMHy MCTIoNb30BaHus D11, HeceT MoJIHyI0 OTBETCTBEHHOCTD 32 JII0OBIE IEHCTBHUS, COBEpIIACMbIE
¢ ucnonb3oBanueM Oll, BkItoyas AeHCTBUS, coBeplIaeMble APYTUMH JIuamu, eciau kmod Oll cran noctynen
JPYTHUM JIMLIaM TI0 BUHE YIOJTHOMOYEHHOTO JIUIA Kax a0l u3 CTOpOH.

7.4. CtopoHa, HECBOEBPEMEHHO COOOILIMBIIAS O CIIydasx yTpaTbl WM KOoMIpomeranuu kimoda Oll,
HECET CBSI3aHHBIE C TUM PHUCKH.

7.5.  CTOpOHBI MOTYT OBITH OCBOOOXK/ICHBI OT OTBETCTBEHHOCTH 32 HEUCIIOIHEHHE CBOUX 0053aTENILCTB
no CorjameHuio Npy HACTYIUICHUH OOCTOSITENBbCTB HEMPEOIOIMMOI CHITbI, IO KOTOPBIMH MOAPa3yMEBaOTCS
BHEIIHUE, 4Ype3BbIYaliHble M HENPEJOTBPAaTUMbIE NPU JAHHBIX OOCTOATENBCTBAX COOBITHS, KOTOpbIE HE
CYIIECTBOBAJIH BO BpeMs nojnucanust CorianieHns: ¥ BO3HUKIN TOMUMO Boin CTOpPOH.

7.6. Cropona, moxBepriuasicsi ASUCTBHIO OOCTOSITENBCTB HEMPEOJOIMMON CHIIBI, I0JDKHA B TEUEHUE 5
(mATH) KaNeHJapHBIX JHEH yBeJOMUTH Apyryo CTOpOHY O BOSHUKHOBEHHU U BO3MOXKHOW MPOJOKUTEILHOCTH
JICHCTBUSL OOCTOATENLCTB HEMPEOOMMMOM cribl. CTOpOHA, CBOEBPEMEHHO HE COOOIIUBINAS O HACTYIUICHUH
BBIIIEYTOMSHYTBIX 00CTOSITENBCTB, JINIIAETCS MIPaBa CChUIATHCS HA HUX.

7.7. ®akT BO3HUKHOBEHHsI OOCTOSITEIHCTB HENPEOJOIMMOH CHJIBI JOJKEH OBITH JTOKYMEHTAIBHO
MTOATBEPKIEH KOMITETEHTHBIM OPTaHOM.

7.8. B ciy4yae HEBO3MOXHOCTU IOJHOTO HIIM YaCTHYHOTO HCIIOJHEHHs 0053aTeNbCTB BCIIEJCTBUEC
JeUCTBUS OOCTOSTENHCTB HEMPEOIOIMMOM CHITBI, (DaKTHUECKasl WIIM BO3MOXKHAsI MPOJOKUTEIBLHOCTD KOTOPBIX
COCTaBUT OJUH Mecsl uiau Oojee, CTOpoHa, MCHONHEHHE 0053aTeNbCTB KOTOPOH HE 3aTPOHYTO NEHCTBHEM
HEMpPEeoJONNMOI Cuibl, OyAeT MMeTh NpaBo pacToprHyTh CornameHne MOJHOCTRI0 WM YacTHYHO 0e3
00513aTENBCTB 10 BO3MEIICHHIO YOBITKOB, CBA3aHHBIX C €r0 pacTopskeHreM. CTOPOHBI HECYT OTBETCTBEHHOCTH 110
HacTosAuiemMy CorjameHuio B COOTBETCTBUM € JEHCTBYIOIIMM 3aKOHOAATENbCTBOM Poccuiickoit ®Penepannn.

8. JleiicTBUE COTIIallIeHHs ¥ €T0 MPEKpallleHue
8.1. Hacrosmee CornamieHie BCTymaeT B CUIY ¢ JaThl ero moanucanus CTOpoHaMH U ACUCTBYET 10
MOJIHOTO TMpeKpareHust 00s3areabcTs o Jorosopy Ne 22-100 ot 03.03.2022.

MepepaH vepes [naznok 02.03.2022 18:25 GMT+03:00 /

C3fead3f-5ebd-4148-Sfel-Oec50f92cdb | |::|1

CrpaHnua 124 n3 127 \

\
"/



8.2. Hacrosmee CornamieHue COCTaBICHO W TOANMUCAHO B 2 (IBYX) HOMJIMHHBIX WJICHTHYHBIX
IK3EMIUIAPAX COOCTBEHHOPYYHO WM C HCIOJIBb30BAHUEM KBaTH(DUIIMPOBAHHON DICKTPOHHOW IOJITHCH,
MMEIOIINX OMHAKOBYIO IOPHINYECKYIO CHITY, — IT0 OJHOMY JUIS Kaxk1oi u3 CTOPOH.

8.3. JIobas u3 CTOpoH UMeeT MpaBO B OJHOCTOPOHHEM BHECYACOHOM IMOpSAKE OTKa3aThCsl OT
UCTIONHEHMs HacTosiero CornaiieHus, MMCbMEHHO YBEIOMUB 00 3ToM Apyryto CTOpoHy He MeHee 4eM 3a 1
(oH) KaJeHIapHBIN MECSIT IO AaThl pacTopkeHus CorameHusl.

Cropona-2: Cropona-1:
3aMecTHuTeNb TeHePATbHOTO AUPEKTOpa JupexTop 1mo nHPOPMaIHOHHBIM TEXHOJIOTHAM

[Tectynos A.B. benokypos M.H.
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[Ipunoxenune 1 x CornameHuto
or 03.03.2022 r.

[lepeueHs TOKyMEHTOB, BKIItOUaeMbIX B cocTtaB O/]0

(DopMaJ'II/BOBaHHI)Ie JOKYMCHTBI

1 JOKYMEHT 00 OTrpy3Ke TOBapOB IIpuxa3 @enepanbHOI HATOrOBOM KOII
(BBIMOSTHEHUH PaboT), nepenayde ciryxOb1 PD ot 19 nexadps 2018 1. N
HUMYIIECTBEHHBIX MPaB (JIOKyMEHT MMB-7-15/820@

00 OKa3aHUU yciyr), B T. 4.
UCTIPABJICHHBIH, B 3JIEKTPOHHOU
¢dhopme, B hpopmate XML

2 cger-paxTypa, B T. 4. [puka3z denepanbHOI HATOTOBOM KO2II
HCTIPaBJICHHBIN, B 3JIEKTPOHHON ciryx061 P® ot 19 nexabps 2018 1. N
¢dopme, B popmate XML MMB-7-15/820@;

3 JOKYMEHT 00 OTTpY3Ke TOBapOB [puka3z OenepanbHOI HATOTOBOM KOII
(BRIMOTHEHUH paboT), Iepenade ciryx061 PO ot 19 mexabps 2018 1. N
HUMYIIECTBEHHBIX MpaB (qokymeHT | MMB-7-15/820@

00 OKa3aHUU YCIIYT), BKIFOYAFOIIHIT
B ce0s cueT-akTypy, B T. 4.
HCIIPABJICHHBIN, B 2JICKTPOHHOI
dopme, B hopmare XML

4 | 1OKyMeHT 00 M3MEHEHUH [Ipuxa3 @enepanbHOI HAJTOrOBOM KOII
CTOUMOCTH OTTPY’KEHHBIX TOBapoB | ciyxObl P® ot 13 anpens 2016 r. N
(BBITIOJIHEHHBIX pa0bOT, OKa3aHHBIX MMB-7-15/189@;
yCIIyT), epelaHHbIX
HMMYILIECTBEHHBIX IIPaB, B
IIEKTPOHHOM (hopme

5 KOPPEKTHPOBOYHEIN cueT-(pakrypa, | [Ipuka3 denepansHON HAIOTOBOM K3l
B T. Y. UCTIPABJICHHBIH, B ciryx061 PO ot 13 ampens 2016 . N
ANEKTPOHHO# (hopme MMB-7-15/189@

6 JOKYMEHT 00 H3MECHEHUH [Ipukaz ®enepanbHON HAIOTOBOM K3l
CTOMMOCTH OTTPY’KEHHBIX TOBapoB | ciyxObl P® ot 13 anpens 2016 r. N
(BBIMIONTHEHHBIX Pa0oT, OKasaHHbIX | MMB-7-15/189@
yCIIyT), TIepelaHHbIX
HMYILIECTBEHHBIX MPAB,

BKITIOYAIOITH B ceOs
KOPPEKTHPOBOYHBIH cueT-hakTypy,
B DJICKTPOHHOU opme

7 KoppextupoBounsrii caer-pakrypa | [Ipukaz ®HC Poccnn ot 12.10.2020 K3Il
W/WIH IOKYMEHT, N EZI-7-26/736
TIOATBEPKIAIOIIETo coraacue (paxt
YBEJIOMJICHHS) TTOKyIIaTelIsl Ha
N3MEHEHHE CTOMMOCTH
OTIPY>KEHHBIX TOBAPOB

8 JIOKYMEHT 110 TIPUEMKE TOBAPHO- IIpuka3 @enepanbHON HAJIOTOBOM KOII
MaTepHAIBHBIX [IEHHOCTEH U ciryx051 PO ot 27 aBrycta 2019 1. N
BBISIBJICHHBIX PACXOXKICHHIH, B MMB-7-15/423@

DJIEKTPOHHOU (hopMe

9 YHUBEPCATbHBIN ITpukaz ®HC Poccum ot 13.04.2016 KoIl
KOPPEKTHPOBOYHBIH JOKYMEHT Ne MMB-7-15/189@

(YKII) B hopmare XML

10 | AxT npueMku — ciau paboT Ipuxa3z ®HC Poccum ot 30.11.20151. | K3IT
(ycmyr), B 3NIeKTpOHHO# (hopme, B Ne MMB-7-10/552@;
¢dopmare XML

11 | ToBapHas naknaguas TOPI' 12 B Ipuxa3z ®HC Poccun ot 30.11.2015r. | KOII

¢dopmare XML

Ne MMB-7-10/551@

Hedopmanm3oBaHHbIE TOKYMEHTHI

Bug nokymenra

ITpumensiemsiii Bua OI1

CUCTa Ha OIJIaTy

KoII

AKTBI-CBCPKHU

KoII
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JIOTOBOPBI U JOTIOJTHUTEJILHBIE COTJIAIICHHUS, 32 KOIT
HCKITFOUYEHNEM TPYIOBBIX JOTOBOPOB, JOTOBOPOB,
TpeOyIOMIX HOTAPHATEHOTO yIOCTOBEPEHHS W/ MITH
TOCYJapCTBCHHOM PETUCTPAINU, OUPKEBBIX CHCTIOK,
caenok Ha OPOM u uHBIE JOKYMEHTHI JOTOBOPHOTO
XapakTepa, SBISIOIIUECS HEOThEMIIEMOMN YaCThIO
X03UACTBEHHOTO J0roBOpa, B OTHOLICHUH KOTOPOTO
3akmoueHo Hacrosiee Cornarenue 00 /10

JOKYMCHTBI, COIPOBOKAAIOIINEC (bOpMaJ'II/I?)OBaHHLIe KO3II
QJICKTPOHHBIC TOKYMCHTLI, B TOM YHUCJIC TPUIOKCHUSA K

HUM

HHBIC JOKYMCHTBI, MOATBCPKAAOIINEC UCIIOJTHCHUEC KO3II

X03s1iicTBEHHOr0 JIoroBopa, B OTHOILIEHUH KOTOPOTo
3akmoueHo Hactosiee Cornamenue 00 DJ10.

O0OmeH He(bOpMaJ'II/BOBaHHI)IMI/I JOKYMCHTaMHU OCYHICCTBJIACTCA B CIICAYIOIIUX (bopMaTax:
- Microsoft Word 97-2010 (.doc);
- Microsoft Excel 97-2010 (.xIs);
- Office Open XML (.docx,.xIsx);
- Joint Photographic Experts Group (.jpeg,.jfif,.jpg);
- Rich Text Format (.rtf);
- Portable Document Format (.pdf);
- TekcToBbIi ain (.txt).

OO6meH HedopMann30BaHHBIMU JTOKYMEHTaMH B (hopMaTax, He YKa3aHHBIX BBIIIE, ITOJUICKUT JONOITHUTEIEHOMY
cornacoBanuio CTOpoHaMH.

Cropona-2: Cropona-1:
3aMecTUTENb TeHEPAILHOTO JUPEKTOpa JupexTop 1mo HHPOPMAIHOHHBIM TEXHOJIOTHIM
Ilectynos A.B. benokypor M.N.
MaeHTndurkatop AokymeHTa c3fead3f-5eb4-4148-9fe1-0ec50f92cdeb - I

[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»

Bnasenew ceptndukata: opraHmsauma, cotpyanmnk  Ceptudukar: CepuiiHbIA HOMep, Nepros, [ata v Bpema noanuncanHus
NEeNCTBUA

MNoanvcy otnpasutens: @  AO "METEPBYPTCKAA CBBITOBAA KOMMAHWA" 037ESEAG0005AE65ADAABFASDCT296BCB  02.03.2022 18:25 GMT+03:00

benokypos Muxavn MBarosuy, ypektop no 9 MoAnMCh COOTBETCTBYET haliny AoKyMeHTa
MHPOPMALMOHHBIM TEXHONOTMAM € 21.12.202113:00 no 21.12.2022 09:46
GMT+03:00
MNoanvcy nonyuarens: @ OO0 "BM3KOMM" 030DBEOOO1E8AD24964E508DCD865E8BA  03.03.2022 15:29 GMT+03:00
lNectyHoB Anekcanap Bnaavcnasosuy, 3amectntens 6 MoAnuch CooTBeTCTBYET haliny JoKyMeHTa
reHepanbHOro AMpekTopa € 22.11.202118:29 no 22.11.2022 18:20
GMT+03:00
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